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Introduction

1 INTRODUCTION
BENJAMIN SCHARTE, DANIEL HILLER, TOBIAS LEISMANN, KLAUS THOMA

On the morning of 7 July 2005, 56 people (including the
bombers themselves) were killed in a series of four suicide
bombings in London that targeted three underground
trains and a double-decker bus. More than 700 commuters on their way to work were injured in the blasts. It was
the worst Islamist terror attack ever carried out on UK soil.1
Nevertheless, by the morning of 8 July, bus services had
been resumed and by the end of the day much of the underground network was also up and running again, except for
those parts that had been directly affected. Most Londoners
had already started using public transport again, in part as
a conscious signal to the terrorists that they would not be
cowed by them.
Terrorist attacks, natural disasters and major accidents can
cause serious, irreversible disruption and changes to the
daily lives of large numbers of people. While the greatest
impact is felt by those who are directly caught up in catastrophic events of this nature – the dead and the injured,
their families, trauma victims, first responders and professional members of the emergency services – they are not
the only ones to be affected. In addition to the direct impacts on the groups described above, adverse events can
also have numerous indirect negative repercussions. Terrorist attacks can paralyse transport infrastructure, natural di
sasters can cause huge areas to become uninhabitable and
accidents at power plants, for example, can wreak havoc
with the energy supply. They can thus seriously impair the
ability of society as a whole to function normally and, in
the worst-case scenario, can even lead to the failure of the
entire system.
The impact of Hurricane Katrina provides a case in point.
When it hit New Orleans in late summer 2005, it left the
city virtually uninhabitable for several months, provoking
the collapse of law and order, medical care, the energy
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supply, communication systems and a whole host of other
important services.2
In addition, the annual financial cost of all the natural di
sasters around the world comes to more than 200 billion US
dollars,3 while the combined financial losses resulting from
terrorism, organised crime, accidents and other catastrophic
events are even higher. Furthermore, the growing complexity of our modern world combined with parallel long-term
change processes such as the declining population in Germany and the threat of global overpopulation will simply serve
to accentuate the negative consequences of any future adverse events.4 In an increasingly interconnected world, even
minor and superficially harmless disturbances can ultimately
result in severe damage to the system as a whole.
However, none of this necessarily means that individuals,
societies and their technological systems must be completely defenceless in the face of these adverse events and powerless to prevent their negative consequences. There are
significant differences in the way that different people and
different social and technological systems anticipate and
react to adverse events. All have the potential to be – or fail
to be – “resilient” in response to threats such as terrorism,
crime, natural disasters and major accidents.
All of this raises the question of what exactly is meant by
“resilience”. Over the course of the past 60 years, the term
has been adopted by a variety of completely different disciplines, beginning with developmental psychology and
going on to include ecology, the social sciences and engineering.5 This study will focus on the use of the concept of
resilience in the context of security research.
Security research aims to identify and analyse vulnerabilities of all types – for example in relation to natural

Muir/Cowan 2005.
Westrum n.d., p. 1.
United Nations Secretary-General’s High-level Panel on Global Sustainability 2012, p. 47.
Coaffee et al. 2009, pp. 122 – 132.
CSS Analysis 2009, p. 1; Flynn 2011; Kaufmann/Blum 2012, p. 237ff; Plodinec 2009, p. 1.
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d isasters, terrorism, crime or accidents – and develop recommendations and technologies geared towards mitigating or preventing the associated risks without impinging
upon people’s freedom or civil rights. It involves researching ways of helping to protect against unlawful or deliberately harmful actions targeted at people, infrastructure
or organisations. This also includes minimising the damage caused by active attacks or by natural disasters and
industrial accidents. Security research also investigates
strategies and procedures for rapidly returning the system
or infrastructure to normal functioning in the event of a
disturbance. The overall long-term goal is to build an infrastructure that isresistant fault-tolerant and robust. Since
security research cuts across a wide range of academic
disciplines and policy areas, its future development calls
for new approaches. In its early days, it was dominated
by a “bottom-up”, technology-based approach where individual basic technologies were developed separately from
each other for security research purposes and were only
combined and put to practical use when it came to engineering the final product. Nowadays, however, a “topdown”, scenario-based approach centred on threat and
hazard scenarios is increasingly coming to the fore. The
goal of this more recent approach is to develop systematic,
security-relevant global concepts and use risk analyses to
minimise the susceptibility and vulnerability of the systems
in question.

sciences both at home and abroad. As a working academy,
acatech provides up-to-date advice to policymakers and
the general public on strategic issues relating to the technological sciences and technology policy. This was also
the joint goal of acatech and the Fraunhofer EMI in the
Resilien-Tech project. Although the concept is being used
more and more in security research theory, no consensus
had previously existed in Germany regarding a framework
for defining the application of resilience in the field of
security. The Resilien-Tech project therefore identified the
opportunities and prospects that this approach provides
for the development of future scenarios in the areas relevant to the security of our society. In addition, three expert workshops were held on the national perspectives
on resilience, international perspectives on resilience and
resilient businesses. These expert workshops enabled the
full range of themes associated with resilience in the field
of civil security research to be comprehensively analysed
and investigated. Concrete approaches to developing resilient technological and socioeconomic systems were
formulated, with particular emphasis on the protection of
critical infrastructure systems. These are encapsulated in
the recommendations, which are intended as guidelines
for shaping future research strategies and roadmaps. The
recommendations are published in the acatech Position
Paper “Resilien-Tech – ‘Resilience by Design’: a strategy for
the technology issues of the future”.

Against this backdrop, acatech’s “Resilien-Tech” project –
which provided the basis for this study – aimed to achieve
a better understanding of the concept of resilience as applied in the field of security research, so that concrete recommendations could be formulated for decision-makers in
government, business and society as a whole. The project
partners were acatech – National Academy of Science and
Engineering and the Fraunhofer Institute for High-Speed
Dynamics, Ernst-Mach-Institut EMI. acatech is an autonomous, independent, non-profit organisation whose remit
is to represent the interests of Germany’s technological

The term and/or concept of resilience has been used across a
variety of different scientific disciplines for at least 60 years. As
a result, it is not a straightforward concept to work with when
it comes to implementing policy strategies. Nevertheless, the
very fact that a wide range of different research areas are interested in resilience suggests that it is a concept with the potential to deliver value-added. American resilience researcher
Stephen E. Flynn argues that it provides an “intellectual center
of gravity to inform and support a concerted multidisciplinary
effort to better understand and manage global and societal risk.”6 The goal of this study was to define the specific

6
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Introduction

 eaning that resilience has taken on in the field of security
m
research. In order to do this and to better understand where
this definition fits within the overall context, we will begin
with a brief outline of the history of resilience as a term and a
concept. Our overview will begin in the field of developmental psychology and in particular with the work of American
psychologist Emmy Werner. It will subsequently examine the
ideas of Canadian ecologist C.S. Holling and US political scientist Aaron Wildavsky, before ultimately arriving at the field
of security research. This section will also discuss which level of
resilience was focused on in the Resilien-Tech project. It is necessary to clarify from the outset whether the term “resilience”
refers to an individual, a group of people, society as a whole or
perhaps specific parts of a society such as the relevant technological systems. Moreover, the primary focus of resilience can
either be on the social aspects or on predominantly technological solutions. Both the following discussion of the concept’s
origins and the description of the Resilien-Tech project are key
to understanding the specific focus of this study.
The word “resilience” is derived from the Latin verb resilire,
which means to spring back. The Duden dictionary of the
German language defines resilience as “mental endurance;
the capacity to overcome difficult situations without suffering any lasting damage”.7 This definition is indicative of how
the term is normally used in the field of psychology (see below). In medicine, resilience is sometimes used to describe a
person’s resistance to disease – particularly infections –, or
their ability to make a swift recovery.8 Meanwhile, the fields
of physics and materials science stick closer to the original
Latin meaning, using resilience to refer to a material’s ability to deform elastically when acted upon by energy. In this
context, resilience is measured as the maximum energy that
the material is capable of absorbing per unit volume without
creating a permanent deformation (i.e. without deforming
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plastically or becoming brittle). A good illustration of resilience is provided by the behaviour of springs, which are able
to return to their original state even after being subjected to
extreme forces. A material’s resilience is thus characterised by
its elasticity, flexibility and ability to withstand high loads.9
The first time that resilience was used as a scientific concept rather than simply as a measurement was in the field
of developmental psychology. Indeed, the Duden dictionary
still states that the word is used especially in psychology.10
In this context, it is taken to mean mental endurance or
resistance. Even before they started using the term “resilience”, trauma researchers in the 1940s and 1950s were already studying how people manage to lead successful lives
despite living in difficult circumstances. Their investigations
were centred on the idea of emotional strength, i.e. individuals’ capacity to overcome misfortune and cope with stress
and11 adversity. The initial studies focused primarily on the
specific stress and difficulties experienced by subjects suffering from schizophrenia. The researchers were interested
in explaining why the impact of the condition was relatively
mild in certain individuals. They found that the people who
were best able to cope with their schizophrenia were also
those subjects who had already been coping relatively well
with their lives before being diagnosed with the condition –
i.e. the people who had a job, were married, had good social
skills and were able to take responsibility. Subsequent studies of the children of schizophrenic mothers revealed that
a surprisingly high proportion grew up to lead successful
adult lives. It was clear that certain individual characteristics
enabled them to overcome the adverse circumstances experienced during their childhood.12
The concept of resilience achieved its breakthrough in the
field of developmental psychology during the 1970s thanks

DUDEN 2013 (own translation); Plodinec 2009, p. 1.
Kaufmann/Blum 2012, p. 237.
Kaufmann/Blum 2012, p. 237, Plodinec 2009, p. 1f.
DUDEN 2013.
DUDEN 2013; Kaufmann/Blum 2012, p. 237; Ungericht/Wiesner 2011, p. 188.
Luthar et al. 2000, p. 543f.
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to the groundbreaking work of Emmy Werner. Unlike the earlier trauma research studies, she investigated subjects who
had experienced a much wider range of adverse circumstances while growing up. Rather than simply looking at their parents’ mental illnesses, she considered a whole host of social
and economic factors and other influences. In her celebrated
longitudinal study “The Children of Kauai”, she followed the
development of just under 700 children born on the Hawaiian island of Kauai in 1955, assessing and comparing their
development at the ages of one, two, ten, 18, 32 and 40.
Werner was able to confirm her expectation that the circumstances experienced by a person during their childhood
had a significant influence on their individual success later
in life. People who had uncomplicated, carefree childhoods
had a better chance of leading successful adult lives than
those who had grown up in unstable family or financial circumstances or had to contend with other serious problems
in their immediate social milieu. More surprisingly, however,
she also recorded positive development in a third of the 210
study participants who had grown up in extremely difficult
circumstances. These subjects also somehow managed to
achieve a regular income, a stable family life and a healthy
social environment in their adult lives. In other words, they
had shown themselves to be resilient. Werner then turned
to the question of why some children were able to develop
positively despite growing up in unfavourable circumstances. She sought to detect possible protective factors that may
help people build up their resilience to adversity. The protective factors that she identified included personality traits
such as healthy self-esteem, the ability to distance oneself
emotionally from problems and a lack of inhibition in terms
of approaching other people which enabled subjects to find
role models outside of their unstable family lives, for example
at clubs or other social institutions. In the years following the
publication of Werner’s seminal work, the concept of resilience continued to be developed in the field of developmental psychology. Whilst strong individuals were described as
“invulnerable” in the early studies, “resilient” has now been

13
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widely adopted as the term of choice. The word implies positive adaptation by an individual to changed circumstances
and, importantly, it eschews a simplistic, black-and-white
approach. It encompasses the underlying mechanisms that
build resilience with the help of certain factors. The protective factors were expanded to include not only purely internal, individual personality traits but also external factors that
enable the development of resilience. It is now customary to
distinguish between three different types of factors: a person’s innate, genetically determined characteristics, the characteristics of their family and the characteristics of their wider
social milieu. Notwithstanding the occasional persistence of
theoretical and terminological vagueness and inconsistency,
most of the literature continues to argue that resilience has
considerable potential to improve our understanding of the
development of high-risk groups.13
In developmental psychology, resilience thus refers to an
individual’s ability to cope with and defy adverse circumstances in their lives. Against this backdrop, the work of
Canadian ecologist Crawford S. Holling marked a quantum
leap in the field of resilience research. In 1973, he published
an article entitled “Resilience and Stability of Ecological
Systems” in the Annual Review of Ecology and Systematics.
As well as extending the application of the resilience concept from developmental psychology to the field of ecology,
Holling’s article also ushered in a paradigm shift in how
people thought about resilience. This was the first time that
the term “resilience” had been used to refer not to a specific
individual ability but to entire ecosystems. Holling radically
challenged the prevailing view of ecosystems as stable entities that exist in a state of equilibrium.14 This was a fundamental concept of traditional ecology that had been widely
accepted for many years. Rooted in classical mechanics and
thermodynamics, it stated that after being exposed to an
external shock, systems would continuously, steadily and
smoothly return to their original state of stable equilibrium.
Holling’s seminal article strongly disputed this idea of a

Kaufmann/Blum 2012, p. 237; Luthar et al. 2000, p. 544; Ungericht/Wiesner 2011, p. 188f.
Holling 1973, p. 14ff.
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“balance of nature” where, given enough time, a system
would always be capable of healing itself.15 His conclusions
were based on observations of the behaviour of real ecosystems such as fish populations in the Great Lakes.16
According to Kaufmann/Blum and Walker/Cooper, Holling’s
1973 article marked a “complexity turn” in the field of ecology.17 By identifying a completely different fundamental
problem, Holling had shifted the focus of his research. He
was no longer primarily concerned with looking for minor
deviations from the optimal state of inherent stability. Instead, he believed that in order to fully understand how
ecosystems work it is necessary to study highly unstable
situations, critical disturbances and major deviations from
what had hitherto been perceived as a state of stable equilibrium. Ultimately, what Holling was interested in was the
system’s ability to survive adverse events.18 This is why he
also drew a fundamental distinction between an ecological
system’s stability and its resilience. He believed that both
properties – stability and resilience – represent possible responses of an ecosystem to external disturbances:
“The behavior of ecological systems could well be defined
by two distinct properties: resilience and stability. Resilience determines the persistence of relationships within
a system and is a measure of the ability of these systems
to absorb changes of state variables, driving variable and
parameters and still persist. In this definition resilience is
the property of the system and persistence or probability
of extinction is the result. Stability, on the other hand, is
the ability of a system to return to an equilibrium state after a temporary disturbance. The more rapidly it returns,
and with the least fluctuation, the more stable it is.”19
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Another factor that sets Holling apart from the work and
ideas of Werner and the developmental psychologists
relates to the type of disturbances and adverse events
for which resilience can exist or be developed. Werner
focuses on the extremely difficult circumstances that
characterise people’s lives, i.e. constant, long-term conditions that resilient individuals are able to process and
come to terms with. Although she does not completely
exclude events such as the subject suffering a death in
the family, falling seriously ill themselves or other shortterm changes of this type, she does believe that they are
secondary compared to difficult circumstances of a more
general nature. Holling, on the other hand, turns this
approach completely on its head. He is not interested
in predictable, known shocks or long-term disturbances
which in his opinion belong to the antiquated concept
of a balance of nature.20 Instead, he wants to discover
how ecosystems are able to win the evolution “game”,
where the only prize for the winners is “to stay in the
game”.21 According to Holling, the main threat to an
ecosystem’s ability to survive comes from abrupt, radical
and irreversible changes triggered by unusual, unantici
pated and surprising events.22 In non-resilient systems
conceived only with stability in mind, the deterministic
features that previously enabled an equilibrium to be
maintained prevent the system from responding flexibly
to such events, causing it to collapse.23

Holling 1973, p. 1f; Kaufmann/Blum 2012, p. 238; Walker/Cooper 2011, p. 145ff.
Holling 1973, p. 6ff.
Kaufmann/Blum 2012, p. 238; Walker/Cooper 2011, p. 145.
Holling 1973, p. 14ff; Kaufmann/Blum 2012, p. 238f; Walker/Cooper 2011, p. 145ff.
Holling 1973, p. 17.
Holling 1973, p. 21.
ibid., p. 18.
Holling 1973, p. 21; Kaufmann/Blum 2012, p. 239.
Holling 1973, p. 21.
13
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“A management approach based on resilience, on the
other hand, would emphasize the need to keep options
open, the need to view events in a regional rather than a
local context, and the need to emphasize heterogeneity.
Flowing from this would be not the presumption of sufficient knowledge, but the recognition of our ignorance;
not the assumption that future events are expected, but
that they will be unexpected. The resilience framework
can accommodate this shift of perspective, for it does
not require a precise capacity to predict the future, but
only a qualitative capacity to devise systems that can
absorb and accommodate future events in whatever unexpected form they may take.”24
Without Holling’s work, the subsequent transfer of the concept of resilience to what is today broadly referred to as
security research (see above) could never have happened.25
Several ideas that play an important role in the context of
security were already present in Holling’s seminal 1973 article. These include the emphasis on flexibility as a key property of resilient systems, the focus on serious adverse events
that are both unanticipated and abrupt, the adoption of a
wider perspective that goes beyond the purely local context
and the importance of heterogeneity to resilience. Holling’s
work also led to the idea of resilience being taken up by
a variety of different, frequently interdisciplinary research
fields. One example is the field of information science,
where resilience describes the ability to tolerate errors and
deviations, thus constituting one of the key traits of the
Internet, alongside its global and decentralised nature.26
Further examples include its association with the technological sciences, ecology and behavioural science, as well
as the use of the term in geography, especially at the interfaces between individual fields such as ecosystems and

24
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political structures.27 It was the 1980s before resilience
finally came to be used in connection with disasters, primarily by engineers in the context of technical infrastructure. They used resilience to describe the capacity to cope
successfully with a disaster.28 The term was also adopted
by the social sciences at around the same time. Today, this
dual approach featuring technological sciences on the one
hand and social sciences on the other is no longer only a
characteristic of security research but also of the study of
resilience itself.
It was the US political scientist Aaron Wildavsky who was
initially responsible for “translating” the concept of resilience into the language of the social sciences. In his 1988
book “Searching for Safety”, Wildavsky embedded the idea
of resilience into his holistic vision of society as a whole. His
principal interest was in how (technological) innovations
come about. This led him to go one step beyond classical
theory, just as Holling had done before him in the field of
ecology. In Wildavsky’s case, this involved challenging classical uncertainty theory, which regarded uncertainty as a
problem that is automatically solved by technological and
intellectual progress. Wildavsky, on the other hand, sees risk
and uncertainty as positive factors, since innovation and
social progress would be impossible if people did not take
risks and confront uncertainty. In his view, security arises as
a result of anticipation and/or resilience:29
“Anticipation is a mode of control by a central mind; efforts are made to predict and prevent potential dangers
before damage is done. […] Resilience is the capacity
to cope with unanticipated dangers after they have become manifest, learning to bounce back.”30

ibid.
Kaufmann/Blum 2012, p. 240.
Gürtler et al. 2010, p. 132.
Coaffee et al. 2009, p. 116; Gebhardt et al. 2011, p. 760; Plodinec 2009, p. 1.
Plodinec 2009, p. 1.
Kaufmann/Blum 2012, p. 240f.
Wildavsky 1988, p. 77.
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Rather than regarding anticipation and resilience as mutually complementary strategies for attaining security, Wildavsky believes them to be diametrically opposed. He views
anticipation as an “uncertainty avoidance strategy”. He
claims that avoiding uncertainty – for example by refusing
to approve potentially beneficial medicines because of concerns about their safety – has the effect of hindering innovation and progress. Since we can never know a priori whether
a technology will turn out to be beneficial or harmful to
society, Wildavsky strongly argues the case for a strategy
based on resilience. According to this approach, learning
processes based on trial and error enable greater security
to be achieved in the long term. Wildavsky understands resilience as a security strategy for finding the best way of
organising and implementing a response to harmful events
that have already occurred. Resilience is thus a purely reactive phenomenon in this context. According to Wildavsky’s
definition – which would come to be widely adopted by the
research community – anticipation and prevention are only
useful as strategies for combatting known, predictable and
quantifiable threats. In contrast, a resilient society is able to
cope with unanticipated threats, adapting and realigning
its processes, organisations and systems in order to minimise its vulnerabilities, eliminate instabilities and successfully overcome unpredictable critical situations.31
Wildavsky drew his distinction between anticipation and
resilience at a very abstract level. The understanding of
resistance, protection and prevention as being diametrically opposed to resilience has been developed significantly in the contemporary debate. Today, resilience is
viewed as a general, holistic problem-solving approach
geared towards increasing the “general ability of technological and social systems to endure and regenerate”.32 It
makes no difference in principle whether the hazards and
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v ulnerabilities in question are known or completely new
and unanticipated. A resilient society is capable of acting
and reacting in the face of any kind of hazard or vulnerability. Accordingly, prevention and anticipation have now
come to be regarded as key components of resilience. This
is something that was already hinted at earlier. Resilience
does indeed allow instabilities to be eliminated, unpredictable critical situations to be overcome and vulnerabil
ities to be minimised. In order for this to happen, however,
societies must be as well-prepared as possible and must
take the appropriate measures to ensure that avoidable
adverse events are nipped in the bud. In the contemporary
debate, these components of resilience are referred to as
prevention and preparedness.
While some academics such as the American disaster experts Kathleen Tierney and Michel Bruneau33 continue to
draw a distinction between anticipation, prevention, protection and resistance on the one hand and resilience on
the other34, a more holistic understanding of the concept
has been widely adopted in the field of applied security
research. One prominent example is the definition of America’s Community and Regional Resilience Institute (CARRI):
“Community resilience is the capability to anticipate risk,
limit impact, and bounce back rapidly through survival,
adaptability, evolution, and growth in the face of turbulent change.”35 Another is the definition produced by the
National Academies’ Committee on Increasing National
Resilience to Hazards and Disasters: “Resilience: The ability to prepare and plan for, absorb, recover from or more
successfully adapt to actual or potential adverse events.”
In this context, a disaster is not necessarily a one-off event
and may equally involve long-term changes and their consequences. Its causes may be either man-made or natural (all
hazards approach).36
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In order to better understand such a wide-ranging concept
and depict it in a concrete manner, Charlie Edwards’ 2009
publication “Resilient Nation” borrows extensively from
classical disaster management cycles.39 Similarly, this study
draws on both Edwards and disaster management cycles in
order to develop a simple resilience cycle that provides an
easily understood visual depiction of this complex concept
(Figure 1). It comprises five resilience phases: “prepare”,
“prevent”, “protect”, “respond” and “recover”. The first
phase (prepare) involves making thorough preparations for
disasters, especially in terms of early warning systems. By
reducing the underlying risk factors it should be possible
to prevent at least some adverse events from occurring
in the first place (prevent). When an adverse event does

Figure 1: The resilience cycle
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“It suggests an ability of something or someone to recover and return to normality after confronting an abnormal, alarming and often unexpected threat. It is used
alongside security to understand how governments, local
authorities and emergency services can best address the
threats from terrorism, natural disasters, health pandemics and other disruptive challenges. Resilience embraces
the concepts of awareness, detection, communication,
reaction (and if possible avoidance) and recovery. It also
suggests an ability and willingness to adapt over time to
a changing and potentially threatening environment.”38

n evertheless occur, the next stage is to ensure that physical
and virtual protection systems operate flawlessly in order to
minimise the negative impacts (protect). It is also necessary
to provide rapid, well-organised and effective disaster relief.
This requires the system to maintain its basic functionality
as far as possible (respond). Once the actual adverse event
is over, it is important that the system should be able to
recuperate and learn the relevant lessons from what has
happened, in order to be better prepared for future hazards
(recover).
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In addition to the United States, the concept of resilience is
also firmly established in security research in the UK. Leeds
University’s Institute for Resilient Infrastructure provides the
following definition of resilience: “Resilience is the ability of a
system to withstand disruption and continue to function. It is
related to durability and performance to expected standards
over time.”37 Although the Department for Management and
Security at Cranfield University adopts a more detailed definition, it is still based on a holistic understanding of resilience:

Pro t e c t

Source: Edwards 2009, p. 20, author’s own illustration.

The resilience cycle was used to help develop the following working definition of resilience for the purposes of this
study. This definition in turn provided a basis for the discussions that took place in the workshops:

University of Leeds 2013.
Cranfield University 2013.
Edwards 2009, p. 20; for more on disaster management cycles, see Stangl/Stollenwerk 2011.

Introduction

“Resilience is the ability to repel, prepare for, take into
account, absorb, recover from and adapt ever more successfully to actual or potential adverse events. Those
events are either catastrophes or processes of change
with catastrophic outcome which can have human,
technical or natural causes.”
The “Resilien-Tech” project’s focus is on the applied aspects of the global concept of resilience, in particular the
resilience of critical infrastructure. However, the social
aspects are just as important as the technological aspects for creating resilient societies. Resilience can only
be achieved by consistently combining technological
and societal solutions.40 Consequently, the two project
partners, acatech and the Fraunhofer EMI, focused their
research activities on both the technological and social
dimensions, as well as on other factors, e.g. economic
ones. All of these are key components of resilient societies. The study’s focus is not on the theoretical social
science discourse with regard to terminological definitions or semantic discussions of the precise meaning of
individual elements of the holistic concept of resilience.
Although we recognise the f undamental need for a classification of this type, the overview presented in this
introduction is sufficient for the purposes of this study.
The main body of the study will concentrate on formulating a series of strictly practical recommendations. This
is in keeping with acatech’s remit to provide advice to
policymakers and the general public on key issues relating to the technological sciences, although, in view
of the broad spectrum of topics encompassed by resilience, this advice will also extend to a number of wider
issues. The findings of the Resilien-Tech project provide a
scientific basis for research policy and security strategy
decision-making.
This study presents the results of the Resilien-Tech project.
In terms of its structure, it begins with an introductory
chapter that describes the reasons for carrying out the
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project, elucidates the origins of the term “resilience” as
used in a variety of different disciplines and postulates
a working definition. Chapters 2, 3 and 4 go on to present the results of the expert workshops that were held
in Berlin during 2013 and were attended by the leading
national and international researchers in the field of resili
ence. Chapter 2 focuses on national approaches to resili
ence, while Chapter 3 looks at international approaches.
Chapter 4 concentrates on resilience within companies
and how businesses can contribute to increased overall
resilience. Each individual chapter provides detailed definitions of resilience and explores various different aspects
of the term. They also outline the ideas of the key research
players, present research initiatives in the field of critical
infrastructure protection and describe different national
policies and strategies for achieving a resilient society.
The chapters dealing with the national and international perspectives and with resilient businesses all conclude
by identifying future challenges, tasks, research themes,
trends and drivers. Finally, Chapter 6 formulates a series
of recommendations for political, economic and societal
decision-makers that are derived from the outcomes of
the expert workshops. The intention is that these should
inform future security research and security strategies so
that they can help to build tomorrow’s resilient society.
The 2005 London bombings demonstrated the value
of the systematic incorporation of resilience into planning and implementation actions that is enabled by
this approach. In the aftermath of 9/11, resilience had
already been adopted by the UK government as a problem-solving strategy for dealing with crisis situations in
the United Kingdom. Although the attacks still had a
devastating impact, the careful planning and coherent
and competent disaster relief provided in the immediate aftermath of the bombings – allied with Londoners’
innate resilience – made it possible to prevent serious
long-term damage to London, the UK as a whole and the
people who live there.

Bara/Brönnimann 2011, p. 33; CSS Analysis 2009, p. 1.
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2 RESILIENCE: NATIONAL PERSPECTIVES
GABRIEL BARTL, LARS GERHOLD, JOCHEN SCHILLER

2.1	GOALS AND STRUCTURE OF THE WORKSHOP
“RESILIENCE – NATIONAL PERSPECTIVES”
As already described in the previous chapter, resilience
is well-established within the field of security research in
Germany. While the concept was originally adopted and
developed mainly in the fields of psychology and eco
system research, the Federal Ministry of Education and
Research security research programme “Security Research
– Research for Civil Security” played an important part in
elevating resilience to one of the main goals of German
security research.
Three different perspectives on resilience were addressed in the
research project “Resilien-Tech – Resilience by Design: a strategy for the technology issues of the future”. The first expert
workshop focused on the national perspective.
It is self-evident that the national perspective does not exist in isolation from the international debate and is every
bit as varied and multi-faceted as the field of resilience
research itself. Within the overall context of the three
“Resilien-Tech” project workshops, the primary goal of the
first workshop was therefore to provide an interdisciplinary overview of the current resilience debate in Germany.
The key question was what benefits could be delivered by
engaging with the subject of resilience and what scientific findings could be harnessed to support policy-level
implementation of the resilience concept in the field of
national security research. In order to meet the primary
objective of exploring the national debate on resilience,
a conscious decision was made to employ a largely open
workshop format using communicative and participatory
workshop methods in order to facilitate an interdisciplinary exchange.
The key themes focused on during the workshop were the
importance of critical infrastructures and the role of both

41
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policymakers and the public with regard to resilience. In
addition to identifying future challenges for national civil
security research, the aim was to engage in a detailed
discussion not just of the technical aspects but also of
the social dimensions, since these form an indispensable
part of any holistic approach to resilience. According to
Beckmann, resilience is often addressed primarily in terms
of technology and infrastructure, a perspective that is far
too narrow and sectoral.41
The workshop was held in Berlin on 20 and 21 February
2013. The Research Forum on Public Safety and Security
(Forschungsforum Öffentliche Sicherheit) was responsible
for planning and running the workshop and for choosing
which experts to invite.42 The Research Forum sets out
to act as an interface between different disciplines and
organisations involved in the field of public safety and
security. It produces interdisciplinary and cross-discipline
reports that provide a basis for formulating recommendations for policymakers and business as well as suggesting
possible research topics. The Research Forum’s partners include the Forum on the Future of Public Safety and Security (Zukunftsforum Öffentliche Sicherheit e. V.), a non-profit
organisation that organises meetings held at the German
Bundestag between stakeholders from business and the research community, practitioners and policymakers.
The workshop was attended by a total of 27 carefully chosen experts from a broad interdisciplinary spectrum of higher education institutions, research organisations and public
authorities. It was chaired by Wolfram Geier, Head of the
Directorate of Emergency Preparedness, Critical Infrastructure (CI) and International Affairs at the Federal Office of
Civil Protection and Disaster Assistance (BBK).
The workshop was divided into five parts. It began by clarifying the key terminology and discussing the variety of different ways in which it is sometimes used, before moving

see Beckmann 2012, p. 5.
www.sicherheit-forschung.de [accessed 22. 01. 2014].
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on to look at ways of reducing the misunderstandings that
could potentially result from different terminological interpretations. After all, it is hardly likely that general terms such
as “resilience” will be employed in exactly the same way in
an interdisciplinary or cross-discipline context. Considerable
emphasis was therefore placed on the joint development of a
conceptual framework for resilience.

The discussion of these aspects was aimed at getting the
experts to consider their own research field’s understanding
of resilience from a more abstract perspective, in order to
facilitate an interdisciplinary exchange at the meta-level.
The first day of the workshop thus laid the groundwork for
the second day by providing a basis for understanding the
different positions and approaches.

The five sections of the workshop can be summarised
as follows:

3. Interdisciplinary discussion
The main part of the workshop sought to address resilience
from an interdisciplinary perspective. It was divided into
three thematic blocks:

1. Keynote addresses
The two keynote addresses provided a starting point for the
development of a conceptual framework by presenting two
contrasting points of view. Klaus Thoma (Fraunhofer EMI)
and Wolf R. Dombrowsky (Steinbeis University Berlin) put
the case for the technological science-based and social science-based approaches, although this is by no means to say
that a single point of view prevails within either discipline.
In fact, the presenters’ different stances were largely due to
the rationales and goals of their respective research backgrounds. The keynote speakers thus presented two different
perspectives that provided participants with a concrete example of the wide range of concepts encompassed by the
term “resilience”.
2. Clarification of the conceptual framework
In the second part of the workshop, the diverse concepts
covered by the term “resilience” were elucidated in greater
detail. Guided by the chair, the participants drew up a chart
that listed and structured the wide range of concepts and
associations connected with resilience on one side and potential conceptual similarities and differences in people’s
perspective on resilience on the other. What does resilience
mean and what are the dimensions that make up resilience
as a theoretical construct? Is there a common denominator,
do different disciplines share a common understanding of
the term? Is the distinction between the technological and
social science approaches useful or even necessary?
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a) Critical infrastructure and technological
requirements
Key questions: What does resilience mean in relation to
critical infrastructure? How can resilient critical infrastructure (as distinct from current infrastructure strategies) be
modelled and to what extent is this actually possible? Does
the term “resilience” represent a holistic approach? If so,
how can human beings and systems be integrated into this
approach? What are the key indicators of resilience with
regard to specific types of critical infrastructure?
b) Resilient citizens and the role of government
Key questions: What are the roles of the different actors,
responsible agencies and communication structures in resilience? What constitutes a “resilient citizen”? How can
we strike the optimal balance between government responsibilities and self-organisation by civil society? What
form might be taken by possible protection concepts and
strategies geared towards increasing the general public’s
resilience? How could communication between private
and public actors be improved?
c) Trends and drivers – future challenges
Key questions: What future challenges and tasks will
need to be addressed by safety and security researchers
in connection with the concept of resilience? What are
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the strategic issues and requirements that will need to
be tackled by resilient strategies? How do different theo
retical approaches relate to the concept of resilience?
The three thematic blocks thus covered three different
aspects of resilience. The first fundamental aspect involved the modelling of resilient systems in connection
with critical infrastructure. The second block introduced
the social resilience dimension into the debate, together with the importance of two-way communication between government and the general public. Finally, the
third block sought to identify future challenges. The
discussions were facilitated by Jochen Schiller, Eckehard
Schnieder and Carsten Felgentreff using a World Café
format where each participant was invited to discuss and
develop ideas for all the different themes.
4. Plenary discussion
The subsequent plenary discussion began with the three
facilitators presenting a brief overview of the key outputs
of their respective thematic blocks. All of the experts who
took part in the workshop then had the opportunity to
openly discuss the conclusions once more with a view to
establishing the main points that should inform both future
discussions and an interdisciplinary academic approach to
resilience.
5. Overview
The workshop concluded with a brief overview, presented by
the chair.
The following sections will describe the outputs of the individual blocks in terms of their themes and the arguments
that inform them. An attempt will be made to relate them
to the current academic debate on resilience, so that the
individual arguments can be situated within the overall
context.

2.2	NATIONAL PERSPECTIVES AND DIMENSIONS OF
RESILIENCE
As already indicated in the brief outline of the workshop’s
format, a lot of emphasis was placed during its planning
on enabling an in-depth discussion among the participants
of the different theoretical approaches to the concept of
resilience. This section will begin by describing how the
concept of resilience is understood by different disciplines,
something that the workshop was able to establish thanks
to the wide-ranging research backgrounds of the national
experts who took part in it. It will then present the different definitions and dimensions of resilience that formed a
key element of the theoretical discussions throughout the
entire workshop.
In order to build bridges between the individual disciplines, it is necessary to identify and describe the different
ways in which they approach resilience. An understanding
of these differences is central to paving the way for a holistic concept of resilience. This requires potential misunderstandings to be highlighted and different theoretical
approaches to be clearly distinguished from each other.
Without this groundwork, any attempt to develop strategies for coordinating the individual disciplines and formulate recommendations for policymakers will be doomed
to failure.
In order to provide a basis for the discussion, the “Resilien-
Tech” project partners produced the working definition of
resilience described in the introduction to this study. This
working definition characterises resilience as the ability to
cope and recover, linking these qualities with the ability to
adapt to adverse events. According to this understanding of
the term, preparedness and planning are key to dealing with
potentially dangerous scenarios as successfully as possible.
As such, the working definition fundamentally agrees with
the theoretical principles that underpin the resilience cycle,
which was also discussed during the workshop (see 2.4.2).
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2.2.1	NATIONAL PERSPECTIVES ON RESILIENCE: SELECTION OF EXPERTS AND THE APPROACHES
TAKEN BY DIFFERENT DISCIPLINES
The way that the national experts were selected attempted to
provide the best possible coverage of the entire spectrum of
disciplines encompassed by the concept of resilience. Consequently, they were drawn from both the social sciences (e.g.
political science, sociology, human geography) and the technological and engineering sciences (e.g. civil engineering,
electrical engineering, IT). While most had a background in
higher education, some also worked for government agencies and private companies.
In terms of the basic criteria used in the selection process,
experts were invited to participate if they were responsible in
some form or other for the design, implementation or control
of a solution or if they had privileged access to information
about groups of people or decision-making processes.43 The
aim of the workshop was therefore to provide people in senior positions with a platform for discussion that went beyond
simply reporting on the current state of research. The use of
discursive processes would enable participants to jointly explore their own perspectives and critically appraise opposing
views, ultimately generating a new, common body of knowledge on the topic of resilience. Consequently, an explicit decision was taken to adopt an exploratory and open-ended
approach to the workshop. It therefore began by looking at
the organisational contexts represented by the experts, since
the participants would all be influenced by the knowledge
base and specific experiences, responsibilities and activities44
associated with their organisations.
The composition of the expert panel reflected the division
of the concept of resilience into the two “meta-fields”
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of social science-based and technological science-based
resilience research. One of the workshop’s goals was to
identify similarities and differences in the way that resili
ence is understood and investigate if and how it might
be possible to build bridges between the different perspectives. After all, if the concept of resilience is to be
successfully leveraged in an interdisciplinary context, it
will first be necessary to reach agreement on certain basic theoretical principles, not least because the existing
approaches differ significantly in some respects. It was
therefore important to describe and discuss the different
perspectives on resilience in order to prevent any terminological misunderstandings.
The social science and technological science
perspectives
Two fundamentally different perspectives emerged during
the workshop. The following description of the characteristics identified by the experts during the workshop as being
typical of the social science and technological science approaches to resilience is intended to provide an overview
of this issue.
The social science perspective on resilience typically focuses on aspects such as demographic trends, social cohesion, the social repercussions of the growing complexity of
global economic structures, etc.45 Public perceptions also
play an important role, for example in terms of analysing
hazard mitigation strategies and assessing their potential
implications for policymakers, or in terms of addressing the
question of whether resilient cities are also safe and secure
cities46 and whether resilience will necessarily always have
positive connotations. It is thus crucial to determine whether resilience can be a normative concept47, since ultimately
it is a question of “resilience of what and to what”48:
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Ibert argues that the process of building something together causes us to lose sight of the underlying reasons
for building it and the associated blind spots and normative orientations. Whilst this blindness does help to
give us confidence in our actions, it in fact creates a false
sense of security, since the consequences of those actions
can quickly return to haunt those responsible for or in
some way involved in them in unexpected ways.49
Furthermore, the view taken by the social sciences is that
there is always a danger of the rationale for technological
solutions becoming self-perpetuating, resulting in a lack of
democratic legitimacy with regard to how they operate and
what impacts they have. The sociological and political studies perspectives on resilience are supplemented by concepts
found mainly in the field of human geography, where greater emphasis is placed on the environmental dimension (e.g.
natural disasters).
The technological science perspective, on the other hand, revolves around the issues connected with material properties,
hardware, software and programming. The focus is on concepts such as “smart” technology or whether slackness is better than tightness. Considerable emphasis is placed on prevention as a fundamental principle of engineering resilience.
The question of how well technological systems are able to
adequately represent the real world and whether there is a
danger of technocratic aberrations remains unanswered.
The existence of interdependencies and conceptual overlaps between and within the social science, technological
science and political facets of resilience is not only possible
but is in fact the norm. For example, unintended technological phenomena can affect the social aspects of resilience. Likewise, when cascading effects are triggered within
critical infrastructures, the unpredictability of mutual inter
actions forces us to ask whether the problem would be best
tackled using worst-case scenarios, probable/improbable
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scenarios or some other method. Moreover, social factors
such as intuitive risk assessments by the general public can
hamper the implementation of technology-based resilience
concepts. It is important to bear this in mind when using
scenarios to forecast the probability of particular events and
the damage they could cause. While scenario-based predictions are in principle a valuable tool, if we are to successfully walk the fine line between the advantages and dangers
of using technical risk assessment methods it is nonetheless
important to avoid falling into the trap of believing that
they can provide us with control over actual events. During
the workshop, participants explored the difference between
the social science and technological science perspectives
by attempting to identify the origins of these two opposite poles of the debate. The first pole is the technological
approach to resilience. This is encapsulated in an understanding of the modern world as a world of interconnected
data that generate their own interactions. It is then simply a question of controlling these interactions, although
this does lead to an unnecessary increase in complexity.
As Kaufmann puts it, the aim is not to reduce complexity
but rather to develop more complex ways of exercising control.50 The second pole, meanwhile, involves decisions made
by human beings that are often based on gut instinct and
are governed by very different rationales or emotions.
In summary, the national perspectives represented by the
experts who were invited to participate in the workshop
can be divided at the meta-level into social science approaches and technological science approaches, although
the dividing line between these two perspectives is blurred
and they should ideally be seen as the two opposite ends
of a continuum.
Structural and functional preservation
However, it is not just at the interdisciplinary level that different conceptual perspectives exist – they are also found
at an intradisciplinary level, where resilience can refer to

see Ibert 2013.
see Kaufmann 2013.
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either the preservation of the system itself or of its functionality.51 System preservation describes a static, structurally
conservative understanding of resilience that is focused
on protecting and restoring the system’s structures. In this
context, structures include both physical structures (e.g.
infrastructure) and organisational structures. Functional
preservation, on the other hand, is geared towards maintaining functionality. This does not necessarily require existing structures to be protected if other components are able
to provide the same functionality. It thus involves a more
dynamic approach. This ambivalence in the understanding
of resilience finds expression in the two categories of engineering resilience52 and ecological resilience53. Engineering
resilience encompasses the principle of prevention, which
involves an increase in the physical robustness of infrastructure or the introduction of enhanced monitoring systems.
Ecological resilience, on the other hand, places greater emphasis on mechanisms for adapting to future problems and
mitigating external shocks.
In this context, Holling speaks of the “two faces of resili
ence”54. While researching ecosystems, he was struck by
the problems that characterised interdisciplinary communication between the two ecosystem research sub-disciplines
of the biological sciences and the physical sciences:
“With the beginning of interdisciplinary efforts between
the two fields, some of the fundamental differences between them are generating conflicts caused more by
misunderstanding of basic concepts than by any difference in social purposes or methods.”55
Returning to the question of how the concept of resilience
can be used in the field of security research, the workshop
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placed great emphasis on finding ways of reducing interdisciplinary conflicts and misunderstandings, an aspect
that Holling clearly regarded as fundamental. Accordingly, in order to formulate a holistic concept of resilience for
the field of security research encompassing a wide range
of different disciplines, it is first necessary to undertake a
detailed comparison and analysis of these two different
perspectives on resilience. One of the workshop’s priorities
was therefore to provide people from different disciplines
with an understanding of alternative perspectives on the
concept of resilience. This is key to the important task of
successfully bridging the gap between these different
disciplines.
The workshop thus sought to determine where the participants would place their own perspective on the continuum
that stretches between the two poles of ecological resili
ence and engineering resilience, as well as whether it is
possible to reach a consensus on the fundamental pillars
of a cross-discipline understanding of resilience. One of the
main questions was therefore whether resilience can serve
as a concept that bridges the gap between different disciplines and research fields, and if so, exactly how would
resilience need to be defined in order for it to perform this
function.
Holling’s early work on ecological systems still treats resili
ence exclusively as an analytical category56, i.e. as a static
construct for describing ecosystems (system preservation
as opposed to functional preservation). However, this approach presupposes that it is possible to effectively control
system variability and predict the consequences of system
errors. Holling responded to this problem by developing the
category of ecological resilience57.
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The distinction between ecological resilience and engineering resilience has a number of profound implications.58 For example, it raises the question of whether
resilience should be understood as an analytical category
or a normative concept.59 The idea of a normative concept
involves the formulation of target outcomes, whereas the
understanding of resilience as an analytical category focuses in very general terms on reducing the probabilities of
occurrence. It therefore lacks the normative connotations
that are inherent in all targets, since the process of setting
targets always involves negotiations that are shaped by
the balance of power between the relevant players. Within the concept of ecological resilience, the mechanism of
adapt-ability is key to enabling functional preservation,
even with poorer quality individual components.60 In general terms, the fundamental difference between engineering resilience and ecological resilience therefore lies in
how they interpret the meaning of stability.
These two distinct academic interpretations of resilience
are broadly reflected in the distinction between the social
science and engineering science perspectives.61 Ecological
resilience involves a dynamic approach that actively attempts to cope with threats by focusing on functional pre
servation. On the other hand, Holling describes engineering
resilience as an approach that consciously highlights the
preventive aspects of dealing with threats and prioritises
structural preservation over functional preservation. This
distinction will be explored in more detail under section
2.3, using examples from the discussions in the workshop.
Since a consensus on the fundamental characteristics of resilience will be absolutely indispensable for future research
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projects, these different interpretations pose a challenge62
when it comes to developing holistic problem-solving strategies. The Resilien-Tech project aims to address this challenge
and ensure that the main aspects that should be included
in a German perspective on resilience are communicated to
policymakers.
The next section will begin by outlining various definitions
of resilience and how they relate to the experts’ associations
with the term. It will then describe how the conceptual framework was developed during the workshop in order to more
precisely define those dimensions of resilience discussed in
the relevant literature that would appear to be indispens
able for achieving an understanding of the different aspects
and problems associated with the concept of resilience. The
results of the workshop thus provide the basis for a more
detailed analysis of how resilience is understood by different disciplines, while the literature on resilience is enriched
through the participants’ own personal expertise. This section
will once again pay particular attention to the specific challenge of building bridges between different disciplines.

2.2.2	WHO OR WHAT SHOULD BE RESILIENT? WHAT
ASSOCIATIONS DO PEOPLE HAVE WITH THE
TERM? RESULTS OF THE ASSOCIATIONS MAP
The emphasis of different perspectives on resilience depends on a variety of factors. One fundamental question
is who or what should be resilient. The various approaches
to resilience differ in their response to this question, with
the answer frequently depending on the scientific principles of the relevant discipline. Social scientists thus tend

see von Gleich et al. 2010, pp. 13 – 45.
The distinction between normative concept and analytical category is frequently used with regard to resilience and vulnerability, resilience
being regarded as a normative concept and vulnerability as an analytical category (see. Fichter et al. 2010, p. 224).
see ibid., p. 28.
see ibid., p. 22.
Different perspectives on resilience also exist in the field of development theory. The modernisation theory interpretation is based on the
assumption that systems, including social systems, become increasingly resilient thanks to the fact that they are constantly learning from
experience. More reflexive approaches, on the other hand, question this cumulative increase in resilience, arguing that in times of change, past
experience can, under certain circumstances, lose its relevance as time goes by.
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to believe that human beings should be resilient, whilst
engineers are more likely to associate the need for resili
ence with technological systems. Consequently, there is
no consensus with regard to what needs to be made resilient. As Dunn Cavelty asks, is it the authorities? The
socio-technical systems of our critical infrastructure? Their
private and/or public operators? The technologies themselves? The city? The State? Society as a whole?.63 The
way in which these questions are answered can have very
different implications for the stakeholders and was therefore one of the issues explored during the workshop. It is
therefore important to distinguish between the different
entities to which resilience can apply.
Ecological resilience: dynamic functional preservation
Systems are at the forefront of the perspectives on resilience
that were introduced under section 2.2.1: resilience “reflects
the capacity (i. e. the underlying mechanisms) of [eco]systems
to maintain service in the face of a fluctuating environment
and human perturbation”.64 According to this definition, resilience is the capacity to keep providing a service even in a
changing environment: “Non-linear factors of influence interact dynamically and (re)produce a complex and multi-stable
system that has not just one, but various dynamic states of
equilibrium, or so-called steady-state equilibrium”.65 This approach thus involves what might be described as “dynamic
stability”66. According to the ecological resilience perspective
(see Fig. 2), resilient systems are systems that possess the
properties of “adaptability” and “adaptation”. As “learning
systems”, they not only incorporate “system modelling and
simulation”, but also include “reconfiguration” components
that allow for the system’s goals to be adapted to changing
parameters. The underlying mechanism of this approach is to
progressively improve the system through “iterative system
development” and the “iterative standardisation of resilience
requirements”. When the experts came up with associations such as “variability” or “transilience” (in the sense of
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“ development”, “evolution” and “transformation”) it pointed
to them having a dynamic understanding of resilience focused on enabling systems to adapt to new requirements. It
is the mode of anticipation that ultimately distinguishes this
approach from narrower understandings of resilience that do
not tend to include anticipation (see 2.3) of risks and hazards
on the grounds that the relevant interactions are too complex
to predict. According to this approach, however, resilient systems require “predictable emergence”, which in this context
refers to their ability to anticipate disasters.
The dynamic approach to coping with the challenges
arising from future hazards can also be described as the
property of “turbulence tolerance” which encapsulates
the principle of fault tolerance: how can a technological
system’s functionality be maintained in the face of faulty
inputs caused, for example, by system diversity? In this
context, diversity can be tackled through “system optimisation that takes competing system properties into account”. The aim is to configure a system’s properties and
incorporate them into a hierarchy in such a way that they
do not block each other. Failure to do this could result in
“false resilience”, i.e. a form of flawed adaptation to external risks and hazards. In the context of false resilience,
“high reliability (organisation)” is also important as a reliability parameter, e.g. in the event of inaccurate measurements. The problems associated with false resilience were
subsequently revisited separately by the experts as one
of the three priority themes of the World Cafés (see 4.1).
All of the associations with ecological resilience described
above can be – and in many cases were – applied to technological systems. It is therefore apparent that the key to
developing a holistic concept of resilience is to combine the
two “faces of resilience”. In other words, both technological
systems and society should be resilient. The technological
associations that came up in connection with ecological

see Dunn Cavelty 2013.
Brand 2005, p. 4.
Lorenz 2013, p. 8.
All the associations identified during the workshop are given in quotation marks and are translations of the original German terms.
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Figure 2: Associations with ecological resilience identified by the experts during the “Resilience: National Perspectives” workshop
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resilience are a testament to the forward-thinking attitudes
of some of the technology experts who participated in the
workshop. They argued that we should think about resili
ence dynamically rather than advocating the perpetuation
of the traditional planning and control approach67.
Social resilience: participation and democratic negotiation processes
In view of society’s nature as a dynamic project characterised by the mechanism of social change, the resilient approach to social systems broadly follows the same principles
as ecological resilience: “From a social science perspective,
67
68
69

the ecological resilience concept sensu Holling provides a
common basis”.68 Nevertheless, in terms of functional units
the focus is now on social factors, meaning that the ecological resilience perspective needs to be conceptually adapted to the idea of social resilience and its details modified
accordingly. This section will describe the concepts encompassed by social resilience, a topic that was more relevant
than ecosystems in the context of this workshop.
According to Adger69, social resilience is the capacity
of social groups or communities to cope with external
disturbances and threats that have their origins in s ocial,

see Kaufmann 2013.
Lorenz 2013, p. 8.
see Adger 2000, p. 347.
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political and environmental change. This theoretical definition was endorsed during the interdisciplinary discussions
(see Fig. 3). One of the associations that the participants
in the workshop came up with was the “resilient society”,
while “cohesion” was identified as a basic mechanism of
such a society. In addition, “diversity” was regarded as a
key enabler of overall social cohesion, since homogeneous
substructures within a society can hamper the cohesion of
society as a whole. In this context, “voluntary work” and
“bravery and courage” can be understood as examples of
resources that help to strengthen social cohesion.
In a world characterised by “unpredictability” and complex
interdependencies, another concept with a strong social
component that is associated with resilience is “uncertainty competence”. This expression was used to describe the
ability to accept uncertainty as a fact of life and learn to
cope with it. This view is supported by the literature. Dunn
Cavelty states that to espouse resilience is to recognise that
hazards can no longer be averted using conventional methods and risks can no longer be adequately analysed and
minimised. In the age of resilience, there is no longer such
a thing as national security – insecurity is the norm and disturbances in the shape of potential disasters are constantly
anticipated.70
The “specification and selection of acceptance thresholds by
society” is key to a society that is able to distance itself from
the utopian dream of absolute security. It is essential for
acceptance thresholds to be determined through a process
of social negotiation in order to enable the establishment
of “habitual patterns” – i.e. social routines for coping with
uncertainty – that allow people to “feel comfortable” even
in uncertain situations. In this context, resilience can be understood as a “factor that allows individuals to survive whilst
also preserving the collective”. This association can be interpreted as an “enabler” insofar as it constitutes an activation

70
71
72
73
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see Dunn Cavelty 2013.
Lorenz 2013, p. 7.
ibid.
see Dunn Cavelty 2013.

strategy that allows both individual freedom and the engagement of social groups to be planned and facilitated at
the organisational level. This understanding of resilience is
in some respects therefore similar to Adger’s definition that
was quoted at the beginning of this section.
It also became apparent during the course of the workshop
that a distinction between social and strategic resilience
could potentially help to tie down the concept of resilience
more precisely. This would involve an understanding of social resilience as the more loosely structured realm of “community resilience”, while strategic resilience would refer to
the routine- and rule-based actions of the authorities (e.g.
the police). However, this approach does result in tensions
regarding who is empowered to take decisions in crisis
situations – should decisions be taken by centralised administrative structures or decentralised coalitions of citizens
at community level?
Overall, social resilience can therefore be regarded as similar
to ecological resilience, since it is more concerned with changes of an organisational nature, as well as with the perceptions and culture surrounding security policy. Indeed, it is far
from easy to draw a clear line between social and ecological
systems – Lorenz, for example, talks of “social-ecological systems”71, arguing that “[d]isciplinary approaches reach their
limits”72. This also finds expression in the idea that innovation
should be understood not only in technological terms, but
also in broader, social terms, in the sense of regulatory frameworks, including stakeholder participation in decision-making
or transparency in public communication culture73. Resilience
thus has a wide range of social implications, some of which
also highlight the dangers implicit in this concept. For example, one of the associations mentioned in connection with resilience was “vigilantism”. This refers to a situation where the
State regards itself as more important than the people and
tries to impose a civic culture that supports its own interests.
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Figure 3: Associations with social resilience identified by the experts during the “Resilience: National Perspectives” workshop
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Engineering resilience: strengthening structures
Although a large proportion of the participants’ associations
with resilience could be categorised under the dynamic concept of ecological resilience, a number of static characteristics were also associated with the term (see Fig. 4). These
belong under the concept of engineering resilience and more
or less reflect the following understanding of resilience:
“Resilience is the ability of systems to resist against external influences and themselves return to a well-defined
state of equilibrium”.74

74
75

One of the associations most frequently cited by the experts was “robustness”. Robustness refers to the “stability”
of technological structures and evokes similar connotations
to the association of “defiance”75 or the material property
of “elasticity”, although this latter term describes a flexible
form of robustness. Within this series of associations, “resistance” and “resistance to disruption” can also be seen
as system properties that minimise the impact of disruption
right from the outset. Unlike the dynamic approach to “system collapse”, they are already built into the system design
process (“resilience by design”).

Lorenz 2013, p. 8.
The association “defiance” (Widerständigkeit in German) describes e.g. the capacity of the public to defy political decisions and should not
be confused with the “ability to endure” (Widerstandsfähigkeit in German) of a technological system (the two terms are similar-sounding in
German), although both associations do have structurally conservative connotations.
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Another element of the engineering-based approach relates to “first strike absorption capacity”, which is geared
towards keeping a system’s structure operational following an external shock. In order to create such a system, it
is necessary to build in “redundancies” that could potentially compensate for the failure of different (sub)structures. In general terms, engineering resilience therefore
operates according to the principle that a system should
be able to return itself to its original state following a
disturbance.

It is in this context that the traditional association between
the engineering sciences and approaches based on creating
stronger structures becomes apparent. However, this does
not necessarily have to be the case, as demonstrated by the
technology-related associations with ecological resilience.
The key feature of the engineering resilience approach is its
focus on the possible rather than on the probable. Accordingly, the probabilistic risk approach – based on the formula: probability of occurrence x damage = estimated risk – is
replaced by an approach based on the lessons learned from
experience. Ultimately, “resilience by design” refers to the
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Figure 4: Associations with engineering resilience identified by the experts during the “Resilience: National Perspectives” workshop
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implementation in the engineering design process of what
we have learned from experience. One major challenge that
was identified in this context was how to integrate social
complexity into a technological design process. This issue
would go on to be addressed separately later in the workshop (see 3.2).
Metaphorical associations such as “roly-poly toy”, “Teflon
suit” and “crocodile” provided graphic descriptions of the
engineering-based approach in the experts’ own words.
The clear difference between this approach and the ecological resilience perspective invites further discussion,
since this fundamentally conservative interpretation implies a desire to be protected against and immune to any
changes in the system’s environment. As a result, it generally ignores the capacity of systems to learn and adapt,
since this would involve changes to the system76. Clearly,
an approach that is opposed to change and development
must also reject any mechanisms that enable adaptation
to new circumstances. However, there is absolutely no
question that adaptability is in fact an important property
for technological systems that operate in changing environments and should therefore be included in any holistic
concept of resilience.
Up to this point, it has been demonstrated that, in general terms, the discussion of the concept of resilience can
be approached from a social-ecological or a technological
perspective. The attempt to develop an integrated perspective sometimes leads to resilience being understood
as the capacity of people, social groups, systems or objects to compensate for damage that has already occurred
and restore lost functionality, or the ability to respond
flexibly to threats and prevent potential damage from occurring77. Although this is a more inclusive and integrated
interpretation, it no longer allows for a clear distinction

76
77
78
79
80

between social and technological systems. However, the
associations map produced by the participants in the
workshop highlighted a clear difference between these
two approaches to the concept of resilience. There is disagreement not only regarding who and what should be
resilient, but also with regard to the difference between
the concepts of ecological resilience and engineering resilience. The distance that separates these two conceptual
approaches was also apparent in the interdisciplinary discussions that took place during the workshop, as outlined
in the following section.

2.2.3	THE MODE OF ANTICIPATION AND THE
RESILIENCE CYCLE
Although there were many contrasting associations that
could easily be assigned to one or other of the ecological
resilience and engineering resilience approaches, the participants in the workshop had a far more equivocal attitude
when it came to discussing whether or not the mode of
anticipation should form part of the concept of resilience.
This question of whether the anticipation of future developments and hazards can or should be included under the
concept of resilience is crucial for the establishment of an
interpretation that bridges the gap between the different
disciplines. In order to properly understand this debate, it
is necessary to draw a terminological distinction between
anticipation and resilience in the narrow sense.
Anticipation and complexity
While, in the narrow sense, resilience means expecting
the unexpected78, anticipation operates on the principle that the future will replicate the past, so that we can
prepare for it and prevent catastrophic impacts through
timely intervention.79 Wildavsky80 regards resilience and

see Kolliarakis 2013.
see Bürkner 2010, p. 24.
see Felgentreff et al. 2012, pp. 70 – 73.
see Kreissl 2007, p. 12.
see Wildavsky 1993, pp. 305 – 319.
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a nticipation as two separate modes that are in fact based
on different underlying assumptions. The difficult part is to
determine whether and how concrete strategies for addressing unforeseen challenges and hazards such as 9/11 and
Fukushima can be developed.
The burgeoning interest in resilience can to some extent
also be interpreted as a response to an increasingly complex world where it is much more difficult to predict future
events. Uncertainty about the relationships within technological systems and about possible future developments
is a defining feature of a world characterised by unknown
quantities. In the social science context81, these trends can
be described as the “modernisation of modernity”. From
a technological science perspective, meanwhile, the same
phenomenon was described as follows by the workshop
participants: “We are connecting more and more systems,
increasingly with different half-lives.”
In his keynote address, Wolf Dombrowsky also alluded to
the problems associated with correctly anticipating future
events and processes: “I can recall the first time that the
chemists gave a presentation to the German Commission
on Civil Protection explaining that autocatalytic processes
were occurring in landfill sites which were spontaneously
producing substances that we had never even heard of before.” According to this view, systems are strictly limited in
their ability to adapt to future events. It is true that global
trends and problems such as urbanisation, natural disasters and terrorism – which led to the development of the
engineering science perspective – can be seen coming and
can even be substantiated empirically. However, we cannot predict which concrete challenges and impacts will
accompany these changes at individual analytical levels.
This is compounded by the fact that, as has already been
alluded to, new constellations can develop in previously
unknown ways, potentially resulting in risks.

81
82
83
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see Beck/Bonß 2001.
see Kaschner 2008, pp. 63 – 95.
see Beck 2007, p. 11.

Since this analysis applies to both social and technological systems, resilience should be consistently treated as a
“holistic problem-solving approach”. Factors such as health
(ageing population), the environment (climate change, resource scarcity), communication (cybercrime), energy (desert
solar power) and mobility (land, air and sea transport) should
not be dealt with separately – resilience should be understood as an all-embracing problem-solving approach that
provides a specific response to the problem of mutual interdependence which makes it so hard to predict future events.
However, some aspects of this view are contradicted by
theoretical approaches such as the widely used “resilience
cycle” model (see next section). These include anticipation
as one of the fundamental components of their experience-based, cyclical systems which rely on analysing the
past and subsequently optimising processes in order to
meet future threats.
The field of security research is thus searching for a strategy
that can provide ways of appropriately and satisfactorily coping with future events. In contrast to anticipatory methods
that seek to predict the future and develop problem-solving
strategies for dealing with expected damage, resilient strategies are, in the narrow sense, geared towards proactively
coping with unexpected developments and events, although
this approach can still take a variety of different shapes.
The high degree of complexity and global interdependence in today’s world is also reflected in the relationship
between globalisation and security, insofar as complexity
is an attribute that is characteristic of the “new risks”. It
arises when the boundaries start to disappear between the
temporal, physical, spatial and social dimensions82, meaning that it is no longer possible for responsibilities to be
clearly assigned. In this context, Beck talks of o rganised
irresponsibility83, an organisational problem that comes
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about as a result of communication failures between individual subsystems. The importance currently being attached to the concept of resilience can thus be seen as
a response to the challenges posed by the “new risks”.
According to Wildavsky84, complexity and interactions not
only limit the value of anticipation but make it completely
impossible. Nevertheless, technological approaches can
still help us to predict future developments more accurately. There is no reason why we should not make use
of scenario-based approaches and simulations, as long as
we avoid the trap of believing that the predictions made
using these methods are 100 percent accurate. It is, however, important to have the discussion about just how
meaningful these approaches are, in order to ensure that
we are realistic about the benefits and opportunities that
technological solutions can provide.
The resilience cycle
The resilience cycle constitutes an attempt to provide an
approximate representation of the time dimension involved in dealing with disasters and other security-relevant
events. The number of dimensions in the resilience cycle
varies depending on the theoretical perspective adopted.
In the workshop, we used a version of Charlie Edwards’
resilience cycle that had been adapted by the Fraunhofer
Ernst-Mach-Institut (EMI)85. This resilience cycle contains
five dimensions: “prevent” (avert danger), “protect” (cushion the impact of shocks and disturbances), “respond” (get
up and running again), “recover” (adapt, adjust, learn)
and “prepare” (be aware of dangers and take them into
account) (see Figure 1).
The example of Hurricane Katrina was used to try and
demonstrate how the resilience cycle can serve as an analytical tool for investigating major disasters. It is important

84
85
86

toremember that our analysis was performed for illustrative
purposes only and in no way claimed to be fully comprehensive. Nonetheless, three of the five resilience cycle dimensions received an entirely negative evaluation in connection
with the disaster that devastated New Orleans and other
parts of Louisiana. Serious failings were identified in the
“prepare”, “prevent” and “protect” dimensions, pointing to
institutional and organisational neglect of both the pre- and
post-event arrangements for catastrophic events.
In addition to basic criticism of the excessive use of cyclical
models in academic publications86, the discussions during
the workshop also pointed out the problems associated
with defining what constitutes the “normal state” that
forms the basis of the cycle’s structure and operation. Moreover, even if it were possible to come up with a definition
of normality, this definition would not remain constant but
would instead keep shifting in response to social change
processes.
The cyclical model, however, to some extent lacks the ability to adapt to the complexities of social reality, even if the
cycle is not chronologically closed. For example, the ability
to learn and adapt plays a key role during the “recover”
phase. However, the cyclical design of the model does not
cater for aspects such as “discussing goals” or “changing
goals”, even though social negotiation processes should
in fact underpin democratically legitimate policy decisions. The challenge of integrating widespread change
processes and temporally variable social patterns of interpretation into the resilience cycle was therefore addressed
by several of the workshop participants and identified as
one of the challenges that will need to be met in order to
further develop this approach.

see Wildavsky 1993, pp. 305 – 319.
Edwards’ original cycle is structured somewhat differently and comprises the following phases: “preparedness”, “response”, “recovery” and
“mitigation”. The “prepare” dimension was added by the Fraunhofer EMI.
see Stoddard 1968.
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The workshop also explored ways of drawing attention
to the importance of society’s “resilience competence” in
order to raise public awareness of the likelihood of disasters occurring. The social science and humanities representatives suggested that we need to contemplate a new
“culture of uncertainty”87 in which we learn to cope with
uncertainty by accepting that there can be no such thing
as absolute safety or security. Uncertainty should therefore be regarded as a positive experience and challenge
that forms an inherent part of our lives. Ultimately, this
reinterpretation of uncertainty leads to the conclusion
that it is necessary to take risks in order to foster innovation. However, this in turn requires risk-aware actors who
are able to competently distinguish between different
types of risk. The proposed “culture of uncertainty” that
was discussed in this context postulates that controlled
management of uncertainty is impossible and encourages people to proactively embrace the challenges associated with uncertainty. This allows them to preserve their
freedom of action, rather than becoming bogged down
in a defensive attitude that severely constrains society’s
ability to innovate.
The workshop also investigated the extent to which natural disasters on the scale of Hurricane Katrina are likely to
occur in Germany and whether the cost of extensive preventive measures would in fact be justified over the long
term. The discussion ended up fundamentally questioning
the idea of a universal concept of resilience that can be implemented without regard to time and place. Indeed, some
participants believed that the only logical approach is to
adapt resilient strategies to e.g. the environmental, institutional, political and economic contexts at local, regional
and national level. This opinion was also reflected in the
association “define the context of the resilience debate”
which was identified during the mapping out of the conceptual framework.

87
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2.2.4 RESILIENCE AS THE “NEW SUSTAINABILITY”?
According to the definition included in the proceedings of
the UN’s Rio+20 conference, resilience is one of the pillars
of sustainable development. In this context, sustainability
is understood to include the environmental, economic and
social dimensions. The seven priority areas for sustainable
development are as follows: decent jobs, universal access to
sustainable energy, food security, sustainable cities, access
to clean drinking water, clean oceans and disaster-resilient
societies. Resilience is thus regarded as one of the key components of sustainable development.
It remains unclear whether resilience really is a prerequisite
for sustainability or whether the reverse may in fact also
be true. Nevertheless, the concept is becoming increasingly
important in the context of the sustainability debate. However, it is important to remember that sustainability and
resilience are by no means one and the same thing. This
was made clear during the workshop, where the conflicting
goals of the two concepts were highlighted when one participant argued that the relationship between sustainability
and resilience is not as free of conflict as people have tended to suggest in the past. Whilst agreeing with the view
that sustainability needs resilience, they pointed out that
resilience can require redundancy. In a sustainability debate focused on efficiency and energy flows, this begs the
question of who is willing and able to pay for it and how
much we are prepared to invest. And not just financially,
but also in terms of the development of new types of energy
and materials. Are we prepared to do all this just to achieve
a small increase in resilience?
Accordingly, in a redundancy-based approach to resilience,
the issue of how to pay for the technical solutions and innovations needed to increase resilience could lead to conflicts of interest, especially if we remember that resilience
is just one of the seven key components of sustainable

F or more details on the “culture of uncertainty”, see the paper by Wolfgang Bonß in the series published by the Research Forum on Public
Safety and Security 2012, pp. 100 – 106.
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d evelopment. Of course, there are undoubtedly other strategies that quite rightly include resilience as a property of
sustainability. It is therefore important to carefully study
each individual case in order to ensure that the number of
potential conflicts is reduced from the outset.

2.2.5 MEASURING RESILIENCE
Another central aspect addressed during the workshop
was the measurement of resilience and the question of
which methodologies should be used. How can we mea
sure the resilience of technological systems or indeed entire societies? What are the pros and cons of the different
methodological approaches? The workshop’s associations
map highlighted the problems involved in defining a
“damage threshold”, establishing an adequate “yardstick”
for measuring resilience and the creation of appropriate
“indicators”. The association that described the need to
find “time-based indicators for resilience” emphasised the
importance of ensuring that resilience operates dynamically in both space and time.
It must be stressed that the current academic debate on
measuring resilience is unable to provide a clear picture
of which factors should be included and which should be
excluded. The methodologies used to measure resilience
are also problematic. How should we measure social cohesion as an indicator of resilience, for example? A whole
host of different methodologies for measuring this indicator exist within the social sciences. And, far from being
confined to the example of social cohesion, this problem
applies equally to the entire spectrum of technical resilience indicators. Furthermore, even once the relevant aspects of resilience have been identified and the appropriate methodologies for measuring them selected, the third
question that needs to be addressed concerns the relative

88
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 eightings of these different aspects. In general terms, it
w
is also important to investigate whether it is better only
to use quantitative indicators or whether qualitative indicators may be preferable for certain purposes. If a mixture
of quantitative and qualitative indicators is used, this can
lead to problems regarding the compatibility of the different indicator categories. It is also necessary to decide
whether absolute or relative resilience indicators should
be used. With absolute indicators, the problem of how to
define ‘normality’ rears its head once more, while relative
indicators run the risk of only existing in a vacuum. However, relative indicators are at least able to record changes. Many people suggested that existing methodologies
for measuring vulnerability could also provide a basis for
measuring resilience.88
The literature often addresses the concept of resilience
in the context of vulnerability. However, resilience and
vulnerability describe different aspects of systems.89 Although increased resilience reduces vulnerability, the reverse is not necessarily true: “It could […] make the system
more rigid and thus reduce resilience or it could use up
resources that would be better employed for measures
geared towards increasing resilience”.90 In some publications, resilience forms part of the methodology used to
describe vulnerability, thereby demoting it to one among
many sub-categories associated with vulnerability.91 Consequently, resilience should not be understood as the opposite of vulnerability and by the same token indicators
of resilience should not simply be the opposite of vulnerability indicators. Some of the basic methodological ideas
for describing vulnerability could nonetheless provide a
valuable source of inspiration.
In conclusion, resilience should not be regarded either
as the opposite of vulnerability or as synonymous with
sustainabil
ity. However, there is clearly a tendency for

see e.g. Susan Cutter’s Social Vulnerability Index which is examined in more detail in the next chapter of this study.
see von Gleich et al. 2010, p. 37.
see ibid.
see ibid.
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p eople to confuse these different concepts with each other.
It is therefore incumbent on the relevant academic disciplines to point out their similarities, define their boundaries
and pick out the specific properties of resilience. This will be
essential both to enable further conceptual analysis and to
address the question of how resilience can be implemented
in practice.

2.2.6	CAN THE CONCEPT OF RESILIENCE BRIDGE
THE GAP BETWEEN DIFFERENT DISCIPLINES?
It is clear from the workshop outputs presented so far
that the different perspectives and conceptual approaches diverge significantly on certain points. As a result, it
is difficult to find a standard, comprehensive definition
of resilience that is sufficiently abstract to incorporate all
the fundamental characteristics and properties associated
with the concept whilst at the same time preserving its
specificity.
However, in order to address the need for holistic solutions to interdependent global problems and threats it is
essential that resilience should be used to bridge the gap
between different disciplines92. The high degree of mutual
interdependence between social, technological, economic, political and environmental factors calls for holistic
concepts that address these individual factors as part of
an overall system rather than treating them in isolation.
In this context, resilience can be understood as what was
described on the associations map as a “conceptual innovation for a new set of circumstances”. This approach
would thus be distinct from the narrower perspective of
resilience engineering. The approaches of the individual
disciplines and the way they see themselves can easily
cause the complex interactions between different factors
to be overlooked – the different disciplines pay only limited attention to these interactions, thereby inhibiting the
potential for interdisciplinary approaches.

92
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see Kaufmann 2012, pp. 109 – 131.

The thoughts outlined in this chapter highlight the challenges involved in finding the right degree of abstraction
for an interdisciplinary concept of resilience whilst at the
same time still ensuring that it provides a distinct definition
of where the concept fits into the wider context. Notwithstanding these difficulties, it remains one of the main goals
of the Resilien-Tech project to integrate the two concepts
of dynamic ecological resilience and predominantly static
engineering resilience at a new “meta-level”. It is therefore
necessary to investigate what the lowest common interdisciplinary denominator between the different approaches
might be, as well as which aspects are common to both the
technology-based and social science-based perspectives.
Given its exploratory nature, the national workshop made
no attempt to come up with a clear and definitive answer to this question. Nevertheless, it was hoped that the
outputs from all of the Resilien-Tech project’s workshops
would, in conjunction with the acatech syndication process, provide some initial ideas for further research in this
area and help to identify questions that need further clari
fication. However, in order to develop a new, integrated
concept it is first necessary to identify, analyse and discuss the strengths and weaknesses of current approaches.
This is essential if we are to avoid falling into the trap of
treating resilience as a panacea. As the associations map
pointed out, if we neglect to perform a critical analysis
of the different theoretical approaches, there is a danger
that resilience could be reduced to nothing more than a
“trendy concept” or “buzzword”.
The “conceptual framework” developed by the workshop participants has already been described above. It contains some
of the fundamental dimensions and conceptual distinctions
associated with resilience and indicates where specific perspectives on resilience fit into the overall picture. As such, the
conceptual framework can provide guidance in the search for
commonalities and the analysis of structural relationships. A
holistic concept of resilience does not allow for oversimplified
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interpretations focused on one single aspect that claim to
be applicable in all contexts. Instead, as has already been
emphasised on several occasions, the concept of resilience
must be geared towards the context in which it is used. Ultimately, what this means is that even the goal of adopting a
holistic approach must be conceived in abstract terms, since
this holistic approach only makes sense if it is understood as
a flexible and adaptable concept.

2.3	RESILIENCE IN DIFFERENT FIELDS OF
APPLICATION
As described in the previous section, resilience should be
understood in terms of an integrated approach. Nevertheless, in view of the complex nature of the concept, it was
felt that the workshop should take a closer look at some of
its sub-themes. Interestingly, however, although the World
Cafés were designed to focus on specific themes, the discussions tended to range beyond the confines of their formal
topic – something that was also undoubtedly influenced by
the interdisciplinary make-up of the participants. The common ground between the discussions in the different World
Cafés thus provided compelling evidence of the holistic nature of resilience. The following sections will present the
outcomes of the World Cafés.

is necessary to draw an analytical distinction between the
individual and collective levels. At the individual level, the
discussion revolved around what makes a “resilient citizen”,
while at the collective level it focused on identifying the characteristics that make an entire society resilient. According to
Lorenz93, there are “three capacities of social systems (adaptive, coping, participative) that constitute resilience”, each of
which represents a “symbolic dimension of meaning”. From
a social science perspective, the meaning attributed to these
three capacities of adaptation, coping and participation is
therefore of fundamental importance. Adaptive behaviour,
the ability to cope and participation are resources shared
by resilient individuals and social communities. The significance of institutional and political structures and the nature
of the relevant communication channels are also key drivers
of social resilience. The following section will break down the
outputs of the World Cafés based on these different aspects.

2.3.1	RESILIENT SOCIETIES AND THE ROLE OF THE
STATE

Resilient citizens and a resilient society
When discussing the individual-level question of what
constitutes a “resilient citizen”, it soon became apparent
that the concept involves characteristics which at first
sight might appear rather unrealistic. For example, resilient citizens would be expected to spend a lot of time
at home, always have their emergency kit to hand and
be aware of the potential problems that could affect the
places where they live, work and spend their leisure time
(e.g. an earthquake zone). Moreover, this knowledge
would need to be constantly and actively updated with
the latest information.

The first of the three World Cafés explored the characteristics
of a resilient society and the role of the State. Its aim was to
investigate what a society that claims to be resilient should
look like and what role the State should play in helping to
achieve this goal. Another issue at the heart of this theme
was the importance of communication between government
and the public and between private and public actors. It became apparent during the course of the World Café that it

In addition, the features that constitute a resilient citizen
would vary from one situation to another, rather than
comprising a static concept made up of universal characteristics that always apply, irrespective of time, place and
(cultural) context. Finally, when addressing the practical
implementation of resilience as a normative concept, it is
important not to overlook the influence of cultural context
on people’s values, attitudes and behaviour.
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In addition to the contextual influences, any attempt to establish a universal resilience strategy will be further complicated by subjective patterns of perception such as intuitive
heuristics94. The way that different individuals perceive a
threat can differ significantly across the population, meaning that there can also be substantial variations in people’s
individual preferences regarding the type of resilient strategies that should be implemented for society as a whole. In
this context, it is also necessary to ask whether people have
such a thing as a “disaster personality”, with personality
traits that are different to their “normal” personality. If so, it
would be necessary to distinguish between human behaviour patterns in normal and crisis situations.
It became apparent during the discussion of the individual
and collective analytical levels that the establishment of a
resilient society requires social negotiation processes that
define the relevant goals. The outcome of these processes
should be the creation of a collective strategy that reconciles the diversity of attitudes that make up people’s individual (safety and security) preferences. In other words, this
is where a society needs to ask itself how it wants to live.
If we understand social resilience as “the capacity to come
to terms or cope with unexpected or non-routine events”, it
becomes clear that it must be grounded in people’s everyday reality. In other words, resilience should be something
that people experience in their daily routines rather than
a one-off response to a particular threat. Moreover, uncertainty and external change should be regarded not as secondary phenomena but as one of the key challenges95. To
take the example of community resilience, the concept of
making resilience relevant to people’s everyday experience
means e.g. recognising the importance of the local community level as an integrative mechanism for strengthening social solidarity. This ultimately raises the question of
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how and indeed whether solidarity in the guise of social
cohesion can be managed politically (i.e. using a top-down
approach) and how social disparities affect the cohesion
of different groups at the community level. It is clear from
this discussion that political decisions and social factors are
inextricably entwined and cannot be analysed separately.
As far as the spatial dimension is concerned, smaller entities
(e.g. municipalities) that promote solidarity and have relatively simple organisational structures appear to be better
suited to implementing social resilience. This is because they
strengthen empowerment and enable an approach that is
more precisely targeted to the relevant context. However, this
raises the question of whether the State would be willing to
promote these decentralised organisational structures by devolving power to them (creating a bottom-up approach). One
model for this approach could be provided by the organisational structures that exist in Austria, where there are specific
people at regional level who can be contacted in the event of
a disaster. Another alternative is the concept of “community
resilience”, as advocated in the UK context e.g. by Edwards,
using the idea of the “Four E’s”: “Engagement, Education, Empowerment, Encouragement”.96
The importance of participation
Participation – understood in a wider sense than mere
political engagement – is a key resource in the context of
social resilience. Edwards uses the term “voluntary effect”97
to describe voluntary engagement in social affairs. Furthermore, the fact that communication is essential in order for
participation to function properly became clear as soon as
the discussion turned to the subject of a “culture of constructive dissent”. Nevertheless, “Participation can also be
challenging if its achievement is understood as a time-consuming communicative process based on accumulated
experiential knowledge.” Rather than favouring a purely
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consensus-based model, the participants believed that a
society’s capacity to embrace dissent and dialogue was fundamental to enabling an open debate. In this context, the
ability to embrace dissent also manifests as fault tolerance.
Rather than following a top-down strategy, this approach
seeks to integrate different viewpoints into a smaller framework. It once again exposes the communitarianism versus
centralism power struggle that characterises the relationship between citizens and the State. This relationship has
undergone a fundamental transformation – in a world characterised by growing uncertainty, citizens are increasingly
expecting the State to deliver on its promise to protect
them, something that might turn out to be the “illusion of
the modern age”. While on the one hand there are calls for
people to take responsibility, the increased complexity of the
relevant chains of events means that it is in fact extremely
difficult to define these responsibilities clearly.
When the State is unable to keep its promise, the search for
someone to blame causes people to question the State’s raison d’être, i.e. the establishment of stability and security. In
fact, however, this is a communication problem rather than
a real phenomenon. As soon as citizens start expecting the
State to be responsible for everything without being (politically and socially) active themselves, the relationship between the two becomes counterproductive – after all, there
is a limit to how much protest a society can actually take.
In other words, an understanding of modernity that believes
everything to be controllable could be at the root of public
dissatisfaction with the performance of the State. In view of
this perceived loss of power and control, it is therefore necessary to investigate the extent to which complete control is
actually needed.
There are two ways of interpreting the calls for increased
public risk competence. The first envisages a scenario
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where well-informed citizens are able to participate in
technology policy decision-making. However, there is a
second interpretation that highlights the danger of both
the State and businesses refusing to take responsibility for
risks themselves, thereby devolving the burden of protecting against these risks onto the public.98 Consequently, it
is important to ask whether either of these alternatives is
justifiable and realistic and if so, to what extent.
Education plays a central role as an individual resource
and the key to participation. The participants in the World
Cafés stressed the importance of teaching people the skills
and knowledge needed to enable resilience right from the
earliest stages of their socialisation. Under this approach,
education helps to increase social resilience by helping people to help themselves.99 The very act of addressing how
society deals with risk in the pre-school, school and continuing professional development settings creates the basis
for a resilient society. This does not mean that the State is
passing the buck – rather, its role is to coordinate and facilitate communication between different stakeholders and
channels.100
Roles, responsibilities and communication
The shift in and reinterpretation of the relationship between citizen and State also raised questions about the
roles and responsibilities of institutional and political
structures. In addition to providing a platform for public
debate and ensuring that all members of society are able
to participate freely, the participants also believed the
State’s role to include aspects such as the provision of services and indeed their suspension at such times as may
be necessary in order to preserve their functionality. In the
context of communication, it is also desirable to draw a distinction between the State and government. The State is,
for example, responsible for civil defence. It was noted that
in Germany, the relevant organisations (e.g. the Federal
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 ffice of Civil Protection and Disaster Assistance, BBK) still
O
lack any kind of resilience strategy. Moreover, introducing
one will be far from easy, since any serious attempt to
implement the ideas that underpin the concept of resili
ence would require fundamental changes to current risk
management practice.101 Best practices from other countries could provide a valuable starting point for addressing
this challenge. Accordingly, the next chapter of this study
presents the results of the workshop on international perspectives on resilience that was organised and run by the
Fraunhofer Ernst-Mach-Institut (EMI). The role of government, meanwhile, should be to communicate high-quality
information to the public and to decision-makers, as well
as to build the relevant (communication) structures.
However, communication with the public does not simply
mean passing on information to citizens or indeed devolving responsibility onto them. Communication strategies
should take account of differences between individuals,
subjective variability in what people are prepared to accept and cultural specificities.
It became clear from this discussion that resilient communication structures should incorporate and strengthen the
prevention aspect. Participants also believed that resilient
communication structures could form one of the three pillars of an overarching civil protection and security strategy,
alongside the existing pillars of emergency and risk communication. Improving communication between different
generations in order to share people’s experience and prevent it from being lost (e.g. the experience of the generation that lived through the war) is another possible means
of strengthening resilience. The importance of adopting
an approach that is relevant to people’s everyday lives was
stressed, in order to combat the danger of them being overwhelmed by information that is simply too much for them
to process (e.g. doomsday scenarios). The tongue-in-cheek
suggestion was made that resilience is in fact public enemy number one as far as the media are concerned, since a
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resilient society means that they will have fewer disasters
to report on.
Measuring social resilience
The vulnerability debate could potentially provide a basis
for devising methods of measuring social resilience, since
numerous indicators for measuring vulnerability already exist (see e.g. Chapter 3.2.1, which describes Susan Cutter’s
SoVI project). However it is important to remember the
conceptual differences between resilience and vulnerability
that have already been alluded to in Chapter 2.5. These
mean that the methodologies used for vulnerability cannot
simply be transferred to resilience without first being adapted. One further difficulty is that the choice of indicators is
highly dependent on our understanding of social resilience,
i.e. on the type of threats and uncertainties we believe a resilient society should focus on (e.g. terrorism versus natural
disasters). Superficially, this shouldn’t matter if resilience is
understood in terms of a holistic approach. However, when
it comes to putting the conceptual ideas into practice – if
not before – there is no getting away from the question
of how the individual dimensions should be weighted in
relation to each other.
The methodological problems connected with social resili
ence and the associated inaccuracies in how it is measured
could potentially result in the real challenges being overlooked. In other words, there is a danger that strategies
based on figures – and it should be stressed that this argument relates only to purely quantitative measuring techniques – could be based on flawed information. Edwards’
theoretical ideas centred on the “Four E’s” were mooted
as one possible basis for an empirical analysis of social resilience, since they integrate social factors into a holistic
approach.
In addition, one specific challenge associated with attempting to measure resilience is that it is a dynamic concept
– the resilience of individuals and groups changes over the
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course of their lives and its meaning can also be modified
by cultural influences. At the same time, it is important to
prevent resilience from being relegated to the status of a
variable construct that can be adapted to suit any interests,
thereby making it little more than an alibi or label for completely different problems.

“The role of central government in community resilience
will always be limited. It will not be the main protagonist, a supporting actor or an extra – rather its role will
be played out behind the scenes by a supporting cast of
players who ensure the system is operating to the best
of its ability.”103

Summary
Overall, the concept of resilience poses a significant
challenge for both society and the State. This is because
while the pace of social change continues to accelerate,
values still tend to be expressed as rather inert and static
constructs. While there are growing calls for societies to
increase their ability to adapt to new threats, it is necessary to investigate the extent to which this is actually
possible without placing excessive demands upon their
citizens.

In Edwards’ concept of community resilience, the visibility
of the State is limited – rather than acting as the main protagonist, it will be confined to a behind-the-scenes role. His
perspective therefore focuses on strengthening civil society
and civil protection through the inclusion of decentralised
social actors.104

In order to establish social resilience as a dynamic concept, it is therefore necessary to take into account the
static characteristics of collectively shared values and
norms. In addition, current social trends such as the rise
in social inequality constitute an impediment to social
cohesion, which is one of the main components of social
resilience.

Trust is a key requirement for social resilience – so much so
that Edwards describes it as one of the two fundamental
pillars of resilience: “The politics of resilience is founded
on two pillars: trust and dialogue”105. Trust in political institutions strengthens people’s desire to participate and
prevents conflicts between government and the public.106
In a resilient society, it is also essential that people should
trust each other. The connection between trust and social
cohesion becomes readily apparent in this context, since
social cohesion is heavily influenced by people’s trust in
their democratic institutions.107

The participants identified a number of factors that are
key requirements for a resilient society. For instance,
members of the public should be given more opportunities and rights to participate, something that can be
achieved by transferring power and responsibility from
the State to smaller entities (local communities, individuals, etc.). In this context, Edwards talks of the “invisible
role”102 of government, a concept that he explains as
follows:

Seen in terms of resilience, the fact that trust in political
institutions and social cohesion are both currently declining
forces us to ask whether we are not in fact getting further
and further away from the key characteristics of a resilient
society. On the other hand, a holistic resilience debate has
the potential to move these trends higher up the agenda
again by analysing how social processes and a society’s vulnerability in the event of a crisis exert a mutual influence
on each other.
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2.3.2	RESILIENCE AS A STRATEGY FOR PROTECTING
CRITICAL INFRASTRUCTURE
The second round of World Cafés focused on the meaning
of resilience in relation to critical infrastructure. The aim
was to discuss how and to what extent resilient critical
infrastructure can be modelled. Participants would also
explore whether the concept of resilience is underpinned
by a cohesive, holistic approach and, if so, how human
beings and systems can be integrated into this approach.
The priority of this World Café was, moreover, to identify
the key indicators of resilience for specific types of critical
infrastructure. In other words, its focus was on how best
to implement resilience in a critical infrastructure setting.
According to the definition adopted by the workshop, infrastructure is regarded as critical if its failure results in significant harm to the common good. This definition is very close
to the interpretation of critical infrastructure proposed by
the German Federal Ministry of the Interior (BMI)108.
When participants tried to rate how critical different types
of infrastructure are, it became clear that the definition
of criticality is heavily dependent on which underlying indicators are used. In other words, the term “critical infrastructure” can encompass a variety of different features.
For example, while the US definition of critical infrastructure includes schools, the German one does not. In view
of this context-sensitive variability in the definition of criti
cality, the participants decided to begin by identifying
indicators of infrastructure criticality before moving on
to discuss which measurement values can be considered
critical or non-critical.
Indicators of infrastructure criticality
In order to help identify indicators of criticality, an analytical distinction was drawn between the actual damage
caused by the failure of a critical infrastructure on the
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one hand and the system’s technical structure on the other. This was done to avoid falling into the trap of simply
assuming that there is always a top-down, causal relationship between the failure of a technological system and
the resulting social impacts.
The level of damage can be measured using both quantitative and qualitative methods. The limitations of purely quantitative indicators are illustrated by the fact that
they are of limited value for assessing the damage caused
when a person dies109. The public perception of damage
also plays an important role. For example, the impact on
public opinion of someone dying from E. coli poisoning is
disproportionately high, while people who die in road accidents barely impinge upon the public consciousness at all
anymore.
The distinction between functional and structural preservation was felt to be key to determining the criticality of a
technological system. In the case of the transport system,
for example, its function is to transport goods and people
whilst its structures include motorways and rail networks.
Functional preservation therefore involves maintaining the
service (in this instance, transport) provided by the infrastructure. In this context, resilience equates to “risk management as part of an ongoing process”, while “service level
compliance” – which is another of the associations identified in the conceptual framework – can act as an indicator
of resilience.
Dynamic modelling of technological systems also needs to
take account of the fact that the initial conditions under
which a system is created themselves form part of the system, i.e. if these parameters change then the system will no
longer be optimally configured. In terms of how the technological challenges are addressed, there is a fundamental
danger that the design of resilient systems will be based
on past experience rather than on future needs. Roadmaps
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that describe e.g. physical limitations (the limitations of using battery-operated devices, for example) can help to gain
a better understanding of the complexity of technological
infrastructure systems.
From a technical point of view, infrastructure systems are
composed of nodes and edges. However, the nodes themselves should not be regarded as critical – it is the values
measured at these nodes that determine criticality. It is also
necessary to decide what the appropriate level of protection is and whether or not it is affordable. The fact that the
level of protection can be influenced by organisational factors is illustrated by the way in which electrical grid outages
increased following grid deregulation and privatisation.
In the functional preservation approach, damage can be described as a relative loss of functionality resulting from the
impairment of a node or edge. However, the exact extent
of the damage cannot be easily assessed by a cost-benefit
analysis. In addition to nodes and edges, other traditional
infrastructure research criteria include factors such as density
and centrality.110 Robustness, redundancy and resources for
enabling infrastructure innovation are further core elements
in the discussion of technological systems’ properties. Very
few dynamic indicators have hitherto been identified for
measuring the resilience of critical infrastructure. This is in
spite of the fact that the dynamic aspect – e.g. how things
change over time – should be absolutely fundamental, since
the time it takes to restore the system is a key factor, particularly in terms of networking and interdependencies. In
order to enable the principles of resilience to be applied to
critical infrastructure, greater emphasis should also be placed
on system properties such as early detection, prevention and
proactivity (as opposed to a purely reactive approach).
Threats as future eventualities
Since threats are things that might happen in the future,
the measures designed to protect critical infrastructure
also need to be focused on future eventualities. This
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p oses the problem of how to model different types of disturbance in the context of unknown future scenarios. It is
therefore necessary to investigate the extent to which engineering solutions can be used to cope with unforeseen
threats and disasters. The following suggestions were
made in this regard:
1. A scenario-based approach, employing scenarios
with far-reaching consequences such as an “electrical
blackout situation”. In this scenario, the challenge is
to restore electricity to a given number of people in
a given area within a given period of time. Protection
goals and strategies are formulated based on a detailed study and analysis of the consequences of the
scenario. These could take the form of lists containing
sequences of actions and instructions for operators to
follow in the event of a blackout.
2. The use of simulation models to study e.g. the impact
of disasters on the connections between electricity grids
and IT networks, so that impact assessments can be produced. The degree of abstraction employed in this system
modelling is key. It is therefore necessary to decide how
much analytical effort should be invested in different categories of error, since the more a system deviates from its
state of equilibrium, the more abstract the instructions
for how to respond become. This is even more of a challenge for open, dynamically modelled systems, insofar
as it is necessary to define both a desired degree of deviation (dynamic functional preservation) and a critical
degree of deviation (where functionality can no longer
be maintained as a result of the disturbance).
3. Proposed solutions should be independently verified by
two groups of experts. This would involve the two groups
repeatedly anatomising the proposed solution to the
point where it can no longer be deconstructed any further. At this stage, the remaining core proposal should be
identical in both groups and any weaknesses should have
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been eliminated. It will now be a resilient solution and
can provide a basis for rebuilding the system step by step.
If the two groups fail to arrive at a (common) core proposal, other proposed solutions will need to be developed.
While the first proposal does include the public, the simulation approach should be investigated to assess whether it is
in fact possible to simulate the decisions of decision-makers
and individuals, particularly in view of the fact that individual decisions in extreme situations are often made on an
emotional rather than a rational basis. Simulation models
frequently ignore the difficulty in identifying and accurately simulating patterns of emotional behaviour, preferring to
assume that individuals’ actions will be governed by the rational decisions of “homo economicus”. Moreover, the hugely
complex nature of the interdependencies and interactions
between people and systems forces us to question whether
collective effects can or indeed should be simulated. In this
context, it is also necessary to distinguish between the two
analytical levels of human beings and technological systems,
in order to take account of the top-down implications that
have already been alluded to. Since simulations cannot be
developed on a purely theoretical basis, it is important for any
resilience simulations to draw on the lessons learned from
practical experience.
In the third proposal, the deconstruction and analysis of old
systems and their underlying principles (such as the horse
and carriage) that might at some point reach their limits of
their own accord (rather than as a result of external – e.g.
economic – factors) reflects a dynamic approach to resili
ence. This is a characteristic that probabilistic approaches
are incapable of. It was however stressed that attempting
to anticipate the unimaginable – for instance the Chelyabinsk meteor (although people were in fact aware that it was
theoretically possible) – can lead to the danger of creative
potential and problem-solving strategies being blunted.
As one of the workshop participants put it, the attempt to
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control the uncontrollable leads to a loss of imagination
and a decline in people’s ability to find their own way out
of dangerous situations.
Under this approach, human beings are absolved of responsibility. One of the issues touched upon during the World
Cafés was that in other countries human beings tend to occupy a far more central position in the debate. In Germany,
on the other hand, people’s capacities and ability to help
themselves tend to be underestimated as a core component
of social resilience, compared to technological systems. This
analytical problem – whereby too much attention is paid to
the technological system itself as opposed to the actual disturbance or the people affected by it – came up on several
occasions. It highlights the danger of simply treating the human factor as an “add-on” to technological systems in the
context of critical infrastructure. Moreover, it is at the root of
the criticism of a high-tech bias in the majority of resilience
strategies developed in the field of security research111.
Summary
In summary, it became clear during this World Café session
that the social and technological issues are closely intertwined. While technological systems do have a role to play in
increasing resilience, the role of human beings in controlling
these systems tends to be underestimated. Their operators
should therefore be provided with clearer guidelines. In addition to the problem of communication, it is also necessary
to address the issue of organisation (e.g. bottom-up versus
top-down, deregulation versus State control) and to create
clear structures and well-defined responsibilities. In conclusion, when debating an appropriate and technically feasible
level of protection, it is important not to lose sight of the
system’s users and the actual social problems it is supposed
to address. British urban planner Cedric Price posed the following question: “Technology is the answer, but what was
the question?”112 The goal should be to make sure that this
question no longer applies.
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2.4	FUTURE CHALLENGES AND TASKS
The goal of the workshop was to identify and document
the future challenges and issues that the field of security
research will need to address when dealing with the concept of resilience. The results of the third World Café, which
focused specifically on this theme, are outlined below.
The importance of the concept of resilience for future
challenges
It is the demands of our 21st century society that make the
concept of resilience so relevant. Changing economic circumstances, the dependent nature of our electricity supply
and the trend towards individualisation are among the factors that are leading to a loss of control that can no longer
be compensated for by technological solutions alone. Systems are becoming more complex, interdependent and networked and this inevitably results in a certain degree of
uncontrollability and unmanageability.
Uncertainty is hence a defining characteristic of the modern age and is accompanied by a real or subjective loss
of control. Any attempt to control future events from the
present day runs the risk of creating a control illusion –
by relying solely on anticipated scenarios, technological
solutions and human behaviour models, we fail to take
into account the possibility of low-probability events that
could nonetheless have major repercussions (black swans,
unknown unknowns). It will therefore be important always to define the scope of future resilience strategies,
stating the extent of what they are able to achieve, the
context in which they can do so and the limitations and
obstacles.
The key to selecting resilient strategies thus lies in the
vulnerability of the target state “resilient society”, even
if this cannot be easily, comprehensively and universally
specified.
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Goal conflicts/goal definition
One of the principal future challenges is to define the goals
that describe the target state of a “resilient society” that is
capable of regaining control by identifying the main drivers
that cause control to be lost.
However, Chapter 2.3 has already highlighted the issues involved in anticipating future states – the challenges associated with global and systemic threats and hazards are often
connected to their unpredictability and the fact that they
cannot be planned for in advance.
Consequently, the resilience debate must recognise the fact
that although increasing a society’s resilience will involve the
normative formulation of defined goals, these will never be
fully attainable. While there are undoubtedly many scenarios
and predictable developments where “what if” strategies can
help to prevent damage, these are no substitute for flexible
and creative response strategies when scenarios unfold in an
unexpected manner.
When resilience is stipulated as a target function – be it
in a research project or as part of a policy strategy – it is
always essential to specify the conditions under which it
is expected to occur. Failure to do so will mean that there
is no framework for evaluating the strategy’s success and
will lead to goal conflicts between different actors such
as the local authorities and the public. Goal conflicts can
also arise when resilience is approached from an economic perspective, since an efficient and profitable business
strategy may sometimes be at odds with a strategy that is
resilient.113 Moreover, in situations characterised by conflict arising from social inequality, it makes little sense to
define restoration of the “initial state” as a goal, since
not all the stakeholders will be equally keen for the preservation of current living conditions or maintenance of
the status quo to be a protection goal of the resilience
strategy.

see also the outputs of the third expert workshop that was run by KPMG AG.
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Finally, the choice of a target state also possesses a political
dimension, since in order to create a more resilient society it
is necessary to make people follow certain guidelines. Who
decides what these guidelines should be is an open question that should be discussed as part of a comprehensive
communication process.
Communication
In order to prevent goal conflicts, it is important to devise a communication strategy that informs and raises
awareness without spreading paranoia. Secrecy and the
development of resilience strategies behind closed doors
should be avoided at all costs. One crucial aspect of communication is to ensure a dialogue between stakeholder
groups with regard to the goals that resilient strategies
should pursue, since different groups may have different
goals. The dialogue should be transparent and to the
point and should facilitate participation. This will help to
actively engage the public and prevent an exclusive focus
on “making the system immune to external threats”.
Guiding strategy
If resilience is to serve as a leitmotif or guiding strategy
for technological, social and political development, it will
be necessary to define the relevant target states through
a negotiation process that includes the whole of society
so that roadmaps can be formulated for decision-makers.
This process can begin by identifying the key drivers that
have an influence on the attainment of the target states
in different sociocultural, technological, economic, environmental and political areas. In the past, the tendency
has been to define target states in negative terms, i.e. people have tended to focus on what they do not want (e.g.
which types of damage should be avoided). It is harder to
come up with more positive definitions that emphasise redundancies and buffers as elements of a guiding strategy,
since although relevant to technological systems, they are
less so for social systems.
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One reason why it is difficult to formulate positive guiding
strategies is that resilience to some extent needs to be understood as a “moving target”, meaning that just one overarching strategy is not enough. When it comes to tackling threats
and protecting against disasters, every single problem and
solution requires a strategy that has been modified for the
specific conditions in question.
Resilience should therefore be understood and implemented in terms of a “toolkit approach”, whilst any recommendations made to decision-makers should emphasise their
limitations and the fact that they are confined to a specific
target. Protection goals and levels of protection should be
based on the outcomes of negotiation processes informed
by the guiding strategy.

2.5 CONCLUSIONS
The workshop “Resilience – National Perspectives” sought
to facilitate an interdisciplinary discussion on the subject
of resilience with the aim of identifying ideas for a holistic
concept of resilience capable of bridging the gap between
different disciplines (see Fig. 5). It was established that
there is a clear need for such a concept in view of the
numerous interdependencies that exist between technological and social systems. As such, any holistic approach
must bridge the gap between these two opposite ends of
the spectrum. The trick will be to find a way of integrating
the two conceptual approaches of engineering resilience
and ecological resilience. Whilst the former focuses primarily on engineering questions (e.g. critical infrastructure), the latter tends to be employed to address the issues
associated with a resilient society. Both approaches can
learn valuable lessons from each other that will benefit
their respective fields of research.
For example, the engineering concept of robustness – i.e.
the ability to resist – could also constitute an important
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Figure 5: Resilience as a concept that bridges the gap between different disciplines

Source: Research Forum on Public Safety and Security.
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characteristic for societies seeking to oppose illegitimate
regimes. Indeed, the purely adaptive measures that would
tend to be favoured by the social resilience perspective
could have disastrous consequences if applied to the context of an illegitimate regime. Conversely, adaptability is
in certain circumstances undoubtedly a desirable feature
for technological sub-components and systems, since it allows them to be employed more flexibly. Robust but rigid
structures can be difficult to adapt owing to their lack
of dynamic components. In addition, the goals of technological systems should not be permanently fixed, since
they need to be capable of responding to new social chal
lenges and developments.
Rather than exclusively applying engineering resilience
to technological systems and ecological resilience to societies, in a holistic approach the focus should be on the
interactions between technological and social systems.
The key question is how well a resilient critical infrastructure can perform in the face of a given threat to society.
It is also necessary to turn this question around and ask
whether society is capable of absorbing the impact of criti
cal infrastructure failure. Consequently, it is clear that the
two poles cannot be considered in isolation of each other
and there is nothing to be gained from splitting resilience
into two separate conceptual approaches that exist side
by side but are completely unconnected. An approach
that bridges this gap is therefore essential, if nothing else
to prevent the duet between the engineering and social
science perspectives from being discordant. If we do not
integrate these two perspectives, there is a danger that
technological innovations will fail to win public acceptance and will therefore be unable to function efficiently.
In the societal context, the mode of anticipation is a
mechanism that people have always used to cope with
their everyday lives. However, in our complex, boundariless
postmodern societies, the future can only be anticipated
up to a certain point. It is important to remember this, so
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that we do not overestimate what we are capable of. To
believe that we can anticipate future events with complete
accuracy would if anything have the effect of making us
less resilient.114
While anticipation does play a more significant role in relation to technological systems, here too it is important to
avoid falling into the trap of believing that everything is fully controllable. Failure to do so could not only result in the
wrong measures being implemented but could also influence
public perception of risks in a way that would be detrimental
to society’s resilience. While anticipation in the shape of scenarios and simulations is indispensable for technological systems, it is important to ensure that the scenarios are dynamic
in nature, i.e. they should not be defined too rigidly. This
could be achieved by integrating dynamic elements (ecological resilience) into the modelling of technological systems.
Rather than blithely overestimating technological systems’ ability to provide adequate protection against complex risks, it is necessary to place greater emphasis on human capabilities. In the context of critical infrastructure, it
is important that people should not simply be treated as
an add-on to technological systems. Instead, an approach
should be adopted that provides the structures needed
to strengthen public participation and people’s ability to
help themselves. The State should act as a kind of organisational framework that works with citizens in the interests
of society. The fact that disasters can sometimes actually
have the effect of increasing resilience was demonstrated
by the way that people helped each other out during the
most recent floods in Germany in 2013. This example provided a graphic illustration of the importance of social cohesion. However, this very social cohesion is increasingly
being undermined, not least by the failure of policymakers
to adequately address growing social inequality. Security
research therefore needs to place greater emphasis on investigating the social dimensions in order to ensure that
we do not continue to rely exclusively on technological
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systems to provide us with an adequate level of protection. Failure to do so will result in a disconnect between
the social and technological approaches. Paul Valery encapsulated the discrepancy between these two approaches in the question “Can the human mind master what the
human mind has made?”115. An integrative concept of
resilience that combines the social and technological approaches and prevents them from drifting too far apart is
thus undoubtedly the most sensible way of tackling future
threats and hazards.

All these abstract theoretical constructs and ideas need to
be put into practice through concrete strategies at the implementation level, where it is necessary to draw a distinction
between scientific knowledge in the shape of large volumes
of data and policy strategies (knowledge versus action). Finally, in addition to asking who should be responsible for
resilience and how they should deliver it, we above all need
to decide exactly what it is that we want to make resilient.
The following table summarises the key lessons learned
from the workshop:

Table 1: Lessons learned from the first workshop
LESSONS LEARNED

CONTENT

1. Resilience as a holistic
approach

Formulation of an integrative, holistic concept of resilience that combines the ecological resilience and
engineering resilience approaches and prevents the social and technological dimensions from drifting too
far apart (one practical example would be the involvement of several experts from the social sciences and
humanities in the design of new technologies).

2. Identification of categories
for a holistic concept

A holistic concept should address in detail the categories of anticipation, who/what should be resilient,
measurement and implementation, since these are the key dimensions that shape different perspectives
on resilience.

3. Measuring resilience

The methodology used for measuring resilience should include both quantitative and qualitative (measurement) techniques. In addition, it may prove useful to base the methodology on existing measuring
techniques (such as the Social Vulnerability Index) and combine it with them.

4. The normative and reflexive
approaches

In order to prevent goal conflicts, it is necessary to introduce a reflexive element into the understanding
of resilience as a normative concept. It is of course necessary to establish normative criteria in the field of
applied security research. However, it is important to ensure transparency with regard to the actors who
establish these criteria and what their intentions are. For instance, the resilience of a social system cannot
be a value in itself. Ultimately, different sets of values are involved that cannot be evaluated on an ad hoc
basis.

5. Participation and democratic
legitimacy

Opportunities to participate based on a bottom-up, decentralised approach are essential, e.g. to facilitate
community-based decision-making. This approach follows Edwards’ understanding of the pillars of resilience: “The politics of resilience is founded on two pillars: trust and dialogue”. According to this interpretation, participation is an instrument for ensuring the democratic legitimacy of technological developments.
In this context, education is a key component of participation.

6. A critical assessment of the
mode of anticipation should
be undertaken

While we should of course make use of the available technology, we must avoid the trap of believing that
we can control everything. The extent to which we are able to anticipate future threats is limited. This
is because interdependencies are increasing and boundaries are disappearing, creating an increasingly
complex world where it is no longer clear who is responsible for what.

7. The relationship between
resilience and sustainability
must be defined

We need to define and discuss the relationship between resilience and sustainability. For example, there
are certain situations where resilience requires redundancies. It is therefore necessary to check whether
these redundancies are at odds with the sustainability principle of (e.g. economic) efficiency. This will
allow potential conflicts to be identified as early as possible.
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3 RESILIENCE: INTERNATIONAL PERSPECTIVES
BENJAMIN SCHARTE, DANIEL HILLER, TOBIAS LEISMANN, KLAUS THOMA

3.1	RESILIENCE – THE TERM, THE CONCEPT AND ITS
PRACTICAL VALUE
Academic terms and concepts are all very well, but ultimately they are just fine-sounding words. Resilience is
one such concept. It is a buzzword with its origins in developmental psychology and ecology that has now found
its way into the field of security research. In the US, the
adjective “resilient” is blithely used by the media – without
the slightest theoretical understanding of its meaning – to
describe everything from dogs to sports stars, terrorists and
even mould.116 A trawl of the Web reveals that the term
“resilience” has been invested with huge significance and
is now being indiscriminately touted as a successor to that
ultimate millennium buzzword “sustainability”. Its meaning
has been expanded to include pretty much everything one
could imagine.117 In contrast to its straightforward adjectival use in the media, in Germany it is a concept that has
remained confined within the ivory tower of social science
theory, being batted back and forth in the debate between
political scientists and sociologists. So what are we to make
of resilience? What good is the concept to us? And how can
it be usefully employed both at a policy level and in disaster
protection and prevention practice?
The preceding chapter on the “national perspectives” has
shown that discussion of resilience in Germany is confined
mainly to the realm of social science theory. However, this is
of little practical use to people on the ground, be they civil
defence workers, first responders, architects, or just ordinary
members of the public. People fighting for their lives in the
face of freak storms, unprecedented flooding, or a terrorist
attack that the authorities failed to prevent do not stop to
think about the boundaries of the concept or its semantics.
They may well be able to survive the disaster thanks to a
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well-built embankment, excellently trained and equipped
first responders, a close-knit community or a timely and accurate advance warning. However, they couldn’t care less
about which of these measures was mainly responsible
for saving them. All that matters is the outcome. It is the
combination of several perfectly coordinated measures that
in fact makes it possible to minimise the damage caused
by adverse events, and this is the key feature of resilient
societies.
Of course, this isn’t the whole story. Even in Germany, it is
not only the academics in their ivory towers who discuss
and show an interest in resilience. For example, the fact
that the Federal Ministry of the Interior, which is responsible for civil protection, is a member of the Multinational
Community Resilience Policy Group118 is a clear indication
that resilience has now become part of civil protection practice in Germany too. Nevertheless, Germany could learn a
great deal and benefit enormously from taking a closer look
at the wide range of research initiatives and practical projects that are currently being undertaken under the heading
of resilience in Europe and North America.
However, the previous chapter also highlighted the importance of starting by reflecting on the scope and limitations
of different terms and concepts. It is first necessary to establish a common language before all the relevant actors can
work together productively and constructively on innovative
solutions for the resilient societies of the future. If society is
to succeed in meeting the manifold challenges of the complex, interconnected world that we live in today, it will be
necessary to integrate the technological, legal, economic,
political and social aspects into a single, symbiotic system.
Different ideas and approaches to delivering this ambitious
goal can be found in the research programmes and policy

Abramson 2010; Filkins 2010; Sacks 2006; Smith 2013.
Zolli 2012.
This multinational working group is composed of top officials from the civil protection authorities and ministries of countries such as the US,
Israel, Canada, the UK, Singapore and Germany. The group meets once a year to hold informal discussions about national resilience strategies,
implementation programmes and strategies for establishing and increasing community resilience.
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initiatives of various countries around the world. The UK
and the US have undoubtedly led the way in this area. In
the aftermath of 9/11, the shocking realisation of their own
vulnerability and the recognition of a continuing threat
to their security led both countries to begin systematically researching resilience, incorporating it into government
programmes and implementing it in a real-world setting.119
Researchers, policymakers and practitioners in Germany
can learn from their experience, thereby avoiding needlessly making the same mistakes, adopting good ideas and best
practices and engaging actively so that they too can contribute their own experiences and ideas to resilience theory
and practice around the world.
This chapter is based on the outcomes of the expert workshop “International Perspectives on Resilience”, the main
aim of which was to look at the resilience strategies that
are already being implemented in selected countries. The
workshop also sought to gather information on other interesting questions, for example: What methods exist for
quantifying resilience? In the view of the experts, what are
the main unanswered questions in the field of resilience
research? Which areas require further research? In a hightech world where complexity is increasing at an almost
exponential rate, what are the most promising resilience
strategies, i.e. the ones that are likeliest to be sustainable
in the long term? In order to ensure that the contributions
to and outcomes of the workshop were both academically
rigorous and practical in nature, we invited some of the
world’s foremost experts in this field. These included researchers such as Susan Cutter, Wolfgang Kröger and Jon
Coaffee, as well as practitioners such as Rosanna Briggs
(an emergency planner at Essex County Council) and Erik
Thomassen of the Norwegian Directorate for Civil Protection and Emergency Planning. This meant that the concept
of resilience could be approached from a number of completely different perspectives, ranging from the societal
aspects addressed by Susan Cutter’s “Social Vulnerability
Index” to the technical specifications and r equirements of
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a resilient energy supply and the crucial role of education
in a disaster prevention and protection setting.
It is already clear from the above that, just like the national perspective, the international perspective on resilience
is also characterised by a variety of different themes and
approaches. However, it soon became apparent that the
common denominator shared by every single research project and practical implementation of the concept of resili
ence is their focus on safety and security, protection and
public preparedness for all kinds of adverse events. All the
experts agreed that resilience to negative events, whatever
their exact nature, involves minimising potential or actual
damage to people’s physical and material well-being. As
such, resilience is a property of society and its subsystems
(e.g. critical infrastructure) that is essential to sustainable
development. On the other hand, it proved more difficult
to reach a consensus regarding the best and most sustain
able way of achieving this goal, which aspects merit special
attention and the point where an acceptable or good degree of resilience can be said to have been achieved. Consequently, what common ground does exist is just the starting
point for a whole host of different research topics, practical
examples and ideas, all of which could prove extremely
valuable to the “Resilien-Tech” project and its final recommendations. The expert workshop provided an opportunity
for these to be examined in greater detail.
The workshop took place in Berlin on 15 and 16 May 2013.
It was organised and run by the Fraunhofer Institute for
High-Speed Dynamics, Fraunhofer Ernst- Mach-Institut
(EMI). In total, more than 30 national and international
experts took part in the workshop, which was facilitated
by German broadcaster ZDF’s southern Europe correspondent, Michael Bewerunge. The workshop was attended by
researchers and practitioners from Germany, France, the
UK, the Netherlands, Norway, Austria, Switzerland and the
US. This chapter will be divided into four sections in order
to properly reflect all the themes that were presented and
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discussed during the workshop and provide an accurate
picture of the international perspectives on the concept of
resilience. Following these introductory remarks, it will begin with an overview of seven different research initiatives
that are heavily focused on resilience, two from the US, two
from the UK, two from Switzerland and one from France.
This section will primarily draw on the ideas and themes
that were addressed by the researchers during the workshop
and included in their slide presentations. Some additional
information will also be provided in the shape of quotations
taken from the works of these authors. The chapter’s third
section will describe a small number of selected examples of
policy initiatives in the area of resilience. These include the
implementation of the concept in government documents, a
practical strategy for increasing resilience in the field and an
initiative that addresses how government can guarantee the
resilience of critical infrastructure. This will be followed by a
fourth section that will present a final overview of the international perspectives on resilience in the form of “lessons
learned”, i.e. the findings of the selected research initiatives
and practical examples that could be of value to the German
resilience community. It is not the goal of this chapter to
provide a status report containing an exhaustive description
of every single academic and government initiative relating
to resilience. Instead, the aim is to add value to the “Resilien-Tech” project by outlining a targeted selection of particularly interesting research projects and implementation
strategies that can be used to help develop concrete and
meaningful recommendations for decision-makers in government, business, the research community and civil society.

3.2	RESILIENCE RESEARCH – INTERNATIONAL
PERSPECTIVES
This section will analyse the research initiatives of seven
different researchers and institutions whose work will provide the substance of the international perspective on resilience in the “Resilien-Tech” project. The individuals and
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institutions in question are Susan Cutter of the University of
South Carolina, the United States National Research Council, Charlie Edwards of the UK’s Royal United Service Institute, Jon Coaffee of the University of Warwick, Wolfgang
Kröger and Timothy Prior of the ETH Zürich and Christian
Sommade and Léo Muller of France’s Haut Comité Français
pour la Défense Civile.

3.2.1	SUSAN CUTTER, USA – THE SOCIAL
VULNERABILITY INDEX (SoVI)120
Susan Cutter is a Professor of Geography at the University of
South Carolina whose main interest lies in the topics of vulnerability and resilience. Cutter explicitly argues that vulnerability – and in particular social vulnerability – should not be
understood as the polar opposite of resilience. Just because
certain characteristics or circumstances make a person especially vulnerable to adverse events doesn’t mean that they
necessarily lack resilience. Cutter’s interpretation of resili
ence and vulnerability is similar to the definition of resilience
given in the introduction to this study, where it is described
as the “ability to defend oneself against actual or potential
adverse events, prepare and plan for them, cope with and
recover from them and continuously improve one’s ability
to adapt to them.” This instantly makes it clear why vulner
ability and resilience cannot be regarded as two sides of the
same coin – and at the same time why it is absolutely essential to recognise the vulnerability of certain sectors of society, certain locations, etc. It is only once these factors have
been recognised that policymakers, disaster management
experts, urban planners, etc., can identify vulnerable groups
and take the measures needed to increase their resilience.
Factors such as age group and ethnicity show little variation,
while income levels and employment type only vary at the
individual level. The elderly, children, people with physical
and mental disabilities and the poor and unemployed are all
particularly vulnerable and should receive special assistance
from the State in the event of a disaster. To define resilience

A useful overview of the SoVI concept can be found in Cutter et al. 2003.
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as the opposite of vulnerability would be to say that these
people cannot become resilient, or at least that they can only
do so if they experience a major change in their social status. However, if resilience is defined as a holistic strategy for
increasing the ability of society and its subsystems to cope
with adverse events, then both decision-makers and, even
more importantly, the people affected by the disaster themselves have the opportunity to increase their own resilience,
however vulnerable they may be. For this to be possible, it is
necessary to be able to establish as accurately as possible in
advance of any adverse events who the vulnerable people are
and how and why they are vulnerable. This is exactly what
Susan Cutter’s SoVI sets out to do.
Cutter and her team rather succinctly define vulnerability as
the “potential for loss”.121 The fundamental question that
they sought to address was why the same natural disaster
can cause completely different types of damage in different
social and geographical contexts. Cutter cites the impact of
Hurricane Sandy by way of example. In strictly meteorological
terms, it was by no means one of the worst storms in history.
However, it caused huge damage in the highly urbanised and
heavily populated area where it made landfall. While the fact
that Cutter et al. only look at natural disasters means that
their perspective is narrower than the wider understanding
of resilience used in this study, this in no way diminishes the
value of the SoVI index. The index was developed in response
to the observation that the social aspects of vulnerability had
traditionally received too little attention compared to the biophysical and infrastructure aspects, and that no comparative studies of the social vulnerability of different locations
existed at that time. In order to define social vulnerability, the
SoVI draws on Cutter’s “hazards of place model”. Risk (the
likelihood of a hazardous event) interacts with mitigation
(measures to lessen risks or reduce their impact) to produce
the “hazard potential”. This is then accentuated or moderated
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by the geographical context and the social fabric of the place
in question. The g eographical context determines biophysical
vulnerability, while the social fabric determines social vulnerability. The combined scores provide a means of measuring the
vulnerability of specific locations.122 The SoVI only addresses
the social aspects of vulnerability.
There is a relatively high degree of consensus within the social sciences regarding Cutter et al.’s assessment of the major influences on social vulnerability. These include a lack of
resources such as information, knowledge and technology,
limited access to political power and representation, a lack of
social capital, age and limiting health conditions. However,
there is less agreement with regard to the specific indicators
that should be used to measure these factors. Age, gender,
ethnicity, socioeconomic status and mental and physical disability are all potentially valuable indicators, while special
groups such as non-native speakers, the homeless, transients
and tourists may all be particularly vulnerable. However, there
are also some circumstances where this may not be the case
– for example, tourists are less at risk of losing all their worldly
possessions than local residents. Other possible indicators include the quality of dwellings or infrastructure.123 It is not easy
to decide on a purely theoretical, a priori basis which of these
indicators are suitable for measuring the factors alluded to
above in order to accurately describe the social vulnerability
of specific places and social groups. Cutter et al. therefore approached the development of their Social Vulnerability Index
from the opposite angle. They employed a factor analytic approach to identify obviously relevant indicators (referred to as
variables by Cutter et al.) based on the empirical data of several field studies of the various impacts of natural disasters on
different locations. These variables were then used to explain
the differences. Originally, more than 250 variables for social
vulnerability were collected. The use of statistical techniques
such as testing for m
 ulticolinearity124 among the variables

Cutter et al. 2003, p. 242.
Cutter et al. 2003, p. 243 f.
ibid., p. 245, see also pp. 246 – 249 for an overview of the relevant potential influences on social vulnerability discussed in the literature.
A phenomenon in multivariate regression analysis, where two or more explanatory variables are highly correlated, meaning that their individual
influence on the variable that they are being used to explain can no longer be identified. See Stock, J./Watson, M. 2012, Chapter 6.7.
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allowed this number to be reduced to 85. Further statistical
tests allowed the total to be whittled down to 42 variables on
which a detailed factor analysis was subsequently performed.
This resulted in the identification of eleven factors that explained 76.4 percent of the variance – i.e. the differences in
the impact of the same disaster on different locations. These
were multidimensional factors that incorporated 32 of the
variables. The eleven factors were used to produce a map of
social vulnerability in the United States. The unit of analysis
was the 3,141 counties in the United States, while the data
for the variables was drawn from the U.S. Census.125 In other
words, aggregated rather than individual, personal data were
used. On the one hand, this can be viewed as a positive insofar as it ensured that the individual rights of the people
affected were not violated. At the same time, however, it is
also true that the relatively coarse resolution of the county
level clearly requires significant refinement for the purposes of
local disaster management – if not to the individual level then
at least to the level of local aggregated data. Furthermore, the
available data and underlying theory mean that the SoVI is
a relative measure of social vulnerability. Specific places can
only be rated as more or less socially vulnerable than other
specific places or a predefined average.126
Following criticism of the SoVI by some sociologists, the factors relating to physical infrastructure were removed from the
index, despite their high explanatory power. This decision
was also partly due to the fact that the relevant data were not
available at local level. Moreover, certain variables became
unavailable as a result of changes to the U.S. Census. Nevertheless, it proved possible to replace these with new variables
that could still be obtained from the census data, such as
family structure, access to a car, etc. From a theoretical perspective, these can also be important determinants of social
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vulnerability. An updated version of the SoVI has now been
produced. In its current incarnation, it comprises 30 variables
that combine to produce a total of seven components (see
Table 2) which account for 72 percent of the variance in the
data.127 In the absence of a sound theoretical basis for differentiating between them, all the variables are assigned the
same weighting. In other words, each variable accounts for
1/30 of the total social vulnerability score.128
The map in Figure 6 was produced by applying the SoVI to
the county level in the US. Counties are divided into three
groups where the least vulnerable 20 percent (in relative
terms) are shown in blue and the most vulnerable 20 percent are shown in red. This provides a useful initial overview
of the areas that may require extra government assistance
and attention in the event of a natural disaster. On its
own, however, this tool is far less valuable than it would
be if taken together with additional data on biophysical
vulnerability. During the workshop, Cutter cited a study
of the parts of New Orleans that were flooded as a result
of Hurricane Katrina. In those areas where extreme flooding coincided with high levels of social vulnerability, the
percentage of people who returned once the flooding had
subsided was significantly lower than in socially and/or bio
physically less vulnerable parts of the city. Of course, it is of
particular interest to perform this type of analysis before
the occurrence of an adverse event rather than after it. The
index can thus once again be seen to be highly pertinent to
the definition of resilience used in this study. In conjunction
with data that accurately describe biophysical vulnerability,
the results obtained from the SoVI can be directly employed
in three of the five phases of the resilience cycle129. They
can thus provide a basis for strengthening the resilience
of societies and their subsystems. In the Prepare phase,

Cutter et al. 2003, p. 249ff.
ibid., p. 254.
HVRI 2013b.
Cutter et al. 2003, p. 254.
The resilience cycle is described in detail in the introductory chapter of this study. It comprises five phases: Prepare, Prevent, Protect, Respond
and Recover. In the interests of clarity, this model consciously simplifies the real-life resilience cycle which is characterised by parallel phases
with multiple branches. However, this complexity is still taken into account in the analysis.
55

Resilien-Tech

Table 2: Explanatory power and composition of SoVI components
COMPONENT

CARDINALITY

NAME

% VARIANCE
EXPLAINED

DOMINANT VARIABLES
QBLACK

1

+

Race (Black), Class, Poverty

−

Wealth

0.853

QCVLUN

0.692

17.45 QPOVTY

0.667

QNOAUTO

0.647
0.692

PERCAP

0.730

QRICH200K

0.810

15.69 POPDENS

0.790

MDHSEVAL

0.852

12.98 PPUNIT
QRENTER

4

5

6

+

+

+

Ethnicity (Hispanic)

Special Needs

Ethnicity (Native American)

9.34

+

Service Employment
Cumulative Variance Explained

Source: HVRI 2013c.
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−0.563
0.914
0.774
−0.672
−0.623

QSSBEN

0.801

QHISP

0.687

QFEMLBR

−0.669

QEXTRCT

0.598

QNOHLTH

0.728

QNRRES

0.628

6.73 QMOHO

−0.454

HOSPTPC

0.586

QNATAM

0.798

4.94 QESL
QNOAUTO

7

0.607

MDGRENT

QAGEDEP
Age (Elderly)

−0.794

QASIAN

MEDAGE
+

0.766

QED12LES

QNONURBAN

3

0.736

QFHH

QFAM

2

COMPONENT
LOADING

4.45 QSERV
71.56

−0.488
0.489
0.821
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Figure 6: Social Vulnerability Index results for the US

Source: HVRI 2013b.

they can help to identify a reas with particularly high social
vulnerability, allowing more efficient deployment of scarce
resources for contingency measures and awareness-raising
among the social groups in question. In the Protect phase, a
similar identification process also enables efficient resource
allocation, so that the highest possible increase in overall

social resilience can be delivered for a given level of resourcing. This is because, all else being equal, the deployment of
suitable protection technologies in areas whose inhabitants
are at high risk of losing their lives and/or property in the
event of a disaster is likely to have a greater impact than
in areas where the damage caused by a disaster would be
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expected to be significantly less severe.130 Moreover, during
the Recover phase, i.e. once the adverse event is over and
society is trying to get back on its feet as quickly as possible, the results obtained from the SoVI can also help with
the implementation of a smart recovery strategy that attempts not only to improve infrastructure but also to reduce
social vulnerability as much as possible.
The Social Vulnerability Index developed by Cutter and
her team has thus provided an exceptionally valuable
tool for US resilience theory and practice. However, it
will only offer similar benefits to decision-makers and security researchers in Germany if it can be shown to work
equally well in different cultural contexts. The fact that
versions of the SoVI that have been adapted to work
with the data available in the relevant regions have already been used in countries such as Norway, Portugal
and Indonesia suggests that it should be transferrable
to the German cultural context. Moreover, the Hazards
and Vulnerability Research Institute is continuously refining the Social Vulnerability Index and has plans to
incorporate additional variables at a finer resolution,
such as the number of homeless people, drug prescriptions and social capital data.131 As yet, no version of
the index has been developed for Germany. Given the
obvious usefulness of this tool, it would appear to be
worth investigating whether the corresponding metrics
can be developed for Germany and whether their use
there would be acceptable. While the SoVI could be directly implemented and adapted to the German context,
it could also provide a blueprint for indices designed to
measure different aspects of social vulnerability at different levels and different resolutions. In addition to the
social aspects addressed by the SoVI, there is a particularly urgent need for technology-oriented metrics as part
of a resilience-based strategy.
130
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3.2.2	THE NATIONAL ACADEMIES, USA – DISASTER
RESILIENCE: A NATIONAL IMPERATIVE
The National Academies of the United States are non-governmental academies of science that do not have links with
any political party. Their role is to advise policymakers and
government on current scientific and technological issues
and problems of national importance. The National Aca
demies comprise the National Academy of Sciences, the National Academy of Engineering and the Institute of Medicine. The three academies’ members are drawn from among
the most distinguished researchers in their respective fields.
The fourth organisation that belongs to the National Aca
demies is the National Research Council, which acts as their
operational arm and is tasked with undertaking research
initiatives.132 As such, it was responsible for the study entitled “Disaster Resilience. A national imperative”, in which
a team of researchers investigated ways of increasing the
United States’ resilience to natural disasters. In 2011, the
financial cost to the US of the damage caused by natural
disasters came to 55 billion dollars, without even attempting to calculate the cost of the 600 lives that were also lost.
This led to the launch of a large-scale study of resilience to
investigate how this damage could be significantly reduced
going forward. It was believed that increased social resili
ence would be an appropriate means of pursuing this aim.
The study’s goals were as follows:
1. To define the concept of National Resilience and its implications for the United States.
2. To establish concrete goals, baseline conditions, performance criteria and metrics for resilience.
3. To describe the current state of knowledge about resili
ence.

 purely economic interpretation might challenge this assumption by arguing that wealthy people have more to lose than poor people,
A
meaning that it makes more sense to deploy protection technologies in relatively prosperous areas. However, since natural disasters, terrorist
attacks, etc. pose a threat to human life, this would mean weighing up the value of a human life against economic goods. As a result, this type
of approach would appear to be morally indefensible, at least for policymakers, if not for insurance companies.
HVRI 2013.
The National Academies 2012.
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4. To outline the gaps in the research and obstacles that
need to be addressed to increase resilience to adverse
events.133
These goals closely match the goals of the “Resilien-Tech”
project, suggesting that the results of the National Aca
demies study should be carefully scrutinised to see whether
they contain any ideas that could contribute to the debate
in Germany, and if so, to what extent.
“Decisions by communities, states, regions, and the nation
regarding whether or not to invest in building resilience
are difficult. If building the culture and practice of disaster resilience were simple and inexpensive, the nation
would likely have taken steps to become more resilient already.”134 In other words, building resilience is neither easy
nor cheap. Nevertheless, a number of current trends mean
that it is absolutely essential to do so. There is no doubt
that adverse events will continue to occur in the future. The
geographical vulnerability of US society is increasing as a
result of a growing population and in particular the rising
number of people living in southern and coastal areas that
are at high risk from natural disasters such as droughts
and hurricanes. At the same time, failure to modernise the
country’s ageing critical infrastructure has meant that it is
already starting to fail of its own accord, posing a threat
to the supply of essential commodities to the population.
Moreover, this creaking infrastructure is no longer suit
able for meeting the growing challenges of the 21st century. In many cases, it is forced to operate outside of its
original physical performance parameters and is therefore
extremely vulnerable even to minor disturbances.135 The
discussions during the workshop made it clear that the
same thing could also be said of some parts of Germany’s
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critical infrastructure.136 In addition, infrastructures such as
State schools and the healthcare system are facing major
financial problems owing to the growth and ageing of the
US population. This in turn means that they will be significantly more vulnerable to extreme events, particularly
since they too are affected by the much-cited general trend
towards greater complexity and interconnectedness and
the resulting increased risk of cascading effects. Furthermore, try as we might to prevent them, risks will always be
a part of our lives and it will never be possible to eliminate
them completely. The National Academies also cite climate
change and the decline of natural “defences” against extreme weather events as further reasons for why it is so
important to increase resilience.137
In pursuit of these goals, the study initially sets out to
establish exactly what is meant by resilience. The authors
agreed on the following definition: resilience is the “ability
to prepare and plan for, absorb, recover from or more successfully adapt to actual or potential adverse events.”138
The striking resemblance between this definition of resili
ence and the one used in the “Resilien-Tech” project is no
coincidence. In addition to the work of Charlie Edwards
(see 3.2.3), Jon Coaffee (3.2.4) and the Swiss Center for
Security Studies (3.2.6), the German definition owes a
particular debt to the results of the National Academies
study. The Americans also use an all hazards approach,
according to which adverse events include not only natural disasters but also terrorist attacks, serious instances
of organised crime or large-scale industrial accidents. This
being said, their findings are almost exclusively based on
the analysis of natural disasters such as Hurricane Katrina
and their impacts. The researchers do not believe this to
be a problem – as far as they are concerned, a key feature

ibid., p. 1, 9ff.
ibid., p. 11.
ibid., p. 11.
This point was discussed at length during the “National Perspectives on Resilience” workshop (see Chapter 2). Germany needs roadmaps that
reliably describe the physical limitations of technological systems and their maximum capacity.
The National Academies 2012, p. 11f.
ibid., p. 12.
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of resilient societies is their ability to maintain their critical functions or at least restore them as quickly as possible, irrespective of the specific nature of the adverse event
(see also the example cited by Gerald Galloway in Chapter 3.2.6). All efforts are geared towards minimising the
human and economic impacts of disasters139 and this is
exactly what the characteristics of a resilient nation allow
it to do for its citizens. The National Academies describe
this in terms of a vision for the year 2030:
—— In a resilient nation, a “culture of resilience” exists
throughout society, from individuals to the highest levels of government.
—— Information on risks and vulnerability is transparent
and easily accessible to all.
—— Investments and policy decisions with regard to preparedness, mitigation, response and recovery have significantly reduced the human and economic costs of
adverse events.
—— Regional and local community coalitions are well organised and able to provide support before, during and
after a disaster.
—— Recovery after disasters is smooth and rapid and includes
funding through private capital.
—— The average per capita cost of disasters to the U.S. has
been declining for a decade.140
Transforming the United States into the resilient nation described above in the space of less than two decades will be
a huge challenge. Among a whole host of other measures,
it will require high and sustained investment in the modernisation of critical infrastructure systems. These will need to
be upgraded using innovative and advanced technologies
in order to meet the needs of the 21st century. Strategies for
increasing resilience should therefore form a fundamental
part of the design process of these technologies. Everything
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that engineers do will have to be rethought in terms of resilience engineering. It will also be necessary to incorporate
the core principles of resilience into building codes and
other relevant rules, regulations and laws.141 The pay-off
of investing in critical infrastructure resilience is especially
high.142 The National Academies study cites a report by the
Multi-Hazard Mitigation Council which found that for every
dollar spent on pre-event mitigation related to earthquakes,
wind and flooding, about four dollars were saved in postevent damages. By helping to mitigate the damage caused
by natural disasters, terrorist attacks or industrial accidents,
resilience engineering provides long-term benefits to society.143 Most of these benefits – i.e. the human lives saved
through appropriate prevention, protection and preparedness – cannot be quantified in financial terms. But even
those aspects that are financially quantifiable demonstrate
that resilience is not just an expensive add-on and must
form a fundamental part of future engineering strategies.
The National Academies study frames six recommendations
that are outlined in Table 3. The first recommendation concerns the establishment of a systematic database, that documents all types of adverse events on a statistically comparable basis. The systematic compilation and analysis of all this
information in a single database allows cost-benefit analyses
to be performed so that the case can be made for investing in
measures to increase resilience. The second recommendation
comes under the heading of a risk management strategy.
Since risks cannot be completely eliminated, it is necessary
to develop tools to ensure that when adverse events do occur,
the damage they cause can be kept to a minimum. This can
involve both structural and nonstructural measures. In effect,
the third recommendation amounts to the implementation
of the second recommendation within communities. Alongside the federal resilience measures that apply nationwide
and are mostly derived from the risk m
 anagement strategy

ibid., p. 14.
The National Academies 2012, p. 12.
The National Academies 2012, p. 13.
For more on the business case for resilience, see also the ideas of Jon Coaffee in Chapter 3.2.4.
The National Academies 2012, p. 13.
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d escribed in the second recommendation, community resili
ence coalitions should also be established to focus on the
local specificities that could constitute obstacles or opportunities in terms of the creation of resilient communities.
Recommendations four and five – Organising Principle and
Cooperation & Assessment – describe measures that can
be taken by the government and federal agencies to make
the United States more resilient as a whole. Resilience as an
organising principle means that federal government should
have an overarching vision of a resilient nation so that it can
communicate resilience as a goal in all areas of government
and society.144 In their sixth and final recommendation, the
National Academies call for the development of a National Resilience Scorecard. No suitable methods yet exist for
measuring the resilience of societies and their subsystems.145
This is hampering efforts to systematically identify the
weaknesses that need to be addressed, evaluate investment
costs in terms of their financial benefits and determine how
individual measures affect society’s resilience. Any successful

method of measuring resilience will need to incorporate the
all hazards approach, work with systems of different types,
sizes and purposes, and integrate all the different dimensions
of the concept of resilience. The National Academies argue
that this can only be done through a combination of indicators from all the different areas involved in resilience.146
During the workshop, Alexandra Eide and Lauren Augustine
presented their “Resilience Equation” which provides an excellent overview of the areas that need to be addressed in
order to create resilient societies. Figure 7 illustrates how the
resilience equation operates in theory and in practice. According to this approach, resilience can only be achieved through
a combination of engineering, physical science, protection of
critical infrastructure, social science, various aspects relating
to public health and good governance. Should the resilience
mechanisms in one of these areas fail, society will be unable
to respond resiliently to adverse events. Like Susan Cutter,
Eide and Augustine chose to use the example of Hurricane

Table 3: National Academies’ recommendations for a resilient nation
RECOMMENDATION

DETAILS

1. Database

Establishment of a database that documents all types of adverse events on a statistically comparable basis,
allowing cost-benefit analyses to be performed

2. Risk Management
Strategy

The design and implementation of risk management strategies including structural measures (resilient build
ing methods, upgrading of existing structures, building codes, etc.) and nonstructural measures (geographical
aspects, risk communication, early warning systems, insurance, tax incentives, etc.)

3. Community Resilience
Coalitions

The establishment of Public-Private Partnerships and other coalitions with key local organisations in order to
increase community resilience through vulnerability analyses, risk communication, resilience engineering of
critical infrastructure, etc., all of which should be geared towards the specific local circumstances

4. Organizing Principle

Incorporation of the concept into all the relevant government documents at federal level, resilience as an
organising principle

5. Cooperation &
Assessment

The relevant agencies should assess their own contribution to the nation’s resilience, cooperation should be
promoted between the responsible agencies

6. Resilience Scorecard

A combination of technological and social indicators should be developed that together provide a means of
measuring systems’ resilience, thus allowing different systems to be compared

Source: The National Academies 2012b, pp. 3 – 10, authors’ own summary.
144
145
146

The National Academies 2012, pp. 3 – 8, for more on the topic of the organising principle, see also Coaffee’s observations in Chapter 3.2.4.
See also Chapters 3.2.6 and 3.2.7. While there are a number of promising approaches to measuring resilience, there is as yet no consensus on
which methods are best.
The National Academies 2012, p. 10. For more on the issues connected with measuring resilience, see also Chapters 3.2.5, 3.2.6 and 3.2.7.
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Katrina. In this case, the early warning systems actually
functioned correctly, since the data obtained by physical scientists meant that there was in fact sufficient information
about the storm’s nature and intensity as well as its likely
path. Furthermore, government agencies also had accurate
data about social conditions within the city, its demography,
the distribution of its inhabitants and the differences in their
vulnerability to adverse events. According to Eide and Augustine, however, all the other parts of the equation were not
adequately covered and this is why the hurricane ultimately
had such a devastating impact. In summary, they argue that
a resilient society can only be established by paying equal
attention to all the different dimensions, from governance
aspects to social science methodologies and the research
and development of cutting-edge engineering technologies that incorporate resilience engineering principles. The
German resilience debate can benefit enormously from this
all-embracing understanding of the concept of resilience and
its detailed recommendations for individual areas of society.
The outputs of the “Resilien-Tech” project therefore incorporate many of the National Academies’ findings.

3.2.3 CHARLIE EDWARDS, UK – RESILIENT NATION
Charlie Edwards is Director of National Security and Resilience
Studies at the UK’s renowned Royal United Service Institute
(RUSI). Before joining the RUSI think tank, he also played a
leading role in the development of the UK’s CONTEST counter-
terrorism strategy which is based on a holistic understanding
of resilience. This is, for example, apparent in its chapter headings, which refer to the individual phases of the resilience cycle
(with the exception of the Recover phase). The Executive Summary also sets out an unmistakably holistic vision, outlining
a counter-terrorism strategy that does not rely exclusively on
measures such as increased surveillance. Instead, it addresses
all the different phases of terrorism.147 During the workshop,
Charlie Edwards introduced the key ideas contained in his publication “Resilient Nation”. The document begins by outlining
Edwards’ observations on the status quo in an increasingly
complex environment, with reference primarily to the UK. He
talks of a “brittle society” that has not yet actually broken but
which could easily be completely destabilised even by small
disturbances. Interconnectedness and complexity could result

Figure 7: The resilience equation in theory and in practice as illustrated by Hurricane Katrina

Source: Presentation by Eide/Augustine at the workshop “International Perspectives on Resilience”,
Photo right: ©NOAA Remote Sensing Division.
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in catastrophic cascading effects and the collapse of the entire
system, even if only a small part of the system were to fail.148
This is particularly true of the nation’s critical infrastructure, more than 85 percent of which is now owned by private, profit-oriented companies. Water, energy, food and
other important services are now supplied by the private
sector rather than the State. It is therefore vital that the
private sector should have a vested interest in guaranteeing security of supply – in other words, it is necessary to
make the business case for resilience. Edwards also points
out that, paradoxically, people in the UK have never been
safer as individuals. They have never been healthier or
wealthier and have never had so many tools to help them
live better lives. At the same time, however, people’s individual fears, complicated lives and high expectations
mean that society as a whole feels that it is more at risk
than ever.149 Resilience is key to combatting these risks –
later on in the document, Edwards describes how disasters
still occur frequently, despite the fact that we live safer
lives overall150. Edwards understands resilience to mean
more than simply the ability to bounce back after a disaster. If the concept of resilience as a characteristic of societies and individuals is to be of any use in addressing the
challenges of the future, then it will need to incorporate
aspects relating to learning and adaptation.151 Edwards
summarises his understanding of resilience in the following definition: “The capacity of an individual, community
or system to adapt in order to sustain an acceptable level
of function, structure and identity.”152
Based on this definition, Edwards developed a social
resilience cycle made up of four stages – mitigation,
preparedness, response and recovery (see Fig. 8). As already
mentioned in the introductory chapter, Edwards’ cycle forms
the basis of the resilience cycle used in the “Resilien-Tech”
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project. Some of the key ideas in our definition of resilience
are derived from Edwards’ work which is thus hugely relevant to the resilience debate in Germany. This is especially
true because Edwards’ definition of resilience is neither static nor reactive, criticisms that have both been levelled at
the way the term has been interpreted in some quarters in
Germany. The close similarity between Edwards’ ideas and
the definition of resilience used in the “Resilien-Tech” project becomes abundantly clear if we take a look at the four
stages of his resilience cycle:

Figure 8: Charlie Edwards’ Social Resilience Cycle
Response

Preparedness

Recovery

Mitigation

Source: Edwards 2009, p. 20.

—— Mitigation: this stage is essentially the same as the Prevent and Protect phases of the resilience cycle used in this
report. It involves measures geared towards preventing
adverse events (as far as possible) together with protective
measures that limit the negative impacts of disasters.
—— Preparedness: this involves measures for anticipating
disasters such as early warning systems, evacuation and
emergency plans, threat analyses, emergency exercises
and raising awareness about the potential dangers.

Edwards 2009, p. 25ff.
Edwards 2009, p. 16.
ibid., p. 35.
ibid., p. 10.
ibid., p. 18.
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—— Response: actions taken during and immediately after
a disaster. The focus here is on saving lives and minimising damage. This stage relates primarily to the role
of the professional and voluntary emergency services as
well as the first people who happen to be present at the
scene of a disaster.
—— Recovery: rebuilding and restoring a community after
a disaster. This stage involves learning from the past
rather than simply returning things to their previous
state.153
During the workshop, Edwards highlighted five characteristics of a resilient nation:
1. An awareness of the risks and dangers that exist and an
understanding of their potential impacts.
2. Clear responsibilities and interoperability in the event
of a disaster.
3. Close and reliable cooperation between the responsible
agencies before, during and after an adverse event.
4. Clear and consistent legislation and regulation on the
management of adverse events.
5. Transparency, as well as economical and efficient use
of the huge volumes of data and information that are
available in the age of big data.
Based on his definition of the concept of resilience and
the properties of resilient societies, Edwards concludes
his study by recommending implementation of a set of
measures that he refers to as the “four Es” – engagement, education, empowerment and encouragement.
These are intended to help the UK become a resilient
nation.154
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ebd., p. 19ff.
Edwards 2009, p. 80ff.

Engagement is used by Edwards to describe a new level of
communication between central government, local authorities, emergency planning officers, the emergency services,
etc. and the public. Rather than simply passing on information unilaterally, this involves effective on-the-spot engagement with the people directly affected by disasters. The
second E, which stands for education, is in a similar vein.
Education is key to the establishment of a resilient society.
Every single member of society should, as far as possible,
have a basic knowledge of the relevant threats and risks
and of how to behave in the event of a disaster, as well as a
more specific knowledge of the factors that are relevant to
them personally (e.g. geographical factors). Practical examples of how this measure can be implemented already exist
e.g. in Essex (see 3.3.2). If people are already well educated
about the threats and risks as well as how to behave in
the event of a disaster, then they are ready for the third E,
which is empowerment. By this, Edwards means measures
that enable the people affected by a disaster to take action
themselves in order to minimise its negative impacts. One
way of doing this can be to arrange emergency planning
exercises, especially at local level. The last E stands for encouragement and relates to the more psychological aspects
of empowerment. The idea is to encourage members of the
public to become actively engaged, thereby contributing to
society’s overall resilience.
Edwards’ conclusions provide valuable material both for the
general debate on resilience in Germany and for the specific recommendations of this study. If a society is to become
resilient, then so must its citizens. The State can help them
do this through engagement, education, empowerment and
encouragement. Edwards’ four Es describe how this can be
achieved in practice. Edwards also made a rather surprising
observation during the workshop which could provide a valu
able insight for the debate in Germany – he argued that
many things actually work extremely well during a disaster.
People come to each other’s help, early warning systems do
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what it says on the tin and embankments hold back the flood
waters, to name but a few examples. The mere act of talking
about the things that work well – without, of course, becoming complacent – is in itself a way of increasing a society’s
resilience by strengthening its belief in its own abilities.

3.2.4	JON COAFFEE, UK – THE INTERPLAY BETWEEN
PHYSICAL AND SOCIO-POLITICAL ASPECTS OF
URBAN RESILIENCE
Jon Coaffee is one of the world’s foremost experts on the
subject of urban resilience. He is Professor in Urban Geo
graphy at the Centre for Interdisciplinary Methodologies
at the University of Warwick and also runs the web site
www.urbanresilience.net, which serves as a platform for
sharing research findings and practical examples on the
topic of urban resilience. In the blog that appears on this
web site, he also addresses e.g. the economic aspects of
resilience. He discusses the idea of employing a “dual-use”
strategy with regard to measures for increasing resilience.
For example, he looks at how structural robustness can
provide a defence against both terrorist attacks and natural disasters such as flooding, a feature that can be used
as a compelling marketing tool for the relevant buildings
or locations. He also explores the idea that measures to
boost resilience could result in lower insurance premiums,
creating a win-win situation for insurers and policyholders.
While the cost of being insured would fall for the latter, the
former would also benefit from having to pay out lower average sums on a less frequent basis. This contrasts with the
strategy usually adopted by insurance companies, which
is not to provide any cover at all for unforeseeable major
adverse events in high-risk areas, something that poses a
huge problem for people living in coastal areas or flood
plains, for example. Another idea that could contribute to
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the business case for resilience would be to appeal to the
social responsibility of private-sector companies. It might be
possible to get them to act in a resilience-aware manner
through a combination of public pressure and their desire
to protect their good name. However, according to Coaffee,
this approach runs the risk of lacking transparency and being inherently unsuccessful. Coaffee distinguishes between
these three “carrot approaches” and the “stick approaches”
enforced by the State, i.e. legislation and regulation. While
on the one hand compulsory measures can be criticised for
failing to make a genuine business case, excessive bureaucracy means that they are in any case rarely implemented.
According to Coaffee – and the United Nations Office for
Disaster Risk Reduction, which provides the basis for much
of his arguments155 – in the future cities and regions will
inevitably start using resilience as an offensive marketing
strategy for attracting investment. In an age characterised
by growing vulnerability, resilience may thus offer indirect
economic benefits, since businesses will be likelier to locate
to and invest in areas that are safer and more secure. This
will have the knock-on effect of increasing tax revenue, providing government agencies with funds that can be invested in resilience.156
But what exactly does investing in resilience mean? According to Coaffee, the concept of resilience developed
as a response to the fatalistic view of a high-risk society.
Coaffee argues that a large part of what makes resilience
attractive has to do with the fact that it is a positive-sounding term. These positive connotations make it significantly
easier to sell the underlying concept to policymakers and
explain it to the public, rather than constantly reiterating
the growing number of hazards, threats, vulnerabilities and
problems to which we are all exposed. National Academies
representative Lauren Augustine made a similar case during the workshop. Coaffee, however, also delivers a critique

In 2013, the United Nations Office for Disaster Risk Reduction published the third edition of its Global Assessment Report on Disaster Risk
Reduction, entitled “From Shared Risk to Shared Value: The Business Case for Disaster Risk Reduction”. Coaffee uses the report as a basis for
discussing how a business case can be made for the wider urban resilience approach. URL: http://www.preventionweb.net/english/hyogo/
gar/2013/en/home/download.html [accessed: 17. 12. 2013].
Coaffee 2013.
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of the term “resilience”. What matters to him is the under
lying concept. He argues that the decision to use the word
“resilience” is politically motivated, meaning that although
it may be the term of choice today, no-one knows what
we will use to describe the same concept in a few years
time. The German debate can take Coaffee’s ideas in this
regard one step further – the fact that the German term
“Resilienz” is an English loan word that is virtually unknown outside of a small community of researchers means
that it can be imbued with positive connotations that can
themselves help to increase society’s resilience. This is in
keeping with what Edwards refers to as the need to talk
about the things that work well.
Whilst the term’s semantic import is all well and good, it
is of course the content of the underlying concept that
really matters. According to Coaffee, this has evolved
from a purely reactive understanding of resilience as the

technical robustness and redundancy of systems to an
all-embracing interpretation that gives equal weight to
the socioeconomic, political and technological aspects
(see Fig. 9). Resilience has thus become a kind of organising principle for government policy initiatives, incorporating planning, prevention, holistic threat management,
response measures, increased subsidiarity and greater
utilisation of modern technologies and data analysis techniques. Moreover, the evolution of the concept does not
stop here.
Coaffee believes that a “fourth wave” of resilience is imminent. In the future, the State will no longer be solely
responsible for society’s safety, security and well-being.
Resilience will also need to be promoted at local level
through the engagement and empowerment of citizens.
Instead of the State using regulation and legislation
to create resilience, the emphasis will be on a more

Figure 9: Jon Coaffee’s model of the evolution of the concept of resilience
3rd Wave resilience
Ability of businesses, governments and communities to anticipate shocks, and
ultimately embed resilience within everyday activities
(i.e. the symbiosis of the socio-economic, political and technical aspects of
resilience, the ability to attain a culture of “resilience”)

2nd Wave resilience
Ability of businesses, governments and communities to absorb shocks and
take preventative actions
(i.e. the socio-economic agility of society to manage shocks)

1st Wave resilience
Ability of systems to absorb shocks
(i.e. the technical/physical robustness and redundancy of systems)

Source: Presentation by Jon Coaffee at the workshop “International Perspectives on Resilience”, see Coaffee 2013b.
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c ooperative approach. Local resilience in local communities will be created by local actors to serve their own local interests – with professional support from government
agencies. Coaffee uses the term “responsibilisation” to
describe this trend towards citizens taking on greater individual responsibility.157 His understanding of resilience
thus clearly has a lot in common with the ideas outlined
in Charlie Edwards’ “Resilient Nation”. In addition to this
focus on the local level, Coaffee also identifies a trend
towards the development and marketing of smart technological solutions. As well as phenomena such as big
data, software algorithms, sensors and digital technologies, the use of software to record different aspects of
our everyday lives and crowdsourcing, this also includes
the establishment of intelligent operations centres such
as those currently being promoted by companies such as
IBM.158 One example cited by Coaffee during the workshop is predictive crime analysis, which is already being
used by some police departments in the US. Data analysis
techniques make it possible to predict where crimes are
likely to occur, allowing police resources to be deployed
more efficiently and effectively. Nevertheless, Coaffee believes that so-called smart technologies are also accompanied by a variety of ethical, moral and legal pitfalls. He
describes this approach to increasing urban resilience as
“black box urbanism”. While the advantages of the technology may be indisputable, there is an urgent need to
address unanswered questions about who controls it and
who its main beneficiaries are.
In summary, Jon Coaffee recognises and clearly describes
both the risks and the major opportunities that are implicit
in the concept of resilience. His emphasis on the local aspects of resilience and citizen empowerment at local level
could provide a valuable input to the debate in Germany.
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The term “responsibilisation” is also something that the German debate should analyse and discuss. Equally important
were the thought-provoking ideas on the subject of unknown
unknowns that he expressed in connection with exceptional,
unexpected events such as 9/11 and the Japan tsunami in
March 2011, the impact of which was dramatically exacerbated by unforeseen cascading effects. The question he raised
in this regard was whether societies should even attempt to
prepare for black swan events, given that their unpredictability – particularly in terms of the damage they cause – might
require a disproportionately high level of investment.159
Coaffee also discusses the connection between the concepts of resilience and sustainability, claiming that “Resili
ence is the union of sustainability and security, with the
former redefined by the latter.”160 While there are undoubtedly those who might wish to challenge this statement, the
basic idea that Coaffee is addressing here is extremely important: it is impossible to make a case for resilience without also including sustainability as the central paradigm
of social development in Germany. Both goals – a resilient
society and sustainable development – must be addressed
together. Studies carried out as part of the “Resilien-Tech”
project have shown that genuinely sustainable development cannot occur without resilience. It is thus impossible
to overstate the importance of resilience as a key component of sustainability (see also 3.4).

3.2.5	WOLFGANG KRÖGER, SWITZERLAND – A
RESILIENT CRITICAL ENERGY INFRASTRUCTURE
Since mid-2011, Wolfgang Kröger has served as the Executive Director of the ETH Risk Center in Zürich. While the ETH
Risk Center investigates questions that are also a ddressed

Coaffee discusses this idea in detail in: Coaffee et al. 2009, pp. 230 – 240.
IBM 2013.
Strictly speaking, it is logically impossible to make explicit preparations for unknown unknowns, since by definition these are events that nobody knows about until they occur. However, it is possible to make general preparations for disasters of all types. These may subsequently help
to successfully cope with adverse events that were not initially predicted.
Coaffee et al. 2009, p. 262.
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by the field of resilience research, it looks at them from
a risk-based perspective.161 Kröger’s presentation to the
workshop concentrated on the security of Europe’s energy
infrastructure. He used this specific example to illustrate
his views on the concept of resilience in general. The goal
of Europe’s energy infrastructure networks is to supply society with secure, sustainable and affordable energy. Security refers to the quantity and quality of energy available
at any given time. Kröger was able to use the example of
our energy supply to vividly illustrate two trends that have
already been alluded to several times in this study: the
increased vulnerability and growing complexity162 of the
critical infrastructure required for our society to function
smoothly. Table 4 lists the major power outages that have
occurred in recent years, showing that these blackouts are
actually far more common than people realise. According
to Kröger, the general public in Europe is completely un
aware of just how likely a lengthy, widespread blackout really is. Moreover, the causes of the blackouts are indicative
of the fact that systems are becoming more and more complex. Kröger cites the example of a blackout in November
2006 that affected some 15 million households in western
Europe. The outage was traced back to the planned disconnection of part of the grid and was ultimately caused
by a number of different, interconnected, mutually exacerbating factors, some of which were technical (power grid
overload), some of which were natural (high winds), some
of which involved human error (inattentive operators) and
some of which were organisational (networked system). A
major blackout can thus be triggered by relatively minor
problems. Kröger argues that this is in part due to the fact
that we often use our systems outside of the parameters
for which they were originally designed.163 This means that
while terrorist attacks or natural disasters are no longer
even necessary to paralyse a system like our energy supply,
the damage that they cause to an already vulnerable system can be catastrophic.
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Kröger uses networked system modelling techniques to describe the complexity of modern infrastructure and evaluate
its vulnerability. These models must be capable of capturing
the local interactions between a wide range of interconnected components which combine to create the global system
behaviour. They should also be able to cater both for normal
operating conditions and for a broad spectrum of exceptions
caused by different types of adverse events. Kröger contends
that traditional methods based on reductionism and causal
chains struggle to cope with these requirements. Nevertheless, Kröger employed a heuristic, model-based approach
to simulate the Swiss electricity grid and how it responds to
disturbances. The Swiss grid comprises 242 nodes (power
plants, substations, consumers) and 310 edges (high-voltage
power lines). Simulations were performed both for targeted
attacks on important nodes and for random edge failures.
The results indicated that the grid would become unstable in
the event of targeted attacks on the most important nodes,
but did not identify cascading effects as a major threat.
The researchers found that the system had unexpectedly
large safety margins. Kröger believes that the next stage in
modelling this kind of complex system could be to employ
agent-based techniques to stochastically simulate all the
system’s components in order to describe the behaviour of
the entire system without resorting to predefined scenarios
or system states. The take-home message as far as Germany
is concerned is that in order to understand complex systems
and take the right measures to increase their resilience, it is
necessary to employ innovative modelling approaches using
modern network- or agent-based techniques.
The complexity of today’s critical infrastructure forms the
backdrop to Kröger’s definition of the concept of resilience.
Resilience can be understood as “the ability of a system or
a system-of-systems to resist/absorb initial adverse effects
of a disruptive (shocking or creeping) internal or external
event/force (stressor) and the time/speed at which it is able

ETH Risk Center 2013, 2013b.
For more on the term complexity, see also e.g. Al-Khudhairy et al. 2012, p. 574ff.
The National Academies 2012, p. 11.
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to return to an appropriate functionality/equilibrium.” As
can be seen from Figure 10, this interpretation of resilience
has a lot in common with those of Cutter, the National
Academies, Edwards and Coaffee. Although his definition
is informed by a technological science perspective, Kröger
does not restrict it to the aspects of robustness and redundancy. Instead, he argues that in addition to achieving the
fastest possible recovery from a shock, the focus of resilient strategies should also be on adapting, learning and
transforming in order to ensure that this recovery is as sustainable as possible. Resilient systems should not only be

able to bounce back to their original condition164 in which
they were able to perform an important function for society to at least an adequate standard. Instead, thanks to
their inherent ability to keep developing, they should be
capable of improving their performance and reducing their
vulnerability to future adverse events. In Kröger’s view, adverse events include not only one-off disasters but also the
creeping decay that affects critical infrastructure as it gets
older. In general, he does not believe the physical, technological systems that comprise critical infrastructure to be
important in themselves. All that matters is the function

Table 4: Significant major power blackouts in recent years
LOSS
[GW]

BLACKOUT

DURATION
[H]

PEOPLE AFFECTED

MAIN CAUSES

Aug. 14, 2003

Great Lakes, NYC

~60

~16

50 million

inadequate right-of-way maintenance,
EMS failure,
poor coordination among neighbouring
TSOs

Aug. 28, 2003

London

0.72

1

500,000

Incorrect line protection device setting

Sept. 23, 2003

Denmark/Sweden

6.4

~7

4.2 million

Two independent component failures
(not covered by N-1 rule)

Sept. 28, 2003

Italy

~30

up to 18

56 million

High load flow CH-I, line flashovers, poor
coordination among neighbouring TSOs

July 12, 2004

Athens

~9

~3

5 million

Voltage collapse

May 25, 2005

Moscow

2.5

~4

4 million

Transformer fire, high demand leading to
overload conditions

June 22, 2005

Switzerland
(railway supply)

0.2

~3

200,000
passengers

Non-fulfilment of the N-1 rule, wrong documentation of line protection settings, inadequate alarm
processing

Aug. 14, 2006

Tokyo

?

~5

0.8 Mio households

Damage of a main line due to construction work

Nov. 4, 2006

Western Europe
(planned line cut off)

~14

~2

15 Mio households

High load flow D-NL, violation of the N-1 rule,
poor inter-TSo coordination

Nov. 10, 2009

Brazil, Paraguay

~14

~4

60 million

Short circuit on key power line due to bad
weather, Itaipu hydro (18 GW) shut down

41

days

March 11, 2011 Northern Honshu

Grid destruction by earthquake & tsunami/
supply gap

Source: Presentation by Wolfgang Kröger at the workshop “International Perspectives on Resilience” plus author’s amendments,
see e.g. Kröger 2011, p. 70.
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This corresponds to the purely technological definition of resilience, see the introductory chapter to this study.
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that the infrastructure performs for society. For example,
the function of electricity remains the same irrespective of
whether it was generated by a hydroelectric, wind-powered,
coal-fired or nuclear power plant. The differences that do
matter concern its cost, sustainability and security. Depending on what we mean by security, our definition of resilience
can be purely technological or can be extended to include
socio-technical systems. According to Kröger, the best way
of creating resilient critical infrastructure that continues to
perform its function for society even in the face of adverse
events is to employ socio-technical solutions that integrate
and attach equal importance to the technological, economic, social and legal aspects.

Kröger understands resilience as part of the overall concept
of vulnerability. We have consciously chosen not to adopt
this approach in the “Resilien-Tech” project, preferring instead to use the definition of vulnerability developed by
Cutter for the SoVI index. Nevertheless, Kröger has a number of useful ideas that can enrich the resilience debate
in Germany. These remain valid even if resilience is not
interpreted within the overall context of vulnerability. For
example, he repeatedly stresses the need to raise public
awareness of the fact that adverse events can and do occur, often causing serious damage. Kröger’s emphasis on
awareness building is shared by other researchers, including Edwards. Of course, the very act of informing the public

Figure 10: How resilient and non-resilient systems respond to a shock
Shock

adapt (learn)

transform

[4] adaptive behavior

System Performance MOP x

[1] robust behavior
Resilience
Loss

[2] “ductile” behavior

Elasticity
threshold xcr

[3] “collapsing” behavior
absorb

recover
Time t

Four essential patterns, (1) absorbing a shock without collapsing, (2) recovering from a shock to gain structure, functions and essential feedback loops again,
(3) adapting through self-organization and learning, and (4) eventually transforming into a different system by altering structures, functions and feedback loops.

Source: Presentation by Wolfgang Kröger at the workshop “International Perspectives on Resilience”.
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about potential risks and threats also involves shattering
the illusion that they live in a completely safe and secure
“zero-risk society”.
Resilience can be increased through functional, technologi
cal redundancy. However, Kröger raises questions about
whether we can justify the cost of expensive redundancy
measures to safeguard the functioning of technological systems. In view of the fact that financial resources are limited
and bearing in mind the conflicts that sometimes arise regarding the efficient use of scarce resources, he makes the
case for creating smart redundancies, e.g. at the software
rather than the hardware level. As far as the phenomena of
complexity and automation are concerned, he does not believe either to be positive or negative in itself, arguing that
it is simply a case of striking the right balance. Both too
much and too little complexity are to be avoided. Too little
complexity leads to inefficient systems that do not function
optimally because they fail to leverage the benefits that
can be achieved through networking. However, too much
complexity can create unmanageable systems that no-one
understands and which can thus no longer be meaningfully
controlled or used. A level of complexity where everything
is connected to everything else is thus also undesirable. For
instance, Kröger specifically argues that for reasons of security the public Internet should under no circumstances be
used for the critical functions of key infrastructure.
There is no doubt that automation and the replacement of
human systems by technological ones can have a positive
impact thanks to the greater average reliability of technology. However, in unforeseen one-off situations, only human
intelligence and improvisation are capable of rapidly resolving apparently out-of-control situations thanks to our ability
to be creative and think out of the box. These are abilities
that routine-bound technological systems have (hitherto)
been unable to develop to the required degree. This is one
of the reasons why Kröger believes that it is essential for the
latest scientific discoveries, technologies and models to be

implemented in resilient systems. He also argues that it is
only possible to achieve resilience by constantly adapting
to external change and responding to it in an appropriate
– potentially even proactive – manner.
In summary, Kröger believes that the concept of resilience
has great potential, but also contends that it requires further development, particularly with regard to the protection
and security of critical infrastructure. This is especially true
because hardly any techniques currently exist for adequately quantifying or measuring resilience. The ability to quantify resilience is essential so that the resilience of different
systems can be compared, allowing them to be more easily
optimised. Kröger emphasises that there is still much work
to be done in this area, a view that is explicitly endorsed
by the authors of this study as far as the German context
is concerned.

3.2.6	TIMOTHY PRIOR, SWITZERLAND – POTENTIAL
PROBLEMS WITH THE CONCEPT OF RESILIENCE
AND ITS MEASUREMENT
Timothy Prior is head of the “Risk and Resilience” research
team at the ETH Center for Security Studies (CSS) in Zürich,
which investigates aspects of social and technological resilience in the context of disasters and crisis situations. His
presentation to the workshop focused on the issue of measuring resilience. His purpose in asking whether resilience
can be measured – and if so how – is to find an objective
measurement of resilience which, whilst primarily applicable to infrastructure, can also function in the context of society as a whole. This would allow the actors responsible
for different areas to efficiently optimise the resilience of
the area under their control through benchmarking, learning from others and the deployment of targeted measures.
This is a premise that Prior shares with Kröger and indeed
with the many other researchers who are investigating ways
of measuring resilience. The Swiss emergency 
planning
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a uthorities already use the concept of resilience in their
plans for protecting critical infrastructure – during the
workshop, Kröger alluded to their definition of resilience,
which is very similar to his own. The problem, however, is
that there is as yet no objective way of determining whether
critical infrastructure is resilient and if so to what extent.
Prior made the telling point that it is in fact extremely difficult to measure resilience.
Also of interest to the debate in Germany are the findings
of a study that were published in a recent article by Prior and Florian Roth in the “Journal of Strategic Security”.
In an age of growing globalisation and in recognition of
the fact that it is increasingly hard to predict when adverse
events will occur and how serious they will be, Prior and
Roth propose that cities should adopt a double-track strategy. Firstly, cities must improve their capacity to plan for risks
and potential adverse events that they would previously not
have taken into account. To this end, they should strengthen cooperation between the different emergency planning
authorities and other relevant experts. Moreover, the use
of advanced system modelling techniques postulated by
Kröger can help to identify vulnerabilities so that the appropriate counter-measures can be taken. The second part of
the strategy addresses what happens once a disaster has occurred. Preparedness and good planning notwithstanding,
it will still not be possible to prevent or even predict every
adverse event. However, cities can still (re)act resiliently in
the event of an unforeseen major disaster. This requires flexible response strategies that help to activate the potential
of the community and the responsible authorities without –
as far as possible – being tied to specific types of disaster.165
One example of this type of resilience was cited by Gerald E.
Galloway during the workshop. It involved a major flooding
event in a small US town situated near a nuclear power
plant. Because of the town’s location, regular disaster exercises had been carried out and residents were conscious
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Prior/Roth 2013, p. 68.
The National Academies 2012, p. 28, 2012b, p. 8.
Trachsler 2009, p. 1.

of the risk that a disaster – albeit a very different type of
disaster – might occur. Consequently, when the floods occurred it proved possible to rapidly pool the resources of
the two hospitals which were kept open thanks to a robust
backup electricity supply. The upshot was that not a single
human life was lost as a result of the flooding.166 This once
again highlights the importance of two particular points
for the resilience debate in Germany. Firstly, it is absolutely
key for the public to be aware that adverse events can and
do occur. And secondly, regular rehearsal of what to do in
the event of a disaster not only creates this awareness, but
also gives people the belief that they are well equipped and
prepared to cope with any type of disaster. And the mere
fact of believing means that they are to some extent better
able to do so.
In addition to Prior’s ideas, the work of the CSS at the ETH
Zürich is also of great interest to the “Resilien-Tech” project.
The Center’s analyses and descriptions of various concepts
informed much of the content of this study’s introductory
chapter. In particular, our working definition of resilience
owes a substantial debt to the work carried out by the CSS:
“Resilience aims to increase the general ability of technological and social systems to endure and regenerate.” It is
the “capacity of a system or society to cope swiftly with
an unexpected disaster or crisis and restore functionality
and performance as rapidly as possible.”167 This definition
of resilience, which was published in the “CSS Analysis in
Security Policy” series, contains many of the concept’s key
points. The CSS has also developed its own resilience cycle
(see Fig. 11) which is similar to the one based on the work
of Charlie Edwards that is used in this study. It comprises
the four s tages of preparedness, crisis response, recovery and
damage limitation. The resulting “R4 Framework” features
different combinations of the qualities of Robustness, Redundancy, Resourcefulness and Rapidity. These four characteristics are a trademark of highly resilient societies.
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Figure 11: The resilience cycle of the Center for Security Studies at the
ETH Zürich

Resilience Cycle
Recovery:
resourcefulness &
rapidity

Damage limitation:
robustness &
redundancy

Integrated
Resilience Cycle

Crisis response:
resourcefulness &
rapidity

Preparedness:
robustness &
redundancy

Source: Trachsler 2009, p. 2.

Like in Germany, however, the 2009 CSS Analysis found
that the concept of resilience has not yet been fully leveraged in Switzerland. This is due to the lack of a common
understanding of the term which is consequently only
used as a vague way of referring to “a society’s basic capacity to overcome a crisis”.168 As a result, in 2011 the
CSS carried out an analysis of current international perspectives on the term and concept of resilience. The subsequent report, entitled “Risk Analysis. Resilience – Trends
in Policy and Research”, addresses almost the same objectives as the “Resilien-Tech” project, albeit within a more
limited remit. The focus of the study was to produce a
descriptive overview of government programmes and how
they use and understand the concept of resilience, together with ideas and projects on measuring resilience.169 The
countries included were the US, the UK, Australia, Canada, Germany, Singapore and Israel.170 The approaches to
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measuring resilience came mainly from the US, with one
each from Israel and France.171
The study found that the US, the UK, Australia, Canada
and Germany share a very similar understanding of resili
ence. There are striking similarities to the definition of
resilience used in this study. On the other hand, both Singapore (where resilience is viewed as a desirable national
“ideology”) and Israel (where the focus is exclusively on
counter-terrorism and there is no interest in the all hazards approach) have a completely different approach to
resilience.172
The study’s authors, Corinne Bara and Gabriel Brönnimann, found that the various methods of measuring resilience that they examined could not be compared with
each other, since the units of analysis, indicators, methodologies, data and goals of the different indices were
all completely different. There was once again a clear
difference between approaches that are more concerned
with critical infrastructure resilience and those that aim
to investigate community resilience. However, since a society’s resilience can only be increased if all the relevant
social factors work together – as demonstrated by the National Academies’ resilience equation and in several other
places in this study, it is in principle extremely difficult
to find suitable indicators for measuring the resilience of
individual subsystems.173 It is, on the other hand, possible
to measure the robustness of energy supply networks or
the social vulnerability of communities and social groups.
These measurements can provide a basis for implementing
measures to increase robustness or reduce vulnerability,
both of which can improve society’s resilience as long as
the effects that the complex interconnectedness of different systems has on efforts to increase robustness or reduce

Trachsler 2009, p. 3, own translation.
Bara/Brönnimann 2011, p. 5f.
ibid., pp. 8 – 24.
ibid., pp. 26 – 31, for more on the approach of France’s Haut Comité Français pour la Défense Civile, see 3.2.7.
ibid., p. 25.
Bara/Brönnimann 2011, p. 32f.
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vulnerability are recognised and taken into account. Other
problems with measuring resilience include difficulty in
accessing the relevant data, the question of whether resili
ence is more a behaviour than a state, the key aspect of
adaptation and learning – how do we gauge whether the
system’s new state after a disaster is better or worse than
the previous status quo? – and the fact that resilience
also emerges from the relationships between subsystems,
meaning that resilient subsystems do not necessarily create a resilient overall system and vice versa.
However, despite all these problems, Bara and Brönnimann
do not argue that the search for appropriate indices for
measuring resilience should simply be abandoned. Instead,
they propose taking a step back and making greater use
of inductive methods to gain a better understanding of
the features of individual societies that comprise resilient
behaviour. Examples where it is obvious from the affected
system’s response that it possesses a high level of resilience
should be systematically investigated in the form of case
studies in order to identify common factors that could be
responsible for the system’s resilient behaviour.174

3.2.7	CHRISTIAN SOMMADE & LÉO MULLER, FRANCE
– TERRITORIAL RESILIENCE INDEX
Christian Sommade and Léo Muller of the Haut Comité
Français pour la Défense Civile (HCFDC) gave a presentation
to the workshop on the HCFDC’s Territorial Resilience Index.
The Index, which is based on the outcomes of a pilot study,
aims to provide information on those aspects of resilience
that can be realistically measured. Now employed as the
HCFDC’s Executive Director, Sommade has 25 years’ previous experience in the security and defence industry where
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his work focused mainly on CBRN defence and crisis management. Muller led the HCFDC study that developed the Territorial Resilience Index. The HCFDC is an independent think
tank headquartered in Paris that conducts research on security issues and resilience. It also acts as platform for dialogue
between its elected members, experts, industry, members
of the public and infrastructure operators.175 In addition to
conferences, Webinars and monthly breakfast debates in the
French Senate on global and civil security issues, the HCFDC
also offers year-round 250-hour courses on “Resilience and
Societal Security”.176 The HCFDC also awards the “Pavillon
Orange pour la Sauvegarde des Populations” (Orange Flag
for Public Protection) to towns, cities and communities that
fulfil the relevant criteria. The data are obtained via an online questionnaire comprising 350 questions. One of the key
criteria is the extent to which the town or community has
formulated and implemented local civil defence plans.177
The goal of the Territorial Resilience Index project that was
presented at the workshop is to develop a pilot index for the
region of Brittany. The project is funded by the French Ministry of Ecology and Sustainable Development. Brittany was
chosen for the study because it is at high risk from natural
disasters and industrial accidents.178 The aim of the index is
to measure territorial resilience, i.e. the societal resilience of a
given geographical unit. The HCFDC researchers define societal resilience as follows: “Means and actions a society uses
at the collective and individual level in order to be able to
prevent and withstand disasters and aggressions of all kind
with the less damage on the functioning of the society [sic].
It would also permit society to adapt or reconstruct itself. It
implies risks and threats awareness, prevention and preparation planning, straightness of the behaviours, psychological
strength and sense of general interest.” The T erritorial Resili
ence Index is a qualitative way of measuring the impact of
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Figure 12: Structure, variables and indicators of the Territorial Resilience Index
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Source: Presentation by Sommade/Muller at the workshop “International Perspectives on Resilience”, © HCFDC.

an adverse event (natural disaster or industrial accident) on
the people, economy, environment and cultural heritage of
a particular region. To this end, the index was developed by
studying existing plans and programmes in the areas of emergency planning, risk management and risk communication,
available types of insurance cover for this kind of damage,
etc. Eight societal resilience variables were identified and various indicators were chosen to measure them.179 Figure 12
depicts the structure of the Territorial Resilience Index. An
online questionnaire provided the basis for establishing the
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values of the 20-plus indicators. This data was obtained from
the relevant local stakeholders, e.g. local mayors and emergency planning officers. The online questionnaire systematically structures what are at first sight rather disparate factors,
ranging from the seriousness of past disasters to emergency
planning budgets and disaster exercises and training. This
approach does mean that the quality of the data used for
the Territorial R
 esilience Index is dependent on the subjective
evaluations of local leaders. Nonetheless, the methodology subsequently employed by Sommade and Muller’s team

ibid., p. 28f.
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constitutes an extremely interesting approach to measuring
resilience that could prove valuable to the debate in Germany.
Once the individual values for the different indicators have
been collected, they are grouped together under the eight
variables that have already been alluded to. These variables
are Occurrence, Intensity, Stakes, Vulnerability, Anticipation,
Preparedness, Consciousness and Management. The first four
are then combined under the category of Gravity, while the
last four are grouped together under Reactivity. The scores
for all the different indicators are added together (maximum
score 100, minimum 0) to allow gravity and reactivity scores
of between 1 and 5 to be derived. The final step is to compare
these two scores. If the reactivity score is higher than the gravity score, the entity in question can be said to be resilient to
adverse events. If the scores are equal, then the entity is capable of coping with known hazards but lacks the resources and
buffers to successfully withstand unforeseen threats. If the
gravity score is higher than the reactivity score, the entity has
little or no resilience to adverse events and the impact of any
disasters is likely to be extremely serious. The Territorial Resili
ence Index expresses these qualitative predictions as a score
between 5 (very resilient) and 1 (not resilient) for each of the
three types of hazard included in the study (meteorological,
geological and industrial hazards). The definition of a score of
4 (resilient) is particularly unusual. If the reactivity score is one
point higher than the gravity score, then the entity in question
is rated as resilient, while it is rated as very resilient if it is two
points higher. However, if the reactivity score is three or even
four points higher than the gravity score, the entity is only
rated as resilient rather than very resilient. This rating system
is based on a very revealing insight. Some towns or communities that have hardly been affected by adverse events in the
past have low vulnerability vis-à-vis future disasters and would
probably suffer very little human and economic damage or
other impacts if a disaster did occur. If they nonetheless also
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have a very high reactivity score, then they are obviously not
making optimal use of the available resources. Rather than
resilience simply requiring sufficient resources to be deployed,
it is thus also important that these resources should be deployed in the correct manner. Given that the HCFDC approach
sets out to measure resilience to specific hazards, in some
communities a score of 4 could indicate that they may be
concentrating on the wrong hazard and that it would be more
effective to redirect their resources elsewhere.180
One major advantage of this complex approach to measuring resilience is that it provides an absolute yardstick. The
people who fill out the online questionnaire are asked to
evaluate the risks, procedures, budgets, etc. in their own administrative unit, without reference to the scores of any other
units. This means that it is possible to assess the resilience of
individual units independently of the larger statistical population. However, as described above, this advantage is offset
by the subjectivity of the data. For instance, the likelihood of
a forest fire occurring in a particular region could be assessed
completely differently by two different people. In fairness,
the fact that it is experts who are asked to score the indicators as opposed to lay people with no experience in this area
means that this criticism is only partly justified. Moreover, the
Territorial Resilience Index provides an innovative approach
in its implementation and systematic scoring of different
dimensions of the concept of resilience. The Index includes
evaluations of the damage caused by past adverse events, assesses vulnerability, appraises the at-risk (human, economic,
cultural and environmental) factors and evaluates preparedness measures, risk communication and the resources available for civil defence. The fact that a qualitative approach is
used means that the researchers can compare the different
dimensions by asking the opinions of the local stakeholders,
notwithstanding all the problems that this approach entails.

 t first sight, it might appear that this is at odds with the “holistic” approach to resilience that is characterised by the capacity to withstand and
A
adapt to any kind of adverse event. However, while some general counter-measures are equally applicable to natural disasters, terrorist attacks,
industrial accidents, etc., protection against specific threats such as flooding obviously also calls for additional measures that are different to
those needed to protect against a chemical factory explosion, for example. As such, resilience also implies the capacity to take the right measures
in the right place at the right time.
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Overall, the Territorial Resilience Index can be considered a
promising method for measuring resilience. It will be possible
to address some of its methodological and scientific shortcomings during the remainder of the project. Furthermore,
these shortcomings need to be weighed up against the huge
benefits that this approach to measuring resilience can deliver in certain situations. Whilst this does not make the criticisms any less valid, it does constitute a strong argument for
nevertheless continuing to use the Territorial Resilience Index
in spite of them. Having demonstrated its value in the pilot
project, the hope is that the Index will be extended to the
whole of France.181

3.3	RESILIENCE POLICY – SELECTED EXAMPLES OF
GOVERNMENT RESILIENCE STRATEGIES
This section will outline three examples of how a holistic
approach to resilience has been implemented in government policies and official documents as well as assessing
the extent to which they can act as a model for Germany.
The three examples are the US Presidential Policy Directive
21 on “Critical Infrastructure Security and Resilience”, the
initiatives undertaken by Rosanna Briggs at Essex County
Council in the UK – including a brief overview of the relevant UK resilience strategies – and the work of Erik Thomassen at the Norwegian Directorate for Civil Protection.

3.3.1	USA – PRESIDENTIAL POLICY DIRECTIVE 21:
CRITICAL INFRASTRUCTURE SECURITY AND
RESILIENCE
In February 2013, the White House published Presidential
Policy Directive 21 on “Critical Infrastructure Security and
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 esilience.” Presidential Policy Directives (PPDs) are an instruR
ment used by the US President to promulgate his decisions
on national security matters.182 The majority of PPDs are not
published owing to the sensitive nature of their content. PPD
21 is complemented by PPD 8 on “National Preparedness”,
which addresses resilience to all types of hazards.183 PPD 21,
on the other hand, focuses specifically on the resilience of
national critical infrastructure. Its goal is to establish a national partnership to guarantee the security, functionality
and resilience of critical infrastructure in the US: “It is the
policy of the United States to strengthen the security and resilience of its critical infrastructure against both physical and
cyber threats. […] U.S. efforts shall address the security and
resilience of critical infrastructure in an integrated, holistic
manner to reflect this infrastructure’s interconnectedness and
interdependency.”184 In PPD 21, the White House describes
the general responsibilities that fall primarily under the remit
of the Department of Homeland Security (DHS), as well as
assigning concrete tasks to the DHS and providing it with
guidelines on how to proceed. The document also lists the
individual critical infrastructure sectors and the Sector-Specific Agencies (SSAs) that are responsible for them, as well as
providing definitions of the key terms.185
PPD 21 defines resilience as “the ability to prepare for and
adapt to changing conditions and withstand and recover
rapidly from disruptions. Resilience includes the ability to
withstand and recover from deliberate attacks, accidents, or
naturally occurring threats or incidents.”186 The striking simi
larity to the National Academies’ definition shows that, in
the US, research findings relating to the concept of resilience
directly inform official government documents. This impression is reinforced by the use of an all hazards approach for
describing the potential hazards and adverse events facing critical infrastructure. PPD 21 defines hazards as any
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conceivable adverse event – from natural disasters, acts of
terrorism and industrial accidents to organised crime, cyber-attacks, pandemics and sabotage. It furthermore defines
critical infrastructure as infrastructure so vital to the United
States that any impairment of its functionality would have a
debilitating impact on “security, national economic security,
national public health or safety, or any combination of those
matters”.187 It is essential to ensure that critical infrastructure
is resilient in order to prevent this type of damage from occurring. The responsibility for so doing is shared by a variety
of government agencies at federal, state, local, tribal and territorial levels – chief among them the DHS –, as well as the
owners and operators of the relevant infrastructure.
PPD 21 also assigns specific roles and responsibilities to
each of these agencies and to various ministries such as
the Department of Justice. The DHS has a coordinating
role that involves monitoring the activities of the Sector-Specific Agencies and coordinating their work. The
responsibilities of the DHS and/or the Secretary of Homeland Security include the following:
“[T]he Secretary of Homeland Security evaluates national
capabilities, opportunities, and challenges in protecting
critical infrastructure; analyzes threats to, vulnerabilities
of, and potential consequences from all hazards on critical
infrastructure; identifies security and resilience functions
that are necessary for effective public-private engagement
with all critical infrastructure sectors; develops a national plan and metrics, in coordination with SSAs and other
critical infrastructure partners; integrates and coordinates
Federal cross-sector security and resilience activities; identifies and analyzes key interdependencies among critical
infrastructure sectors; and reports on the effectiveness of
national efforts to strengthen the Nation’s security and
resilience posture for critical infrastructure.“188

187
188
189
190
191

78

The White House 2013, p. 11f.
ibid., p. 3.
The White House 2013, p. 4ff.
ibid., p. 2, 6f.
One for physical infrastructure and another for cyber infrastructure.

In their respective sectors, the SSAs are responsible for
cooperating with the DHS, collaborating with the critical
infrastructure operators, implementing disaster management measures should an adverse event occur, carrying
out specific vulnerability analyses and acting as the
official point of contact for their sector. Other Federal
Departments are also attributed specific responsibilities
– for example, the Department of State is responsible
for ensuring the resilience of critical infrastructure located outside the borders of the United States, while the
Department of Justice, including the Federal Bureau of
Investigation (FBI), takes the lead on counter-terrorism
and the Department of the Interior is accountable for
the resilience of national monuments such as Mount
Rushmore.189
After defining the respective responsibilities, the White House
goes on to describe the strategic imperatives that make PPD
21 necessary in the first place. These are 1) to refine and clarify
the relationships within the Federal Government that are key
to strengthening critical infrastructure resilience, 2) to enable
efficient information exchange between the responsible agencies by identifying baseline data and systems requirements
and 3) to implement an integration and analysis function to
enhance future decision-making regarding the development
of critical infrastructure.190 In order to address these strategic
imperatives, PPD 21 sets out six actions to be implemented by
the DHS within the specified timeframes:
1. Description of the responsibilities and relationships
within the DHS and across the Federal Government
related to national critical infrastructure security and
resili
ence. This should include a description of the
roles and functions of the two new National Critical
Infrastructure Centers191 that are to be established
(within 120 days of PPD 21 coming into force).
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2. Analysis of the existing public-private partnership model
in the critical infrastructure sector and recommendations
for improving its effectiveness (within 150 days).
3. Identification of baseline data and systems requirements
to enable efficient information exchange between government agencies (within 180 days).
4. Development of a situational awareness capability for
critical infrastructure. This should enable detection of
vulnerabilities, threats, potential cascading effects,
etc., as well as allowing this critical information to be
disseminated as rapidly as possible to the emergency
services, thereby helping to save lives and maintain the
system’s functionality (within 240 days).
5. Update to National Infrastructure Protection Plan (within 240 days).
6. Formulation of a “National Critical Infrastructure Security and Resilience R&D Plan” detailing the research and
development investments required in order to make the
United States’ critical infrastructure resilient (within two
years).192
The content of the sixth action that PPD 21 requires the DHS
to perform is of particular interest to the “Resilien-Tech” project. This is because it is also the remit of “Resilien-Tech” to develop recommendations for policymakers regarding how the
concept of resilience can be incorporated into future security
research programmes and implemented in a resilience by
design approach. PPD 21 stipulates that R&D should be promoted with regard to highly specific topics in the area of
critical infrastructure. These include researching the resilient
design and construction of critical infrastructure and enhancing existing modelling techniques through new research ini
tiatives in order to simulate and investigate the impacts of
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adverse events on critical infrastructure, particularly in terms
of cascading effects. In addition, support is to be provided to
initiatives that incentivise investment in cybersecurity and resilient critical infrastructure design. Finally, R&D should also
help to support and expand the strategic guidance role of the
DHS.193 These aspects of PPD 21 demonstrate that the US is
some way ahead of Germany in terms of the implementation
of resilience in specific government documents and the actions derived from them, for example strengthening support
for R&D in the field of critical infrastructure resilience. As far
as the debate in Germany is concerned, it is thus important
to underline the necessity of incorporating similarly concrete
recommendations into future government programmes, in
order to ensure that R&D investment can subsequently be
targeted at the relevant needs.

3.3.2	ROSANNA BRIGGS, UK – ESSEX, BUILDING
COMMUNITY RESILIENCE WITH CHILDREN
Rosanna Briggs is Deputy Head of Civil Protection and
Emergency Management at Essex County Council in the
UK. All of the activities carried out by the Essex Civil Protection & Emergency Management Service (ECPEM) are
based on the 2004 UK Civil Contingencies Act194, details
of which are outlined below. The fact that the UK as a
whole is now the undisputed world leader with regard to
the implementation of the holistic resilience approach in
government programmes and guidelines for coping with
all types of adverse events can be traced back to the Civil
Contingencies Act. Since the Act came into force, there
have been a variety of government documents and actions aimed at increasing the resilience of society in the
UK. Even a small and by no means exhaustive overview
of these documents is enough to provide a useful idea of
what has been done. The UK government has bought into
the holistic resilience approach as the right strategy for

The White House 2013, p. 8ff.
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successfully coping with all types of adverse events and
is now looking at ways of putting it into practice. In addition to critical infrastructure resilience, great importance
is also attached to creating community resilience and to
ensuring business continuity in the event of a disaster. The
key documents include the following:
—— A Strong Britain in an Age of Uncertainty: The National
Security Strategy, 2010
Increasing the UK’s resilience to adverse events is one
of the eight key national security tasks outlined in the
National Security Strategy.195
—— Sector Resilience Plan for Critical Infrastructure 2010
This report documents the vulnerability, current status,
existing measures to increase resilience and further
work needed for all critical infrastructure sectors in
the UK, from water and energy to financial services.196
—— Community Emergency Plan Toolkit, 2011
This document is a guide designed to help people produce Community Emergency Plans with a view to increasing community resilience.197
—— CONTEST. The United Kingdom’s Strategy for Countering Terrorism, 2011
The concept of resilience underpins the UK’s
counter-terrorism strategy. This document addresses all
the different stages connected with terrorism, including
its origins in the radicalisation of disillusioned young
people, technical measures for preventing attacks and
reducing their impact, first-class training for the emergency services and raising awareness among the public
for situations where attacks cannot be prevented.198
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—— Keeping the Country Running: Natural Hazards and
Infrastructure. A guide to improving the resilience of
critical infrastructure and essential services, 2011
A general overview of the concept of resilience in
the context of critical infrastructure, as well as of the
UK’s critical infrastructure and how it can be made
resilient.199
—— Preparing for Emergencies: Guide for communities, 2011
A guide and resource for local leaders, explaining how
community resilience can be increased, what it means
and what its benefits are.200
—— Strategic National Framework on Community Resili
ence, 2011
A national strategy describing how community resili
ence should function at a local level.201
—— The UK Cyber Security Strategy. Protecting and promoting the UK in a digital world, 2011
Resilience to cyber attacks is one of the Cyber Security
Strategy’s four strategic goals to be accomplished by
2015.202
—— A Summary of the 2012 Sector Resilience Plans, 2012
An update of the 2010 sector resilience plans for criti
cal infrastructure. Owing to their sensitive nature, the
details of the plans are classified and unavailable to the
public. However, this can in itself be seen as a security
measure that enhances resilience.203
—— National Risk Register of Civil Emergencies. 2013
Edition
An overview of the threats and hazards facing the UK.
The Register provides leaders with a tool to help them
prepare for specific potential threats.204
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—— How prepared are you? Business Continuity Management Toolkit
A guide and resource for implementing business continuity measures in enterprises.205
These documents and plans are produced by different
government agencies, for example the Civil Contingencies Secretariat206 and the Centre for the Protection of
National Infrastructure (CPNI).207 There are also various
regional and local government organisations that are
pursuing resilience strategies, for example the London
Resilience Team208 with its London Strategic Emergency
Plan209 and indeed the Essex Civil Protection & Emergency
Management Service with its Essex Resilience Forum (see
below).210 All of these documents have their origins in the
Civil Contingencies Act.
The Civil Contingencies Act was passed by Parliament in
2004 in response to the impact on the UK of what came
to be known as the “three Fs”. The three Fs refer to the
protests surrounding sharp hikes in the price of fuel and
the associated knock-on effects in the year 2000 (fuel crisis), the floods that hit the UK in the same year (flooding) and the foot-and-mouth outbreak in 2001 (foot-andmouth disease). These events led to the recognition within
the UK government that its current emergency planning
provisions were obsolete and unsuitable for modern civil defence initiatives. This eventually resulted in the Civil
Contingencies Act being passed three years later. The Act
is divided into two parts. The first part addresses local
emergency planning arrangements and responsibilities,
while the second concerns the special emergency p owers
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granted to the emergency services during the most serious emergencies in order to ensure that they are able
to respond efficiently, effectively and rapidly.211 The Civil
Contingencies Act defines an emergency as an event that
threatens serious damage to human welfare or the environment, or phenomena such as war and terrorism which
pose a general threat to national security. The first part of
the Act relates to events confined to a restricted local area
within the United Kingdom, whereas in the second part,
the term “emergencies” only refers to events capable of
causing damage at regional level or above.212
The first section of the Civil Contingencies Act serves as a
guideline for the relevant actors at local level. It defines
clear responsibilities and assigns the tasks that the different actors must perform in the event of an emergency.
To this end, it divides the actors into Category 1 and
Category 2 responders. Category 1 relates to the core responders in the emergency services and government who
have a direct role to play in all types of emergencies.
These include the police, fire service and ambulance and
healthcare services, as well as local a uthorities, mayors
and county council officers.213 The Civil Contingencies
Act requires these actors to perform a variety of different
duties, including the establishment of local resilience
forums:
——
——
——
——

assessing the risks and analysing threats at local level,
producing and implementing emergency plans,
producing business continuity management plans,
informing the public about risks, hazards, how to behave
in the event of an emergency, preparedness measures, etc.,

HM Government, n.d., p. 4.
Gov.uk 2013.
CPNI 2013.
The London Resilience Team 2013.
The London Resilience Team 2010.
ERF 2013.
Cabinet Office n.d., p. 2; Parliament of the United Kingdom 2004, pp. 1f, 12.
ibid., p. 2f.
ibid., p. 7.
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—— sharing information with other local responders,
—— cooperating and coordinating with other local responders,
—— providing business continuity management advice and
assistance to businesses and voluntary organisations
(local authorities only).214
Category 2 responders are mainly critical infrastructure operators such as energy providers, water and
telecommunications companies, airport and public transport operators, etc.215 They will only be impacted by adverse
events of a certain scale if the disaster affects their own
particular sector. Their duties are therefore confined to cooperating and sharing relevant information with the other
relevant responders.216
The first part of the Civil Contingencies Act is of far greater practical relevance to “normal” emergencies than the
second part. Of the seven duties that this part of the Act
attributes to local responders, Rosanna Briggs’ contribution to the workshop focused on the public information aspect. According to Briggs, a key part of building
community resilience is to raise public awareness of the
relevant hazards and risks. In her view, it is especially important to target children and young people. As a result,
ECPEM has carried out two EU-funded projects to develop
teaching materials and methods aimed at raising awareness among schoolchildren of all the things that could
happen and how best to respond to them. The suitability
of these materials and methods was then tested on site
in schools through a series of four case studies. Briggs
found that the children’s knowledge of the risks and of
how to behave in the event of an emergency increased
significantly and that they also passed this knowledge on
to their parents and other family members. Furthermore,
extensive media coverage of the studies ensured that their
findings reached an even wider public audience. Concerns
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that the specific teaching content might cause panic or
fear among the young people proved to be unfounded.
After the successful completion of the EU-funded projects,
Briggs continued to develop her methods for training and
educating children and young people about the risks of
disasters and the correct way to behave before, during
and after an emergency. A web site has recently been
launched at http://www.whatif-guidance.org, featuring
games, jigsaws, books and other simple learning materials
regarding how to behave in the event of a disaster.217 This
focus on educating and training children and young people would appear to be an extremely promising strategy.
Briggs herself demonstrated its potential by highlighting
the difference in the attitudes of children and adults.
While adults will tend to say “If only I could …”, children
will ask “What if …?”. The experience of Essex County
Council only serves to underline the fact that systematic
public awareness-raising from an early age is also important in a German context.

3.3.3	ERIK THOMASSEN, NORWAY – RESILIENCE AS A
FUNCTION OF GOVERNANCE
Erik Thomassen is Head of the Analysis Unit at the Norwegian Directorate for Civil Protection (dsb). The dsb reports
to the Norwegian Ministry of Justice and Public Security
and is responsible for cross-sectoral coordination of government initiatives in the fields of safety and security. The main
duties performed by Thomassen’s group are the production
of the annual Norwegian National Risk Assessment and of
vulnerability analyses of Norway’s critical infrastructure.
During the workshop, Thomassen gave a presentation on
the Norwegian government’s approach to and implementation of the concept of resilience. He defined a resilient society as “a society with decentralized responsibility focusing

Cabinet Office n.d., p. 3f.
ibid., p. 8.
ibid., p. 4.
The “Bundesamt für Bevölkerungsschutz und Katastrophenhilfe (BBK)” (Federal Office of Civil Protection and Disaster Assistance) is already
pursuing a similar strategy, e.g. through the web site http://www.max-und-flocke-helferland.de [accessed 14.12. 2013].
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on reducing the impact of ‘tight couplings’218 in order to
maintain basic production and services under all kinds of
circumstances.” The concepts of governance, functions and
maintaining functionality are key to his understanding of
resilience. Thomassen understands governance as actions
that can be taken by governments and government agencies to encourage society to become resilient by decentralising responsibility. The functions that he is alluding to
involve the supply of essential goods and services to the
public. For example, critical infrastructure is only critical
to society because of the functions it performs. According
to the Norwegian understanding of resilience, maintaining functionality in the face of adverse events is thus the
key characteristic of resilient systems. One way of achieving this is via redundancy, an approach also advocated
by Perrow for preventing normal accidents in complex systems.219 Since government is itself unable to perform most
of the functions that are critical to society, its role must
be to ensure that private owners and operators of critical
infrastructure are fully aware of their responsibilities and to
provide them with support in the fulfilment of their duties.
The first step is to clarify which functions are critical and
who provides them. The approach taken by the Norwegian
government is that infrastructure is considered critical if its
failure would threaten the critical social functions of society. Social functions are critical if their failure would prevent
essential social needs from being met. These essential social needs are food, water, energy, security, etc. Since the
term “security” in particular is not specific enough to allow
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concrete actions to be derived from this approach, the dsb
undertook a study to identify critical social functions, some
of which are fulfilled by the private sector (food, drinking
water, heating, etc.) and some by the State (national security, law and order, etc.). The dsb uses the resulting list as a
basis for carrying out reviews and audits to assess the resili
ence initiatives undertaken by the individual departments
of the Norwegian government and the agencies that report
to them. The goal of all these efforts is to ensure that business continuity measures220 are initiated by companies and
measures to increase resilience are also taken by the State.
In terms of their content, Thomassen highlighted the issue
of redundancy during the workshop, as already mentioned
above. With regard to the specific area of critical infrastructure – something that is not really included in most of the
areas that fall under the government’s responsibility, such
as national security, the democratic rule of law, etc. – he
concludes that the role of government and government
agencies is to produce regulations, ensure that they are
complied with and set targets.

3.4	LESSONS LEARNED – STEPS FOR CREATING A
RESILIENT SOCIETY
In late May 2013, just two weeks after the workshop “International Perspectives on Resilience” had brought together
some of the world’s foremost experts on resilience in Berlin,
Central Europe was hit by some of the worst floods in its

T he term “tight couplings” is taken from sociologist Charles Perrow’s seminal 1984 work “Normal Accidents. Living With High Risk Technologies” (see Perrow 1999). Perrow uses a series of case studies, including the accident at the Three Mile Island nuclear power station in March
1979, to analyse how the complexity of technological systems leads to system failure and accidents. Perrow can be accused of having a
pessimistic view of the potential of technological development (Whitney 2003, p. 1ff). He argues that the complexity of technological systems
such as nuclear power stations makes them inherently vulnerable. Tight couplings – i.e. close linkages between the individual parts of a system,
resulting in a high risk of “contagion” in the event of a disturbance – mean that total system failure is inevitable at some point. They are roughly
equivalent to the cascading effects referred to in this study. Since the system failure is both unforeseen and unforeseeable in terms of its specific
nature, the responsible actors are unable to respond adequately to it, thereby further hastening the system’s collapse. Perrow refers to accidents
caused by tight couplings and complexity as “normal accidents” – in his original work, he argued that this type of accident is impossible to
prevent (Rijpma 1997, p. 16). He would subsequently look at ways of creating more stable systems using decentralisation, redundancy and robustness, although he himself considered such measures to be inelegant and contrary to the principles of engineering (Perrow 1999b, p. 150ff).
Perrow 1999b, p. 150ff.
Business continuity is discussed in detail in Chapter 4 of the Resilien-Tech study.
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history. In Germany alone, eight people lost their lives and
hundreds of thousands suffered damage to their property,
while the Munich Re Group put the total financial cost at
over twelve billion euros.221 The almost unprecedented scale
of the flooding was thrown into focus when the water level
of the Danube at Passau passed 12.5 metres for the first time
in 500 years.222 Coming as it did right in the middle of the
“Resilien-Tech” project, this extreme flooding event provided
a dramatic illustration of the fact that a holistic strategy for
coping with disasters of this kind is just as important in Germany as anywhere else in the world. Recommendations for
policymakers based on a better understanding of the concept of resilience could help to significantly reduce the death
tolls and financial, social and environmental cost of future
natural disasters, terrorist attacks, industrial accidents and
other extreme events. The floods brought home the fact that
minimising the impact of these events on the well-being of
those affected – through prevention, preparedness, protection, appropriate crisis response measures and learning the
right lessons from the past – is at the very heart of the question of what makes a resilient society.
This chapter has sought to provide answers to this question
by carrying out a thorough review of international perspectives on the concept of resilience. The research initiatives
and practical examples of leading experts that were described in sections 3.2.1 to 3.2.7 and 3.3.1 to 3.3.3 also
addressed a number of additional, subordinate questions:
What kind of resilience strategies are already being implemented in selected countries? What approaches have been
developed for quantifying resilience? What do the experts
regard as the main unanswered questions in the field of
resilience research? What are the areas where further research is required? In view of the near-exponential growth
in the complexity of our high-tech world, what are the most
promising resilience strategies, i.e. the ones that are like
liest to be sustainable over the longer term? It is clear from
this candid look at the different research programmes and
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p ractical initiatives that are being undertaken under the
banner of resilience in Europe and North America that the
German resilience community of researchers, practitioners
and policymakers can benefit enormously from the experience and ideas of its international counterparts.
Each of the previous sections concluded by picking out
the most important, innovative or unusual ideas and approaches from the different projects and outlining their
potential value to the debate in Germany. The next section will summarise these findings in the form of nine lessons learned. The main aim of the “Resilien-Tech” project
is to produce practical recommendations that can be incorporated into future research programmes and strategies in Germany. The lessons learned that are outlined below range from the repeatedly emphasised importance of
adopting a holistic approach to resilience to the need for
resilience engineering and the conclusion that resilience
should always form an indispensable key component of
sustainable development. These lessons complement the
findings of Chapters 2 and 4. Taken together, they can provide a basis for formulating direct, concrete and meaningful recommendations for decision-makers in government,
industry, the research community and civil society.
1. The Resilience Equation: resilience as a holistic
concept
The first lesson to be learned from the international perspectives on resilience was in fact also the starting point for the
“Resilien-Tech” study: resilience is a holistic concept geared
towards improving the ability of societies to keep functioning, adapt, endure and learn in the face of all types of adverse events. This holistic approach is the key benefit that
resilience can provide in the context of security research.
The question, however, is exactly what is meant by a holistic approach. All of the research programmes and practical
examples examined in Chapters 3.2 and 3.3 highlighted
the holistic dimension of resilience. Despite the genuinely
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d ifferent backgrounds, methodologies and theories of the
various researchers and practitioners, they all agreed on one
thing: irrespective of what the best way of achieving this
goal may be, resilient societies are characterised by the fact
that they do everything possible to minimise the human,
economic and environmental cost of adverse events. This
requires appropriate and coordinated measures to be researched, developed and implemented across all the stages
of the resilience cycle. It is precisely this aspect that is central
to a holistic understanding of resilience. Instead of drawing
an artificial distinction between technological, social, economic and other solutions, the key is to explore all of the
most promising avenues and combine them in an integrated
fashion. This understanding of resilience already underpins
government policy and research programmes in countries
such as the US, the UK and Switzerland. The resilience equation developed by the researchers from the National Academies provides an excellent overview of the areas that must
be addressed in order to create a resilient society. The equation states that resilience can only be achieved through a
combination of engineering, physical science, protection of
critical infrastructure, social science, various aspects relating
to public health and good governance. Should the resilience
mechanisms in one of these areas fail, society will be unable
to respond adequately to adverse events.
2. A national resilience strategy: establishing resili
ence as an organising principle
At a policy level, the holistic understanding of resilience requires the development of a national resilience strategy. This
is the second lesson learned. In keeping with the recommendation given by the National Academies in their US study, it
is necessary to consider how we in Germany can communicate the idea of resilience as a kind of organising principle
that constitutes one of the goals of all areas of government
and society. Since the way resilience is implemented at community level must take account of local specificities, government cannot simply ordain resilience by statute. Instead, it
should develop a long-term strategy and detailed plans for

researching, developing and implementing measures to create or increase resilience. The UK government has bought
into the holistic resilience approach as the right strategy for
successfully coping with all types of adverse events. Documents such as the Sector Resilience Plan for Critical Infrastructure, the Community Emergency Plan Toolkit and the
Strategic National Framework on Community Resilience are a
testament to the UK’s efforts to put this overarching strategy
into practice. In view of the potential benefits that it has to
offer, a serious assessment should be undertaken to establish
whether this routine incorporation of resilience – as defined
in this study – into government documents and policies could
in future also be rolled out in Germany. Resilience could constitute the underlying principle of all future research initiatives, particularly in the field of applied, solution-oriented
security research. This would allow innovative ideas and approaches to be identified more rapidly and effectively, gaps
in the research to be plugged and the potential value-added
that individual solutions contribute to the overall resilience
of society to be reliably evaluated. The remaining lessons
learned outlined below can thus primarily be understood as
topics and fields where further research and development
will enable Germany and Europe as a whole to become more
resilient.
3. Is there a case for using threat analyses and vulnerability indicators in Germany?
In order to efficiently increase the resilience of societies
and their subsystems, it is first necessary to ascertain which
subsystems are vulnerable or susceptible to which threats,
as well as the reasons for and extent of their vulnerability.
While this third lesson is largely based on Susan Cutter’s
work on social vulnerability, it also mirrors the first recommendation of the National Academies study insofar as it
encompasses far more than indicators of social vulnerability. The Social Vulnerability Index developed by Cutter and
her team is an exceptionally valuable tool that has yet to
be adapted to the German context. However, in view of the
significant benefits that this type of index could potentially
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d eliver, it would seem desirable to consider whether and
how similar indicators might be developed for Germany.
This could involve using the SoVI directly to measure the
social aspects of vulnerability, given that the index has
already been shown to work in different cultural contexts.
However, it would also be desirable to systematically record other aspects of vulnerability at different levels and
resolutions and present them in an appropriate format. The
subsystem of critical infrastructure is one area where there
is a particular need for this type of index. It is essential for
the specific vulnerability of critical infrastructure to be systematically tracked and communicated to researchers and
practitioners in an easily understood format so that appropriate measures to maintain its functionality in the event of
a disaster can be researched, developed and implemented.
The development of this type of index should therefore be
studied over the next few years and, if appropriate, promoted and funded by the government. The same applies to other types of vulnerability such as geographical vulnerability.
In keeping with the recommendations of the US National
Academies, Germany could benefit significantly in this latter field from the establishment of a database that documents all types of adverse events on a statistically comparable basis, allowing threat analyses to be carried out for
specific localities. Tools such as the SoVI, databases of past
extreme events, threat analyses for specific geographical
areas and indicators of critical infrastructure vulnerability
are themselves essential components of a resilient society
and can also help to ensure that other elements – such as
structural measures to protect critical infrastructure – are
calibrated precisely and continue to be correctly adjusted
over the longer term.
4. Evaluating resilience: developing ways of measuring
resilience
The fourth lesson relates to a significant and immediate
challenge for the security research community: there are
currently few if any appropriate methods for quantifying
or measuring resilience. Practical ways of measuring the
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resilience of societies and their subsystems are needed so
that their resilience can be compared, allowing them to be
more easily optimised. As things currently stand, it is extremely difficult to systematically search for weaknesses, assess whether the financial benefits of investments outweigh
their cost, or determine how individual measures influence
a society’s resilience. The research efforts called for under
lesson three constitute a first important step towards developing a meaningful way of measuring resilience. However,
they are not enough on their own, since they are confined
to the description of threats and vulnerabilities. Any successful method of measuring resilience will need to incorporate the all hazards approach, work with systems of different types, sizes and purposes, and describe all the different
dimensions of resilience. This results in a number of conceptual problems and methodological pitfalls. It is necessary to
find answers to questions such as what the most important
variables are, which indicators can best be used to measure
them, how different dimensions should be integrated and
weighted and whether indicators should be qualitative or
quantitative and absolute or relative. It is also necessary to
address problems such as the conflict between the static
and dynamic interpretations of resilience or the fact that
the existence of resilient subsystems does not necessarily
guarantee that the system as a whole will be resilient and
vice versa. Nevertheless, the methods for measuring resili
ence that we are calling for do not need to be perfect. The
goal of making resilience quantifiable should not become
an end in itself. What really matters are the significant benefits that a successful means of measuring resilience would
bring to researchers, policymakers, industry and practitioners. The ability to make even just a reasonably accurate
comparison of the resilience of different entities would be
enough to enable an in-depth analysis of the particularly
resilient subsystems so that lessons could be learned from
them. It would also immediately draw a ttention to the need
of the less resilient parts of society for different types of help.
The German security research community should therefore
take up the challenge of developing a practical method of
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measuring resilience over the next few years. For this to be
possible, it will require firm backing from policymakers. A
partnership between researchers, government agencies and
private critical infrastructure operators will allow targeted
research to be conducted in this area, enabling problems
such as the lack of access to the necessary data to be tackled and solved without, of course, contravening the relevant
data protection legislation.
5. R
 esilience engineering: transforming the approach
to engineering in the field of security research
Our society’s critical infrastructure needs to be upgraded using innovative and advanced technologies in order to meet
the needs of the 21st century. Consequently, the fifth lesson
learned from our analysis of international perspectives on
the concept of resilience is that we need to transform our
approach to engineering in the field of security research in
order to create “resilience engineering”. While there are undoubtedly financial benefits to investing in critical infrastructure resilience, the human suffering that these investments
prevent is an even more important factor. Resilience is thus
more than just an expensive add-on and must form a fundamental part of future engineering strategies (see lesson
seven). In our everyday lives, things actually work like they
are supposed to most of the time. It is in fact rather unusual
for something to go seriously wrong. Even complex systems
function pretty smoothly under normal circumstances. It is
this normal operation that form the basis of resilience engineering. An understanding of how complex systems work
under normal circumstances is both necessary and sufficient
to identify and minimise potential faults, problems and risks
in such systems: “The goal of Resilience Engineering is to
increase the number of things that go right rather than to
reduce the number of things that go wrong.”223 Resilience
engineering thus provides a means of managing the ever-
greater complexity of modern systems, especially in terms
of the wide spectrum of threats that they are exposed to.224
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Resilience engineering means the systematic incorporation
from an early stage of technological solutions to all kinds of
security problems into every aspect of the planning and implementation of major social projects – from the individual
level to the overall system level – particularly in the field of
critical infrastructure. This approach to engineering makes it
possible to assess the risks, identify and tackle threats from
an early stage, minimise vulnerability, provide efficient support to crisis managers and emergency responders in the
event of a disaster and prevent cascading effects from occurring. This new understanding of engineering as something
that should ensure and augment society’s resilience must
inform the specific content of Germany’s security research
programme and in particular the German government’s security-related strategies such as the National Plan for Criti
cal Infrastructure Protection (KRITIS). In keeping with the
requirements that PPD 21 places on the DHS in the United
States, research into the resilient design and construction
of critical infrastructure should also be prioritised as a key
research imperative in Germany over the next few years.
6. Resilience modelling: modelling and simulating
complex systems
Resilience engineering must be based on a detailed and comprehensive understanding of the relevant complex systems
and how they work, particularly under extreme conditions.
Customised technological solutions for increasing critical infrastructure resilience should be carefully analysed in terms
of their influence and effects on the system as a whole. Researchers and practitioners can obviously not afford to wait
until a serious adverse event occurs before they do this. Lesson six thus concerns the need for them to be able to develop
system metrics and models capable of simulating all kinds of
system behaviour. Security research should place far greater
emphasis on research initiatives that enhance existing modelling techniques so that they are able to simulate and
help investigate the impacts of adverse events, in particular

Hollnagel 2011, pp. 26 – 34.
Woods 2003, p. 5; Woods/Hollnagel 2006, p. 6.
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cascading effects. These models must be capable of capturing the local interactions between a wide range of interconnected components which combine to create the global
system behaviour. They should also be able to cater both for
normal operating conditions and for a broad spectrum of exceptions caused by different types of adverse events. Another
key factor that is also crucial to resilience engineering is the
reliable identification of system-critical nodes and interfaces
where damage could lead directly to cascading effects and
total system failure. The technical safety and security of increasingly complex systems must be guaranteed for normal
operation as well as for exceptional circumstances. Consequently, the ability to model the system’s behaviour under
normal operating conditions is just as important, especially
since this provides a better understanding of how it is likely
to behave in exceptional circumstances. In order to meet all
of these requirements, future modelling techniques should
stochastically simulate all the system’s components in order
to describe the behaviour of the entire system without resorting to predefined scenarios or system states. In view of
the need to increase the resilience of our complex, interconnected critical infrastructure, it will be crucial to ensure the
necessary investment in R&D.
7. Business case resilience: making the case for the
value-added offered by resilience
Resilience costs money. Policymakers and business leaders
must be willing and able to fund everything from the necessary investment in R&D to the additional cost of building
resilient critical infrastructure and the introduction of the
concept into school curricula. In a market economy where
everything is geared towards optimising costs, there is a
tendency to question the need for this type of additional
expenditure where the value-added is not immediately
apparent. Consequently, lesson number seven is that resilience must also offer economic value. It will be necessary to
abandon short-term, short-sighted cost-benefit optimisation
in favour of theoretical and practical approaches that are
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both strategic and sustainable. Investments in resilience,
particularly critical infrastructure resilience, are in fact
cost-effective over the longer term. The National Academies
study cites a report by the Multi-Hazard Mitigation Council
which found that for every dollar spent on pre-event mitigation related to earthquakes, wind and flooding, about
four dollars were saved in post-event damages. Jon Coaffee discusses how resilience can indirectly create value for
cities by attracting businesses and investment, as well as
how insurance factors can add to the business case for resilience. If insurance premiums are based on the measures
that have been put in place to boost resilience before an adverse event occurs, this could create a win-win situation for
the insurance industry and policyholders. It is thus certainly
possible to create an overall business case for resilience, but
it is up to policymakers to raise awareness on this issue. In
order to do so, they will need sound scientific arguments to
back up their case. Future research into ways of increasing
society’s resilience should therefore include the economic
aspects right from the outset.
8. Resilience responsibilisation225 : information, raising
awareness and promoting flexibility
The eighth learning can be summarised under the heading of responsibilisation. Strategies should be developed
that help the public to become more self-reliant. In order to create a resilient society, its individual members
also need to become more resilient. The State can support them through education, empowerment and encouragement. As far as the implementation of any initiatives
is concerned, it will be key to engage in a dialogue as
equal partners with the relevant sectors of the public.
Both practitioners such as Rosanna Briggs and most of
the researchers whose work was described in Chapter 3.2
repeatedly stressed the need to raise public awareness
of the potential hazards. This public information aspect
is key to ensuring resilient behaviour before, during and
after a disaster. One means of achieving the necessary

T he term “responsibilisation” was coined by Jon Coaffee (see 3.2.4). In this “lessons learned” section, it has been consciously expanded to serve
as a heading that encapsulates all the social aspects of resilience.

International Perspectives

public awareness of risks and hazards is to incorporate the
relevant content into the education of children and young
people in our schools. However, further research is needed to establish how this could be rolled out successfully
on a widespread basis. Responsibilisation also involves
preparing for disasters by carrying out regular emergency
and disaster exercises. The procedures that they rehearse
and the routine behaviours that they establish can help to
save lives in the event of an emergency. At present, there
are still not enough of these large-scale, standardised exercises in Germany. Regular rehearsal of what to do in the
event of a disaster also gives people the belief that they
are well equipped and prepared to cope with any type of
disaster. And the mere fact of believing means that they
are to some extent better able to do so. Public responsibilisation also includes talking about the things that worked
well during a disaster. This increases society’s resilience
by strengthening its belief in its own abilities. Finally, resilience also requires flexibility. Cities should still be able
to (re)act resiliently even in the event of an unforeseen
major disaster. It will be necessary to research, develop
and implement flexible response strategies that help to
activate the potential of the community and the responsible authorities without – as far as possible – being tied to
specific types of disaster.
9. Resilience as a key component of sustainable
development
Jon Coaffee is one of the authors who discusses the connection between resilience and sustainability. Sustainability
can only be achieved if it incorporates resilience, meaning
that resilience is a key component of sustainable development. This is the ninth and final lesson learned from our
study of the international perspectives on resilience. However, why should sustainable development – i.e. socially
just, economically viable and environmentally sustainable
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solutions – be resilient?226 Over the past 25 years, sustainability, sustainable development and their underlying principles have risen to become the most important political
motif on the international stage. The fact that resilience is
an indispensable characteristic of sustainable systems is a
direct product of the importance of these terms. A society
can be described as resilient if it has the ability to defend
itself against actual or potential adverse events, prepare
and plan for them, cope with and recover from them and
continuously improve its ability to adapt to them. These
qualities are essential to a society’s long-term stability, i.e.
its capacity to persist even in the face of major challenges,
including an inherent ability to learn from past events that
is also a prerequisite for sustainability. This is key to development which meets the needs of current generations without compromising the ability of future generations to meet
their own needs.227 The defining characteristic of fully resili
ent systems is above all their ability to keep functioning,
adapt, endure and learn in the face of fundamental change
processes and simultaneous major adverse events: “Perhaps
the essence of sustainability is resilience, the ability to resist
disorder.”228 It is thus not surprising that resilience should
be included under the heading of “Disaster Risk Reduction”
in in the final declaration (“The Future We Want”) of the
United Nations Conference on Sustainable Development
held in Rio de Janeiro in June 2012 (Rio+20). Together
with decent jobs, a sustainable energy supply, food security and sustainable agriculture, sustainable urban development, access to clean drinking water and sustainable
use of our oceans, resilient societies are one of the seven
key components of sustainable development that must be
continuously implemented and improved in order to ensure
the sustainability of dynamic, evolving systems.229 It will be
necessary to implement all seven of these key components
with equal care and attention if global development is to
be truly sustainable. The final declaration calls for “disaster

 f. the three pillars of sustainability model used e.g. by the European Commission (see Ec.europa.eu 2013) and the Council for Sustainable
C
Development established by the German government in 2001 (see Nachhaltigkeitsrat.de 2013).
Definition of sustainability taken from the Brundtland Report by the World Commission on Environment and Development (A/42/427).
Fiksel 2003, p. 5332.
Un.org 2013, Uncsd.org 2013.
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risk reduction and the building of resilience to disasters to
be addressed with a renewed sense of urgency in the context of sustainable development.”230 All the relevant actors,
including governments, international organisations, the private sector and civil society, should endeavour to improve
the protection afforded to people, infrastructure and other valuable commodities against the impacts of disasters,
as well as to reduce the risk of such disasters occurring in
the first place.231 As such, general resilience to all types of
threats is an essential requirement for sustainable development and forms one of its key components.
Table 5 summarises the nine lessons that Germany can
learn from the international perspectives on the concept of
resilience. These nine lessons – ranging from the holistic understanding of resilience to resilience engineering and modelling and resilience as a key component of sustainable development – provide a series of concrete and extremely valuable
ideas for informing future research, discussion and work on
resilience in Germany. When the international experts came to
Berlin in mid-May of 2013 for the “International Perspectives
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A/RES/66/288, p. 36.
A/RES/66/288, p. 36f.

on Resilience” workshop, they could scarcely have imagined
that just a few weeks later their expertise and advice would
be more urgently needed than ever when Central Europe was
hit by some of the worst floods in its history. A better and
deeper understanding of the concept of resilience allows us
to analyse this disaster with greater clarity. It enables us to
recognise the success stories, such as the tireless and heroic
efforts of the numerous volunteers and the exemplary display
of social cohesion. But it also allows us to see how the problems and failings – e.g. with regard to innovative structural
flood defence concepts and the retention of adequate flood
plain capacity – fit into the wider context. Even these brief
reflections are enough to demonstrate just how valuable the
recommendations derived directly from the lessons learned
can be in assisting policymakers to significantly reduce the
loss of life and financial, social and environmental impacts
not only of natural disasters like the June 2013 floods but
also of terrorist attacks, industrial accidents and other extreme events. The recommendations thus constitute the first
step in the marathon endeavour of creating tomorrow’s resili
ent society.
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Table 5: Lessons learned from the international perspectives on resilience
LESSON LEARNED

CONTENT

1. The resilience equation:
resilience as a holistic concept

The key feature of resilient societies is that they are able to keep all the different types of damage caused
by adverse events to an absolute minimum. To this end, the holistic approach employs a combination of
technological, social, economic and other solutions. Countries such as the US, the UK and Switzerland are
already implementing this approach and Germany can benefit from their experience.

2. A national resilience strategy:
establishing resilience as an
organising principle

A national resilience strategy should be formulated, including detailed plans for research and development. Resilience can act as the underlying principle of all future research initiatives in the field of security
research.

3. Is there a case for using
threat analyses and vulnerability indicators in Germany?

In order to increase resilience, it is necessary to have a clear understanding of which systems are vulner
able and at risk and how and why this is the case. There is thus a need for indices capable of describing
these factors. Serious consideration should be given to the development of such indices over the next few
years.

4. Evaluating resilience: developing ways of measuring
resilience

Over the next few years, the German security research community should take up the challenge of devel
oping a practical method for measuring resilience. To do this, it will require firm backing and adequate
funding.

5. Resilience engineering:
transforming the approach
to engineering in the field of
security research

We need to transform our approach to engineering in the field of security research in order to create
“resilience engineering”. Resilience engineering means the systematic incorporation from an early stage of
technological solutions to all kinds of security problems into every aspect of the planning and implementation of social projects – from the individual level to the overall system level. Resilience engineering should
be prioritised as a key future research imperative.

6. Resilience modelling: modelling and simulating complex
systems

System metrics and models should be developed that are capable of simulating all kinds of system behaviour. Reliable identification of system-critical nodes and interfaces will be key. This will require innovative
research initiatives in the field of security research.

7. Business case resilience: making the case for the valueadded offered by resilience

While resilience costs money in the short term, investing in it pays off in the longer term. It is up to policymakers to raise awareness on this issue, using sound scientific arguments to back up their case. Resilience
research should therefore include the economic aspects right from the outset.

8. Resilience responsibilisation: information, raising
awareness and promoting
flexibility

Strategies should be developed that help the public to become more self-reliant and flexible in the face of
adverse events. The State can provide support by supplying information, raising awareness of the potential
hazards, organising more emergency exercises, promoting flexibility and much more besides.

9. Resilience as a key
component of sustainable
development

Only resilient societies can learn from the past and ensure their long-term survival in the face of increasingly frequent adverse events – a quality that is also essential for sustainability. Resilience is thus a key
component of sustainable development.
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4 RESILIENT BUSINESSES
LUCAS DAUS, BURKHARD KESTING, TIMO KUKUK

4.1	GOALS AND PLACE WITHIN THE “RESILIEN-TECH”
PROJECT
Chapter 4 on “Resilient Businesses” looks at the establishment and improvement of resilience in private-sector companies and public institutions in Germany.
In order to help develop the content for this chapter, we
organised an expert workshop called “Resilience in Businesses”. This provided an opportunity for representatives
of the business and research communities to discuss their
ideas on business resilience with university lecturers and
emergency planners.
In the business world, the concept of resilience is strongly
associated with the establishment of a business continuity
management system (a definition of this term is provided in
Chapter 4.2). In order to get the participants thinking about
the topic of BCM and the structural components that a better practice-based BCM system should contain, the workshop
featured two presentations:
1. “Implementation approach following ISO 22301:2012
and BSI 100-4”
2. “An approach for improving the resilience of an ICT
provider”
This was followed by a World Café session (see 4.4 for a
description of this format) where the following questions
were discussed:
—— How might a civil defence and emergency planning
regulation for businesses look?
—— What are the differences with regard to resilience between public-sector “businesses” such as the fire service
or the German Federal Agency for Technical Relief
(THW) and private-sector companies?
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The remainder of this chapter is structured as follows: section 4.2 formulates a definition of business resilience based
on the results of the workshop. Section 4.3 summarises the
two presentations that were given on the implementation
approach based on ISO 22301 and BSI 100-4 and a s trategy
for improving the resilience of an ICT provider. It furthermore describes the current state of affairs regarding the
implementation of BCM in practice. Section 4.4 features a
detailed overview of the workshop’s outcomes. These provide the basis for section 4.5, which sets out the motivations
for businesses to improve their resilience. The final section
4.6 contains a conclusion.

4.2	RESILIENCE – A DEFINITION
FOR THE BUSINESS CONTEXT
4.2.1 RESILIENCE
based on the international standard ISO 22301232 and the
BSI Standard 100-4233, business resilience can be defined
as follows:
Resilience is the ability of a business to prevent or mitigate
hazards that pose a threat to its survival by being well prepared (prevention) and taking the appropriate measures
should an event occur (response). Resilience may thus be
defined as “a business’s ability to withstand adverse events
and ensure its survival“.
Preventive measures are measures that are defined and
implemented before an adverse event occurs and help
to reduce the risk of its occurrence. Similarly, reactive
measures are defined prior to the occurrence of an adverse
event, but are not implemented until after the event has
occurred. They are geared towards managing its direct impact and may, for example, include emergency plans for
specific emergency scenarios.

ISO 22301: Societal security – Business continuity management systems – Requirements, International Organization for Standardization.
BSI Standard 100-4 – Business Continuity Management, Federal Office for Information Security.
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A hazard is described as posing a “threat to business survival” if its occurrence would put the business’s continued
existence at risk. In order to quantify this threat, thresholds
are defined for various aspects relating to the business’s
financial and legal status and its reputation. If these thresholds are crossed, measures must be taken to preserve the
business’s high level of resilience. In practice, particularly
in the realm of service management, these thresholds are
often stipulated in the service level agreements (SLAs) between customers and service providers. SLAs also set out
the relevant penalties or fines for failing to comply with the
specified thresholds.

4.2.2	BUSINESS CONTINUITY MANAGEMENT (BCM)
– A STRUCTURED APPROACH TO DELIVERING
RESILIENCE
The implementation of a BCM system in a business involves
creating organisational structures and implementing mea
sures aimed at establishing a high degree of resilience. Traditionally, BCM systems comprise the following structural
components:
——
——
——
——
——
——
——

BCM Policy and Management System
Awareness & Training
Business Impact Analysis
Risk Management
Strategy & Recovery
Process Development
Exercise & Test

These structural components are described in detail in
Chapter 4.3.
In order to create an efficient BCM system, it is important to focus on the company’s critical business processes.
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These must therefore be distinguished from all the
non-critical processes within the company. The BCM risk
management process (see 4.2.2.1) then identifies both
the risks that pose a threat to the survival of the business
and the corresponding strategies for critical business processes. However, the emergency and crisis plan must also
contain a cost-benefit analysis of the strategies for dealing
with the critical risks identified during this process. The
cost-benefit analysis helps to decide whether these risks
should be addressed directly via preventive measures or
whether it is necessary to formulate an emergency plan
or address the relevant risks through a crisis management
process. The outcome of the cost-benefit analysis provides
a basis for developing and implementing the relevant
BCM processes. The final component of an efficient BCM
system involves exercises and testing. The effectiveness of
the measures, processes and emergency plans that have
been put in place is measured in practice so that the areas
worth improving or updating can be identified.
In order for a business to create an organisational structure that assigns clear responsibilities for different types
of risk, it is necessary to distinguish between BCM risk
management and business and IT risk management (see
4.2.2.2).
4.2.2.1 BCM risk management
Since the concept of resilience is closely tied to risks that
pose a threat to business survival, this section takes a closer
look at BCM risk management. The different stages of the
BCM risk management process are predominantly based on
traditional business and IT risk management methods (see
Chapter 4.2.2 for the difference between these two terms).
The ISO 27005 standard234 constitutes one example of a
better practice method for IT risk management. The BCM
risk management process derived from this approach incorporates the following stages:

ISO 27005: Information technology - Security techniques - Information Security Risk Management, International Organization for Standardization, 2011.
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Risk identification
Risks arise from the combination of a hazard to and a
weakness in the business. Hazards may be natural or manmade, accidentally or deliberately caused and the result
of factors inside or outside the organisation. A hazard can
only harm a business if a business shows corresponding
weaknesses. Weaknesses exist where security measures are
either inadequate or completely lacking. As the number of
weaknesses grows, the extent to which the organisation is
protected against existing hazards diminishes and the likeli
hood of a risk event occurring increases. In a BCM system,
the risk identification process focuses on risks that could
pose a threat to business survival.
Risk assessment
Following the identification of business survival threatening risks and the protective measures that are currently in
place, a risk assessment is carried out based on this information. All hazards are evaluated based on a combination
of their probability of occurrence and the harm they would
cause if they occurred.
Risk management
The options for managing risks after they have been identified and assessed include risk reduction, risk acceptance,
risk prevention, and risk transfer. Sometimes several of
these options will need to be combined in order to manage a particular risk. For example, there may be cases
where the best approach involves combining risk reduction measures with a risk transfer strategy for displacing
the potential harm that may result from any residual risk
onto a third party.
The goal of risk reduction is to reduce risks that pose a threat
to the survival of the business by implementing adequate
countermeasures. The results of the risk identification and assessment process provide the basis for determining which risk
reduction measures need to be taken. One example of a risk
reduction measure would be the formulation of an emergency

plan, particularly in the case of risks that pose a threat to the
survival of the business.
Risk acceptance can also constitute a risk management
measure, since in some cases it may be necessary to accept
certain risks. For example, the relevant risk reduction mea
sures may not be cost-effective or the potential benefits may
mean that the risk is worth taking.
If an identified risk cannot be accepted and the cost of implementing other risk management measures outweighs
the benefits, risk prevention measures may be used in order
to try and prevent the risk from occurring in the first place.
This involves eliminating the risky process or measure. For
instance, the solution to an environmental risk may involve
a change of location to a place where this risk is well controlled or non-existent.
Risk transfer involves shifting the impact of the harm caused
by a risk event to a third party. This may take the form of insurance or some other type of agreement between the party
affected by the risk and the party who agrees to assume
the risk on their behalf (e.g. an outsourcing agreement).
It is important to bear in mind that although risk transfer
arrangements do enable the responsibility for managing
certain risks to be transferred, they do not normally allow
transfer of the liability for any damage.
4.2.2.2 	Distinguishing between BCM risk management and business and IT risk management
Although BCM risk management is closely related to business and IT risk management, its focus is different. While
business and IT risk management has a broader remit that
includes all types of risks, BCM risk management only addresses risks that could result in an emergency or crisis and
pose a threat to the survival of the business. If a business is
to achieve a high degree of resilience, close cooperation and
coordination between these two areas is essential in order
to ensure transparency with regard to all the identified risks.
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likely they are to occur. Implementation of measures for
managing high-probability235 risks that could pose a threat
to the survival of the business is usually delegated to the
business and IT risk management function. BCM measures
are thus focused on managing critical risks with a low probability of occurrence. In addition to natural disasters and
pandemics, these may also include cyber-attacks which are
posing an increasingly serious threat to companies’ survival. Risk matrices (see Fig. 13) are used to provide a transparent overview of all the risks that a business is exposed
to. A risk matrix classifies risks based on their probability
and impact.

This is important, as the risks dealt with by business and IT
risk management may be relevant to BCM and vice versa. It
is thus key to ensure a shared understanding of the relevant
tasks (via an interface definition) and responsibilities and to
provide a clear definition of what constitutes an incident,
an emergency, and a crisis. In practice, incidents are usually
dealt with by business and IT risk management, whereas
emergencies and crises are the preserve of BCM risk management.
BCM risk management is responsible for all risks that pose
a threat to the survival of the business, irrespective of how

Figure 13: Risk matrix
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4.3 PUTTING BUSINESS RESILIENCE INTO PRACTICE
4.3.1	IMPLEMENTATION APPROACH BASED ON
ISO 22301:2012 AND BSI 100-4
There are various standards that businesses can use as a
guide for implementing business continuity management
systems (BCMS). Two of the most important standards in
this area are the International Organization for Standardi
zation’s ISO Standard 22301:2012 and the BSI 100-4
Business Continuity Management Standard of Germany’s
Federal Office for Information Security.
This section uses the ISO 22301 standard and the accompanying guidance document ISO 22313236 to illustrate the
requirements that a BCMS is expected to meet. It will also
compare these requirements with those of the BSI 100-4
standard.
4.3.1.1	BCMS requirements as defined by
ISO 22301:2012
The international standard ISO 22301:2012 divides the implementation of a business continuity management system
(BCMS) into seven key areas. It distinguishes between the
two overarching themes of
—— BCM Policy and Management System and
—— Awareness & Training
and five further areas that build on each other:
1.
2.
3.
4.
5.

Business Impact Analysis,
Risk Management,
Strategy & Recovery,
Process Development and
Exercise & Test

(see Fig. 14).
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BCM Policy and Management System
This area provides the basis for a functioning BCMS. The BCM
policy adopted by senior management sets out the framework
for the company’s specific BCMS and allocates the resources
for all BCMS-related activities. It also defines the BCM roles
and responsibilities for both normal business operation and
crisis situations. Finally, it establishes processes and procedures for continuously improving the management system.
Awareness & Training
This area involves the development of a targeted training
strategy, together with concrete measures to train em
ployees and prepare them for their respective roles in the
various BCMS plans. It also includes raising awareness of
the need for business resilience.
Business Impact Analysis
The business impact analysis (BIA) uses company-specific
criticality parameters to determine which business processes are critical. Subsequently, the resources or supporting
assetsrequired by these critical business processes are identified.237
Furthermore, the BIA assesses the potential impacts of critical
business process failures on the business (impact analysis).
The impacts are assessed in terms of their duration so that
recovery parameters can be determined (e.g. the maximum
tolerable period of disruption (MTPD) or recovery time objective (RTO)) and recovery measures for crisis situations can be
prioritised. In order to enable recovery, the resources and supporting assets (IT systems, data, human resources, materials,
buildings, etc.) that are absolutely indispensable for both
normal and emergency business operations are then selected
from among the previously identified supporting assets.
Risk Management
The risk management involves analysing the threats and
weaknesses of the resources and supporting assets that

ISO 22313: Societal security - Business continuity management systems - Guidance, International Organization for Standardization, 2012.
Barry A. Cardoza, 2006.
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are needed for the critical business processes to operate
correctly (see 4.2.1). The identified risks are then rated
and prioritised. Measures are subsequently established to
ensure that these resources are available to the critical
business processes and will function correctly. The outcome of the risk management is a detailed plan for dealing with the identified risks (risk treatment plan) and an
established process for the structured analysis, evaluation,
and treatment of risks.
Strategy & Recovery
Based on the results of the business impact analysis and
risk management, the options and strategies for recovering
critical business processes in different emergency scenarios

are evaluated and subjected to a cost-benefit analysis. The
outcome is a recovery strategy encapsulated in an emergency
strategy document238.
This emergency strategy forms the basis of the individual
operational recovery plans (emergency plans) that contain
step-by-step instructions for restoring critical business processes to normal operation.
Process Development
The process development area involves the development
and implementation of crisis management processes, as
well as the procedures for crisis alarm and escalation, convening the crisis management team, in-house and external

Figure 14: Business continuity management system (BCMS) implementation approach based on ISO 22301:2012
BCM Policy & Management System
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Results:

Definition of roles & responsibilities and provisioning of resources

BCM Policy & Management System
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2. Risk Management
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Development of business
continuity and business
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Action plan

BIA report
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Results:
Recovery and emergency
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Source: KPMG AG WPG.
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Also referred to as a crisis strategy or recovery strategy.
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crisis communication, crisis monitoring, de-escalation up to
the point where the situation has returned to normal and
follow-up measures once the business is operating normally
again.
Exercise & Test
Emergency and evacuation exercises are carried out as
part of a comprehensive testing programme. The results
are reviewed and used to improve and adjust the recovery
plans. The testing programme also incorporates test cycles
to ensure continuous improvement of both the recovery
plans and the BCMS as a whole.
4.3.1.2	Differences between ISO 22301:2012 and
BSI 100-4
While ISO 22301:2012 provides generic guidelines for implementing a business continuity management system, the
BSI 100-4 standard contains far more detailed instructions
written in the style of an implementation guide.
The key aspects of implementing a business continuity management system are identical in both standards. BSI 100-4
also begins by stipulating the establishment of a framework
that defines the relevant roles and responsibilities (initial
set-up of emergency management structures). These functions then carry out the business impact analysis and risk
management processes, identify the necessary measures
and produce the relevant emergency plans (design phase,
implementation of emergency contingency strategy and
emergency management measures). The standard also
requires tests and exercises to be carried out (exercise and
testing phase) in order to ensure the quality of the emergency management processes and identify any necessary
improvements.
The BSI’s detailed hazard and measures catalogues are of
particular note. They describe specific threats to businesses
and concrete measures that can be taken to counter them.

4.3.2	A STRATEGY FOR IMPROVING THE RESILIENCE
OF AN ICT PROVIDER
The business continuity management system of the ICT provider in this example defines resilience as “securing financial survival when the business is confronted with a crisis”
or “keeping the business running in the event of a crisis or
disaster”.
The company draws a clear distinction between business continuity management and ICT service continuity management
(ICTSCM) on the one hand and standard operating procedures on the other. The goals of the former are to provide
preventive protection against hazards and to establish emergency operation within the maximum tolerable period of disruption for business-critical ICT services. Consequently, BCM/
ICTSCM measures are not implemented across the board for
all applications, since in this context increasing the applications’ availability is not the goal.
The BCM system of the ICT provider in this example has
to comply with requirements derived from a combination
of statutory obligations, service level agreements with external customers, and operational level agreements with
internal customers. These requirements are addressed
through a company-wide process model. The first step in
this process model involves analysing continuity planning
requirements. Business impact analyses and risk management processes are then used to identify the relevant risks,
enabling the subsequent development of BCM/ICTSCM
strategies.
These strategies are then implemented at a technical and
organisational level in the continuity implementation stage
of the process model. This is where crisis management procedures are determined, roles and responsibilities defined, training measures planned, and test scenarios for the measures
derived from the strategy devised.
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The continuity survey stage involves the development and
implementation of continuity tests aimed at identifying
weaknesses. The test results provide the basis for further
improvements to the BCM and ICTSCM.
The disaster management stage involves response mea
sures geared towards ensuring effective management in the
event of an actual disaster. After a disaster has occurred,
the disaster management documentation is reviewed in order to identify additional measures to improve the BCM/
ITSCM system.
The lessons learned from implementing this process model
are collected as a matter of course and used to make improvements to the ICT provider’s BCM/ICTSCM processes,
ensuring a continuous improvement process.

4.3.3 RESILIENCE IN INDUSTRY
On 11 June 2013, KPMG ran a workshop for the BCM
user group of Versicherungsforen Leipzig, entitled “Yes, we
want a BCM! What are the requirements of the ISO 22301
standard and what does management commitment mean
in practice?”. The workshop’s participants were given the
following challenge:

1.
2.
3.
4.
5.

Project Management/Training & Awareness
BCM Policy & Management System
Business Impact Analysis & Risk Management
Strategy & Recovery/Crisis Process
Emergency Exercises & Testing

The approaches, ideas and factors that were identified
for the different subject areas where collated and the
participants, who came from eleven different insurance
companies, then had the opportunity to assess the extent to which they are currently implemented in their
own company.
Figure 15 summarises the key factors and the extent to
which they are currently implemented.
It is clear that the decisions and measures of senior management required to establish resilience in businesses
currently only exist to a limited extent. In addition to the
appointment of people to BCM roles, most progress has
been achieved in the subject area of emergency exercises &
testing. Unlike the other subject areas, this area is at least
partly regulated (e.g. in Article 4.4 of the Health and Safety
at Work Act, ArbStättVo).

4.4 WORKSHOP OUTCOMES
“Consider and discuss how senior management’s obligations and commitments should be framed and implemented for each of the individual BCMtopics”
In order to address this challenge, the participants discussed five subject areas based on the content of the
ISO 22301 standard. This allowed them to identify what
decision-makers need to do in each subject area in order
to implement and maintain resilience through a business
continuity management system. The five subject areas
were as follows:
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As part of the “Resilien-Tech” project, we ran a workshop that
brought together representatives of government, public institutions, the research community and the financial services
and telecommunications industries in order to discuss the
differences between the public and private sectors in terms
of their perception of resilience and the extent to which it is
currently being implemented. We also set out to determine
whether the participants felt that a civil defence and emergency planning regulation would be desirable and, if so,
what its content might look like.
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Figure 15: BCM Management Commitment
BCM Management Commitment
– Degree of implementation –

1 Establishment of
communication structures
5 Making sufficient financial and staff resources available
1 Take-up of sponsoring role
11.00
5 Creating a culture of continuous improvement

1 Provision of resources

10.00
9.00

5 Managing improvements (Change Mgmt)

1 Targeted training measures for different
stakeholders

8.00
7.00

5 Ensuring regular emergency exercises

1 Knowledge of statutory requirements

6.00
5.00
4.00

5 Vulnerability management

2 Establishment of BCMS scope

3.00
2.00
4 Provision of resources

2 Establishment of BCM goals
and strategy

1.00
0.00

4 Presence in the event of a crisis
and decision-making powers

2 Provision of resources

4 Establishment of a strategic crisis
communication policy

2 Review and implementation of BCMS
lessons learned

4 Definition of central and decentralised
responsibilities (crisis management team)

2 Communicating the importance of BCMS
2 Definition of senior management’s
roles and responsibilities

4 Establishing the strategic framework for the …
3 Integration of BCM risk management &
company-wide risk management

3 Approval of BIA procedures

3 Prioritisation in relation to other projects

Source: KPMG AG WPG.

3 Approval of evaluation criteria, recovery parameters & security level

3 Endorsement of processes identified as critical

The workshop employed the World Café discussion format.
The idea of World Cafés is to get different participants
talking to each other in a way that facilitates an open
discussion of pre-defined themes. Small groups of three to
five people each sit at their own table. The discussion is
enriched by repeatedly asking the participants to switch
tables so that all of the specific aspects are discussed by

different groups of people. The results are presented by the
participants at the end of the session.
The workshop posed two key questions that were discussed
by the participants together with the various aspects specific to each of them.
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4.4.1	QUESTION 1: HOW MIGHT A CIVIL DEFENCE
AND EMERGENCY PLANNING REGULATION
FOR BUSINESSES LOOK?
The aim of addressing this question was to discuss the
extent to which the private sector considers regulation to
be important. In addition, consideration was given to how
regulation can contribute to increasing the resilience of
businesses.
Aspect 1: What regulations are needed to ensure that the
interactions between businesses and public institutions function correctly in the event of an emergency? Would it also
make sense to regulate emergency exercises?
The participants identified two different motivations for
creating resilience in businesses:
a) financial motivation
b) regulatory motivation
The participants indicated that a financial motivation for
resilience exists if creating resilience increases shareholder
value. The regulatory motivation for resilience, on the other
hand, is a product of statutory or other external obligations
on the business.
The discussion groups started outby tackling the question of
when a regulation for improving the interactions between
businesses and public institutions is deemed desirable. The
consensus was that regulatory intervention is only necessary if a lack of regulation would have a negative impact
on public welfare or other aspects of society. These are the
only circumstances under which the State should introduce
regulations for private enterprises. In this context, “public
welfare” was equated with the term “system-relevant”.

239
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The participants also pointed out that legislation and regu
lations governing emergencies do in fact already exist.
However, it was stressed that these laws and regulations
only apply to the defence of the realm (emergency laws).
Since most of the threats to public safety and security in the
last 20 years have involved natural disasters such as flooding, periods of extremely cold weather or heavy snowfalls,
it was felt that further regulation is required to complement
the existing legislation.
The growing trend towards privatisation of the public sector was seen as a challenge for efforts to increase resilience.
Many former public services are now being farmed out to
the private sector in the shape of public-private partnerships
(PPPs). A number of notable examples are found in the field
of road and bridge construction in particular. The participants believed that this approach could well be extended to
include privatisation of the emergency services. In particular,
private companies could be used to provide the emergency
vehicle fleet. In such a case, the State would need to introduce stronger regulation to ensure that this new interface did
not have a detrimental effect on resilience.
The participants also discussed the German government’s
critical infrastructure protection initiative. It was felt that
businesses covered by the KRITIS239 strategy should be
subject to regulation requiring them to become more
resilient. However, there was some disagreement as to
whether enough companies are currently classified as
falling under the KRITIS strategy. In summary, the participants believed that while private-sector companies with a
role in managing and overcoming national emergencies
should be subject to a regulatory framework requiring
them to become resilient, there is also a need to optimise
the interface between these companies and the nation’s
civil defence institutions.

F ederal Ministry of the Interior (2009): National Strategy for Critical Infrastructure Protection (KRITIS) (http://www.bmi.bund.de/SharedDocs/
Downloads/DE/Broschueren/2009/kritis.pdf, accessed 23.09.2013): Critical infrastructures are organizational and physical structures and
facilities of such vital importance to a nation’s society and economy that their failure or degradation would result in sustained supply shortages,
significant disruption of public safety and security, or other dramatic consequences.
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Aspect 2: The Federal Financial Supervisory Authority regu
lates resilience in the financial services industry. Would a
similar type of regulation work in other industries and what
are the advantages for public institutions?
All the participants agreed that the Federal Financial Supervisory Authority (BaFin) plays an important role in the
financial services industry. The organisation is perceived as
having a positive influence on the industry’s behaviour.
The discussion then moved on to the question of whether
the regulatory requirements imposed by the BaFin do indeed help to increase the resilience of banks and insurance
companies. Again, most people felt that they do. Further
discussion led to the conclusion that regulation by a BaFinlike institution could have a similarly positive impact on the
resilience of companies outside the financial services industry. However, it proved impossible to reach a consensus on
which criteria (e.g. size) should be used for selecting the
companies that would have to comply with the regulations
introduced by this new institution.
The workshop also looked at an example of resilience taken
from the United States. The US has passed legislation introducing compulsory insurance in order to prevent a recurrence of past situations where the State ended up having
to foot the damages bill because people and organisations
affected by a disaster were uninsured. The regulations concern both insurers, who are required to provide the relevant
policies, as well as companies and natural persons, who
are required to take out this type of insurance. Rather than
being introduced nationwide, these compulsory insurance
regulations only apply to US states that are regularly affected by tornadoes.
The participants also suggested the introduction of transitional regulations to increase the resilience of the relevant
businesses. This could be implemented in the form of a “top
runner programme” where companies able to demonstrate

an increase in their resilience would receive preferential
market treatment for the duration of the transition period.
Moreover, any businesses that failed to follow suit beyond
a certain deadline could be penalised with higher insurance
premiums, additional levies, etc.
The overall feeling was that regulation of resilience is at
present neither necessary nor good for business.
Aspect 3: Might it be feasible to introduce compulsory reporting of BCM incidents for businesses? And if so, who
should they be reported to?
The workshop participants felt that it would only be worth
trying to bring in compulsory reporting of BCM incidents
as part of industry-specific early warning systems. The
suggestion was made that these early warning systems
could be organised by the relevant industry associations.
Airlines were mentioned as one example, but the insurance industry also has strong industry associations that
consult with their members on a regular basis. However,
the participants also felt that Germany currently lacks the
culture of dialogue needed to successfully establish an
early warning system.
The first issue to be discussed was which incidents should be
subject to compulsory reporting. This could be determined using both quantitative and qualitative criteria. Incidents could
be classified based on the seriousness of their impact. How
ever, most participants did not find a detailed classification of
reportable incidents to be necessary.
The participants also called for better prevention. One particular approach discussed as a possible means of promoting
measures to increase resilience involved amending the laws
governing publicly traded companies (Art. 91 of the German Stock Corporation Act (AktG) for joint stock companies
and Art. 43 of the German Limited Liability Companies Act
(GmbHG) for PLCs).
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In particular, there was much discussion of how to distinguish BCM incidents from incidents such as pandemics, for
which compulsory reporting and early warning systems already exist.
The participants also addressed the structure of BCM incident reporting chains. Should businesses report BCM
incidents to the local, regional or national authorities and
what would need to be done to ensure that reports were
passed on to the appropriate other levels? The key question in this context was which incidents are deemed to be
of national importance.
The participants concluded that compulsory reporting as
part of an early warning system must offer benefits to the
companies that report incidents. This would be true of e.g.
a sectoral approach with industry-specific reporting criteria.
In order to achieve meaningful benefits, it would be necessary to review the reported and published information after
the incident was reported, once again highlighting the importance of targeted and carefully chosen reporting criteria.

4.4.2	QUESTION 2: WHAT ARE THE DIFFERENCES
WITH REGARD TO RESILIENCE BETWEEN
PUBLIC-SECTOR “BUSINESSES” SUCH AS THE
FIRE SERVICE OR THE GERMAN FEDERAL
AGENCY FOR TECHNICAL RELIEF (THW) AND
PRIVATE-SECTOR COMPANIES?
The second question addressed during the World Café
was aimed at analysing the differences (and similarities)
between the private and public sectors with regard to
resilience.
Aspect 1: Is there any difference between private companies and public institutions as far as making improvements
to resilience is concerned?
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The discussion of the differences and similarities between
the private and public sectors in terms of making improvements to resilience was informed by representatives of
both sides. It became clear that private companies have a
shorter-term perspective than the State when it comes to
planning ahead.
The participants agreed that governments’ tendency to take
unpopular decisions at certain points in the lifetime of a parliament has a significant influence in the public sector. This
can have a negative impact on the implementation of plans
to increase resilience, since their benefits usually only become
apparent after a very lengthy period of time. The key factors
that influence whether or not a private company decides to
improve its resilience include the company’s legal form, the
industry it operates in and who it is owned by. There was a
consensus that publicly traded companies that are not run by
their owners generally tend to have shorter-term policies than
e.g. family businesses that have been run by their owners for
many generations.
The participants suggested that “more State” would be
one way of addressing the conflicts of interest that can
sometimes occur. It was proposed that legislation could
be passed to prevent companies from failing to comply
with (as-yet undefined) resilience requirements. However,
most people favoured an incentive system that would
reward companies for increasing their resilience. All the
participants agreed that a “culture of resilience” does not
currently exist. It was suggested that policymakers should
establish incentives geared towards developing a culture of
resilience in Germany.
The discussion concluded that the State should be responsible for tackling the current conflict of interests between private companies and public institutions with regard to the establishment of resilience. In addition to its role in protecting
national interests, the challenge for the State is to address
the extremely wide-ranging concerns of private companies
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and, ideally, develop appropriate incentive systems for reconciling public and private sector interests insofar as this is
possible.
Aspect 2: Are there any differences between public institutions and private companies in terms of the frequency of
exercises, the way they are carried out, and the way their
results are analysed?
The workshop commenced by discussing the goal and purpose of emergency exercises. The participants felt that private companies tend to focus their emergency exercises on
the failure of components that have been identified as being system-critical. There is thus a tendency only to consider
emergency scenarios that the company believes to have a
realistic chance of occurring. Fire drills were one example
mentioned in this context.
This attitude can be attributed to management’s reluctance to invest resources in scenarios that it believes to be
unrealistic, on the grounds that such investments are not
cost-effective. Employees are also less likely to want to take
part in exercises for emergency scenarios that they subjectively perceive as unrealistic. Rather than feeling supported by these exercises, they will tend to see them as an
imposition. Efforts to increase business resilience should
therefore aim to improve the perceived value of emergency
exercises to employees and encourage the organisation to
buy into the importance of exercises for ensuring the company’s survival.
The cost of carrying out emergency exercises varies owing to the different activities undertaken by companies
in different industries. The cost of exercises to companies
in non-manufacturing industries, for example consultancy
firms, will be lower than for manufacturing companies in
e.g. the chemical industry. These differences explain the significant variability in the extent and frequency of exercises
in different private-sector companies.

The participants confirmed that the success of emergency exercises is highly dependent on the involvement and
attitude of management. In other words, one of the key
drivers of success is how employees perceive “management
commitment”.
It was also pointed out that in addition to emergency exercises it can be helpful to carry out simulations and simulation games. One participant described a workshop for CEOs
of German businesses where they were given an operational role in a fictitious company and then asked to tackle
the typical problems that their employees would be faced
with in the event of an emergency. This exercise drew the
CEOs’ attention to the fact that their strategic overview of
their business might not suffice in an emergency situation.
The cost of this workshop was much lower than what an
organisation would spend on individual emergency exer
cises. It thus proved to be an efficient exercise, since the
small changes that it brought about in the CEOs’ attitudes
had a major impact within their businesses.
The representatives of public institutions said that emergency exercises are regarded as a worthwhile activity
in the public sector. This contrasts with the situation
in private companies, where there is a conflict between
the cost of exercises and the perceived likelihood of an
emergency event occurring, meaning that they are not
seen as a priority and are often regarded with scepticism. No definitive answer was found to the question of
how to develop a financially compelling preventive approach that would save companies from having to learn
the hard way.
Aspect 3: Are businesses in Germany resilient?
The final question addressed by the workshop was aimed
at establishing how resilient businesses in Germany are and
comparing this against the resilience of businesses in other
countries.
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The decision to implement a BCMS in order to increase
a company’s resilience is taken by the board of directors.
However, the board’s focus is primarily on strategic issues
and it lacks the understanding of operational issues needed
to assess which measures are required to improve the resili
ence of the business. The participants felt that the relevant
company structures were therefore less likely to approve
measures aimed at increasing resilience.
The example of the US was used to compare the situation
in Germany with what is happening elsewhere in the world.
The participants felt that companies in the United States
have a greater awareness of resilience. They put this down
to the higher number of natural disasters that businesses in
the US are bound to encounter. Moreover, the regulations
governing the personal liability of company directors mean
that there is more awareness than in Germany of events
that could potentially harm the business.
The participants added that the extent to which a CEO or
board member is motivated to increase resilience depends
on the nature of their relationship with the company. They
believed that managing partners have a much stronger financial interest in protecting their company, even if the cost
of doing so may mean that they receive lower dividends.
Managing directors who are simply employees of the company, on the other hand, have no personal interest in the
success of the business beyond their own salary and bonuses. They thus tend to be motivated by more short-term
considerations.
In order to provide an overall answer to this final question,
it is thus necessary to take a range of different factors into
account. While the relevant public institutions regard defined emergency scenarios as essential to their ability to
carry out their core business, private-sector companies find
it much harder to adopt this attitude. The focus of private
companies is on their customers and on making a profit.
This means that they are quick to regard any shortcomings
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in areas outside of their core business as critical cost drivers. Cost-effectiveness is thus a key factor in terms of how
businesses approach resilience. Another factor becomes
apparent when German businesses are compared with companies in other countries. The fact that disasters occur less
frequently in Germany means that there is less awareness
of them among German businesses. A further key driver
appears to be the legal structure of the company and the
resulting differences in the personal liability of its senior executives. Finally, it is crucial not to overlook the significant
influence of cultural factors.

4.5	MOTIVATING BUSINESSES TO INCREASE THEIR
RESILIENCE
An analysis of the workshop’s outcomes revealed that businesses and/or their decision-makers currently recognise two
motivations for increasing their resilience:
—— financial motivation
—— regulatory motivation
It should be noted that none of the participants in the workshop mentioned the threat of penalties as a reason for increasing resilience. However, during the discussions, various
people cited negative consequences that had come about
as a result of financial and regulatory penalties for failing
to implement resilience.

4.5.1 THE FINANCIAL MOTIVATION
During the workshop, discussions with the representatives
of the business community revealed that the reasons for
companies taking measures to improve their resilience are
often financial in nature. These can be divided into two
categories: competitive advantage and internal process
optimisation.

Resilient Businesses

A high degree of resilience can provide a company with a
significant competitive advantage as a result of the high
market availability of its products and/or services. Suppliers
can, for example, offer their customers attractive contracts
containing service level agreements with fixed product or
service availability thresholds. In situations where several
companies in the same industry are affected by a critical
hazard, highly resilient companies can gain a further competitive advantage from their ability to respond more rapidly and effectively to the hazard and recover their critical
business processes within a short period of time.
In addition, a high level of resilience helps to optimise and
strengthen a company’s internal processes, making them less
vulnerable to hazards that pose a threat to the business. The
probability and impact of interruptions to business continuity
are thus reduced. And even if business continuity is interrupted
as a result of an adverse event, the company is in a position to
recover its critical processes relatively rapidly and efficiently240.

4.5.2 THE REGULATORY MOTIVATION
There are currently no specific statutory regulations that require the introduction of a business continuity management
system. However, several pieces of legislation do stipulate generic requirements, for example the German Stock Corporation Act (AktG), Federal Data Protection Act (BDSG), German
Civil Code (BGB), German Limited Liability Companies Act
(GmbHG), Principles of Proper Accounting (GoB), Principles
of Proper Computerised Accounting (GOBS) and Control and
Transparency in Business Act (KonTraG). Point 7 of the annex
to Article 9 of the BDSG requires “…that personal data are
protected against accidental destruction or loss (availability
control) …”. This can be interpreted as a BCM measure that
improves both resilience and data protection.
The Control and Transparency in Business Act (KonTraG)
calls for timely identification of risks that could pose a
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threat to the survival of the business. For this category of
risk, the potential consequences of an interruption to business continuity should be analysed and safety and security
strategies and emergency plans should be developed. This
is largely in line with the requirements of a business continuity management system.
Commercial laws such as the German Commercial Code
(HGB), GoB and GoBS stipulate that companies must provide the information requested by the tax authorities for
the purpose of account and tax audits. Companies must
therefore make the necessary provisions to ensure that this
data is available at all times and is not irretrievably damaged as a result of an adverse event.
According to both the German Stock Corporation Act and
the German Limited Liability Companies Act, businesses
must carry out risk management and thus should address
the risks of crises and emergencies. They are required to assign roles and responsibilities and implement risk monitoring
procedures. Areas requiring improvement should be regularly
tested for and communicated. As far as BCM is concerned,
areas for improvement can also be identified by regular testing of the emergency plans.
For companies wishing to raise equity through a share issue, the Stock Corporation Act sets out certain requirements
that can be met by an effective BCM system. Article 91.2
of the Act places a legal obligation on the board of management and supervisory board of joint-stock companies to
take suitable measures, in particular the establishment of a
monitoring system, to ensure that developments threatening the survival of the company are detected early on. The
exact nature of these measures is left to the discretion of
the company in question.
Companies in certain industries must meet special requirements concerning the continuity of the products or
services they supply. Telecoms companies, for example,

The measures’ efficiency is ensured by carrying out risk and cost-benefit analyses before the BCM measures are introduced.
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are subject to a universal service obligation. Implementation of standards such as ISO/IEC 22301 and BSI 100-4
supports compliance with these statutory obligations. It
ensures that a company can continue to operate in the
event of a disturbance and protects business-critical supporting assets against loss and failure. Such standards are
nevertheless not legally binding.

4.6 CONCLUSION
The discussions with the participants in the workshop resulted in a series of recommendations and potential next
steps for improving the resilience of businesses in Germany.
It became apparent during the course of the workshop that
private-sector companies and public institutions in Germany differ significantly in their attitudes towards maintaining and improving resilience. While public authorities and
institutions are required to attain a statutory level of resilience so that they are able to meet their obligations to
society, there is currently no direct requirement for private
companies to increase their resilience or maintain it at an
acceptable level.
Various different sources require businesses to address
operational risks. The German Stock Corporation Act, German Commercial Code and other laws all refer to early risk
detection and management as one of the responsibilities
of the organs of publicly traded companies. However, a
closer look at the operational risks detailed in corporate
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risk reports reveals a complete absence of any reference to
damage caused by meteorological events, disasters and
emergencies. In practice, companies generally focus only
on operational risks with a high probability of occurrence,
since they tend to believe that investing in measures for
extremely low-probability risks is not cost-effective. Since
the risk categories reported by companies fail to include
disasters and emergencies, it is necessary to assess whether
risks that pose a threat to the survival of the business could
be defined centrally and compulsorily assigned to specific
risk categories.
The perception often exists that establishing or maintaining
resilience is at odds with the company’s core business. After
all, the chief purpose of a business is to provide services, manu
facture products and make a profit. Companies do believe
that ensuring the company’s survival in terms of its efficiency
and profitability is one of the direct goals of their business,
and this is undoubtedly also something that contributes to
resilience. However, this is just one of the exogenous factors
that companies need to be resilient to and other factors such
as natural disasters and damage caused by meteorological
events tend to be overlooked. It is quite simply not enough
to focus exclusively on resilience to risks of a financial nature.
It is thus necessary to create incentive systems for promoting resilience in private companies so that they can attain
a level of resilience comparable to that found in the public
sector.
The lessons learned can be summarised as follows:
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Table 6: Lessons learned from the workshop “Resilient Businesses”
LESSON LEARNED

CONTENT

1. Regulate the interface
between the State and the
private sector

The interface between private-sector companies with a role in managing and overcoming national emergencies and the nation’s civil defence institutions should be regulated.

2. Compulsory insurance

Where companies fail to implement adequate resilience measures, they should be required to take out compulsory insurance. Insurance could also be used as an optional measure for increasing resilience. Measures
should furthermore be taken to ensure that insurance companies provide the relevant policies.

3. Monitoring and providing
incentives for resilience

A government resilience monitoring system run by a supervisory authority similar to the Federal Financial Supervisory Authority should be introduced. The system would provide appropriate rewards to businesses that
are able to demonstrate an increase in their resilience. Businesses that failed to take measures to improve
their resilience would be penalised with higher insurance premiums, additional levies, etc.

4. Early warning system with
compulsory reporting

It is necessary to define the parameters for the introduction of a national early warning system, together
with industry-specific compulsory reporting arrangements (i.e. the criteria for reporting events would vary
from industry to industry). The system would need to offer resilience benefits to the companies that report
incidents.

5. Incentive systems

In addition to its role in protecting national interests, the State must address the extremely wide-ranging
concerns of private companies and develop appropriate incentive systems for reconciling public and private
sector interests. A national incentive system would provide a framework for developing a culture of resilience
and would encourage companies to increase their resilience by getting them to perceive it as one of their
business’s corporate values.

6. Regulate to ensure that
emergency and crisis
exercises are carried out

Regulations should be introduced to ensure that emergency and crisis exercises are carried out in order to
increase business’ acceptance of the need for resilience despite conflicting financial goals. The regulations
should be industry-specific and should take differences in the size of companies into account.

7. Cyber risks

Since cyber risks are increasingly capable of posing a threat to companies’ survival, existing cybersecurity
initiatives such as those launched by the Federal Office for Information Security (BSI) – for example the Alliance
for Cybersecurity – should be combined with new measures.
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5	THE CASE FOR RESILIENCE AS
THE KEY TO ENERGY SECURITY
FRIEDBERT PFLÜGER
On July 17, 1913, almost exactly 100 years ago, the First Lord
of the Admiralty, Winston Churchill, took the floor of the
British House of Commons. British warships, he proclaimed,
would henceforth be powered by oil instead of coal, in order
to become faster and more cost-efficient than the German
fleet. This, however, also meant that the Royal Navy had to
substitute domestic coal with Persian oil. Countering claims
by his critics in the opposition that this would pose a threat
to supply, he insisted that London should never become dependent on a single country, route, energy source or (oil) field:
“Safety and certainty in oil lie in variety, and variety alone.”241
Churchill had thereby outlined the central theme for all future debates on energy security: the diversification of energy
supplies.
60 years later, in October 1973, OPEC’s oil embargo shocked
the West. Neglecting Churchill’s warning, the industrialised
world had, for some time already, fallen into dependence
on oil-producing countries, particularly from the Middle
East. Now oil prices quadrupled, the economy slowed down
and overnight it became clear that the world’s power balance had shifted: the producers in the global “South” had
become a political power. For the first time, the “North”
appeared vulnerable to the “oil weapon”.
In the wake of the Oil Crisis, energy security became the
core concern for industrialised Western nations. At the 1974
Washington Energy Conference, they agreed on a concerted reaction in the event of future disruptions of energy
supplies. This is how, among other things, the so-called strategic oil reserves came about, as well as the International
Energy Agency (IEA), which was set up as an institutional
“counterweight to the OPEC empire”242. The IEA, based in
Paris, lived up to its founders’ expectations. Today, its analyses and forecasts of developments in energy policy p rovide
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a common basis for science, business and government
alike. It also formulated the now widely accepted definition
of energy security as “an uninterrupted availability of energy sources at an affordable price.”243
The importance of energy has only continued to increase in
a globalised and digitalised world. Today, hardly anything
is conceivable anymore without energy, be it drinking water,
television, computers or phones. In the absence of the global network of transportation, cooling systems and stores,
our supply chains providing people with food and essential
goods would fail. The uninterrupted supply of affordable
energy has thus become all the more important. The advent
of renewable forms of energy in the last decade – which can
currently cover about two percent of global energy demand
(excluding hydropower)244 – has not diminished the dominance of fossil fuels. Even by 2035, around 80 percent of
energy demand will be met by oil, natural gas and coal (in
almost equal shares)245
Energy security in the international context will therefore
continue to depend on uninterrupted supplies of fossil fuels
for the foreseeable future. Supply security at an affordable
price is an extremely complex and fragile matter, and hence
continuously at risk. In this context, we can distinguish seven central risk factors:
Seven risk factors for energy security:
1. Wars, crises and conflict in energy-producing
countries
can lead to disruptions of the production and supply of
energy that affect the global economy. The Iranian Revolution of 1979, the First Gulf War of 1990/91 and the complete halt of Libyan oil production as a consequence of the

Churchill 1913.
Yergin 2012.
http://www.iea.org/topics/energysecurity/ [accessed: 22. 01. 2014].
IEA 2013.
IEA 2012.
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war in 2011, for example, all had drastic effects on supply
chains, energy prices and, as a consequence, the economies
of importing countries. Similarly, the 2002 general strike
in Hugo Chavez’ Venezuela and the Iraq War of 2003 also
had serious repercussions and contributed – alongside
other factors that will be discussed later – to a continued
surge in the price of oil which eventually passed 140 US
dollars per barrel in July 2008, contributing significantly to
the global economic crisis that followed.
2. Political extortion as a consequence of a one-sided
dependence on a single energy producer
is another risk factor for an uninterrupted supply of energy at an affordable price. The dominance of Russian gas
supplies to parts of Europe, in particular the Central and
Eastern European countries, meant that gas prices were no
longer only determined by supply and demand mechanisms
but were also decided politically. The disruptions of Russian
gas supplies to the Ukraine in 2005/06 and 2009 caused
a supply crisis in several Central European countries, even
though its actual impact was secondary to the fear surrounding Russia’s clout. The two gas crises, which Moscow should
not be blamed for unilaterally, sparked an intensification
of the European debate on energy security and gave new
impetus to plans for more diversification of the gas sector
through alternative supplies from the Caspian region via the
“Southern Corridor” (Nabucco Pipeline, Trans Adriatic Pipeline TAP). In addition, they led to the inception of a genuine
European energy policy and the appointment of a dedicated
EU Commissioner for energy (Günther Oettinger).
3. An impending re-nationalisation – and even energy
imperialism –
now pose real threats to a global supply system based primarily on the interplay of supply and demand. More than 80
percent of conventional reserves of oil and natural gas are
produced by state- or semi-state-owned energy companies,
i.e. they are directly or indirectly dependent on the p olitical
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leaders of their respective country who are well aware of the
political relevance of the resources that they control. Increas
ing scarcity of natural resources against the backdrop of
a dramatic growth in the world’s population and its thirst
for energy – global demand will increase by one third by
2035246 – will make it all the more tempting for countries
to use their riches for nationalist or even imperialist ends.
China’s determination to secure access to sources of energy
and raw materials across the entire globe ranks as one of the
most significant geopolitical phenomena of the early twentyfirst century.
4. Terrorist attacks against energy infrastructure,
i.e. on the routes of oil and LNG tankers as well as on
pipelines and oilrigs, can also pose a threat to affordable
supply security. In 2006, terrorists in the Niger Delta (in
Nigeria) caused a dramatic reduction in oil production.
The Arish-Ashkelon pipeline between Egypt and Israel was
attacked 13 times by terrorists in the year following the
fall of President Mubarak, with dramatic consequences for
Israel’s energy security – 40 percent of Israel’s gas supplies
depend on Egypt247. As recently as January 2013, Islamist
terrorists attacked BP’s oil production in the Algerian desert
and kidnapped employees of the company. From the Strait
of Malacca to the Strait of Hormuz and the Bab-el-Mandeb
between Yemen and Somalia, wherever there are straits,
terrorists and pirates lurk, often working closely together.
5. Cyber terrorism against critical energy infrastructure
represents a growing and often underestimated danger to
energy security. Frank Umbach recently pointed out that
although the US military has been forced to make all kinds
of cuts to its budget, the Pentagon’s Cyber Command has
bucked this trend by increasing its personnel from 900
to 4,900. President Barack Obama recently warned that
enemies of the United States could attempt to sabotage
its energy infrastructure, particularly its power grids. The
head of the US national intelligence service, James Clapper,
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a dded that such attacks constituted “the most immediate
threat”.248 What if a cyber attack succeeded in disabling
the cooling systems of nuclear power plants? In 2012, Aus
trian author Marc Elsberg wrote a political thriller about
the dangers of cyber terrorism for Europe’s electricity supply, which he recently presented at the Forum FAZ/Munich
Security Conference.
6. Natural disasters
are a real threat to supply security, as hurricanes Katrina
and Rita demonstrated in 2005. These storms destroyed
about 170 offshore oil rigs in the Gulf of Mexico.249 Almost a third of American oil production and its refining
capacity was lost – with farreaching and longlasting
consequences for supplies across the entire country. The
impact of the earthquake and ensuing tsunami that hit
Japan on 11 March 2011 was even worse. It led to the
death of thousands of people and a “beyond design-basis
accident” at the Fukushima Daiichi nuclear power plant,
with dramatic consequences for Japan’s society and economy. Beyond disasters of such magnitude, reinsurance
companies report that the number of devastating floods
and storms is on the rise – not least as a consequence
of climate change. And natural disasters like these are
usually accompanied by short- or long-term disruptions
of energy supplies. These threats will increase as climate
change gathers pace. Monster storm Sandy forced the
evacuation of 375,000 people and left 8 million people
without electricity for several days in October 2012, but
it was little more than a taste of things to come.250 Only
a few years ago, it was inconceivable that storms of this
magnitude could appear so far north. Climate change also
brings dangers for people and energy supplies in other
parts of the world. What, for example, will it mean for
Russia’s pipeline network if the permafrost regions of Siberia keep getting warmer? What will the consequences
be for supplies to Chinese cities if Himalayan glaciers
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c ontinue to melt and the big hydropower plants can no
longer produce enough electricity?
7. Technical failure, often related to human error,
is and continues to be a threat to energy security. Technology will never be perfect; a residual risk always remains. The
tragic Chernobyl disaster in 1986 is a prime example, but
even comparatively minor accidents like the 1989 Exxon
Valdez oil spill in Alaska can, besides damage to h umans
and ecosystems, also affect regional energy supplies.
Greater threats to energy security are posed, for example, by
the hitherto unresolved issue of the final storage of spent
nuclear fuel rods, as well as the theoretical possibility that
chemicals used in “fracking” – the technology involved in
the production of fossil energy in shale formations – could
come into contact with groundwater. Even the hypothetical
scenario of accidents like these, caused by the interaction
of humans and technology, can lead to a reduction in public acceptance of such forms of energy production.
So how should we deal with these threats? The key is to
build resilient energy supply systems.
In 2013, the European Centre for Energy and Resource
Security (EUCERS), together with the National Academy
of Science and Engineering (acatech) and the Konrad
Adenauer Foundation (KAS) hosted a series of five round
table discussions on the development of resilient energy
systems within an international context. Each event began
with two or three keynote speeches of ten to 15 minutes’
duration. The remainder of the session was given over to
an open discussion between the 30 or so participants from
the research community, industry, government and the
media. The goal was to engage in a thought-provoking
and constructive debate in order to inform policymakers,
researchers, practitioners and the public about the latest
trends and perspectives in this field.
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The presentations and discussions at the five expert round
table events placed particular emphasis on the importance
of building resilient energy systems. Both researchers and
practitioners made important contributions to the current
debate and concrete proposals about how to take it forward (see appendix).
Seven measures to build resilient energy systems
A resilient energy system is defined by its ability to withstand interruptions or to prevent failure through protective
measures. Churchill’s century-old demand for variety, i.e. diversification, takes centre stage in this endeavour.
1. Diversification and energy independence
Churchill defined the most important task over 100 years
ago: diversification. Only a diverse range of energy s ources,
producing countries and supply routes can bring security.
The desire to overcome dependence in the wake of the
OPEC oil embargo led to Richard Nixon’s “Project Independence” of November 1973, in which he demanded American energy independence from foreign countries. This
goal, which has been pursued by practically every US president since Nixon, might finally be realised half a century
later: by the mid-2020s, the United States could become
independent of oil and gas imports as a result of the shale
revolution!
2. Decentralisation
Another option for protecting complex energy systems, especially in terms of preventing major disruptions or limiting
their impact, lies in the development of complementary, decentralised supply systems. Renewable forms of energy are
particularly well suited to this purpose, for example wind,
PV, solar thermal, biomass, geothermal and hydropower.
Many households and small and medium-sized businesses
are now trying to become largely independent of the main
grid through such decentralised energy sources. As renew
able forms of energy are subject to high output fluctuations,
they currently still rely on conventional energy sources for
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back-up – at least as long as storage technologies remain
inadequate.
3. T he highest safety, efficiency and environmental
standards
Safety and environmental standards may be expensive.
But in the end, they serve everybody because of their preeminent importance for public acceptance of the relevant
energy source. Although hurricanes Rita and Katrina cost
many lives and caused widespread destruction, particularly in New Orleans, it was due to the fact that the highest
standards were in place that no oil was spilled into the
Gulf of Mexico despite many drilling rigs being destroyed.
BP, on the other hand, incurred significant financial costs
and damage to its image in 2010 as a result of insufficient
safety and environmental standards in the context of the
sinking of its Deepwater Horizon offshore drilling rig. The
auto and petroleum industries both owe their continued
acceptance in Europe to the dramatic progress that they
have achieved in efficiency and environmental standards.
4. Dialogue between producers and consumers of
energy
Maintaining an intensive and trust-based dialogue between
importers and exporters of energy is of central importance
when it comes to the prevention of disruption to the global
energy system. It is particularly important to understand
the interests of the other side, because the meaning of
energy security is very different for producing countries
and for consumers. To the former, energy security does not
mean supply security, but “security of demand”. The big
petroleum exporters such as Russia, Saudi Arabia, Libya,
Angola and Venezuela depend on steady sales of their resources at what they regard as an acceptable price. Just
as higher oil or gas prices can be harmful to Western economies, low energy prices reduce the revenue earned by
producing countries. This can easily have a knock-on effect
on their political stability. The IEA, and indeed all bilateral
and multilateral encounters – from state visits to academic
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c onferences – play an important role in maintaining a dialogue. Likewise, the work of political foundations and chambers of commerce – and especially the cooperation between
managers, engineers and personnel in joint projects – helps
to build mutual understanding of interests and cultural differences and create transparency by facilitating the comparison of data and analyses. This in turn helps to build trust.
At present, one particularly important task in this regard is
the integration of China and India into the various forums
of the international energy dialogue.
5. Integrating young people: jobs
The rapid population growth in many exporting nations,
especially in the Middle East, Africa and Latin America,
means that even if their economies grow, these countries
are rarely able to create enough jobs for the younger gene
ration. Around half the population in Algeria, Libya and
Saudi Arabia and over 60 percent251 of Iraqis are under the
age of 25. However, oil and gas production is capital-intensive rather than labour-intensive, meaning that it creates
very few direct jobs. The millions of young people affected
by unemployment and poverty provide fertile ground for
political radicalisation, allowing Islamist extremists to sow
the seeds of their violent ideologies. Therefore, it is in Western countries’ own interest to do everything they can to
help petroleum states diversify their economies and provide
job-training opportunities for their young people. The work
of development agencies such as Germany’s GIZ and the
political foundations is particularly important in terms of
helping to improve the prospects of as many young people
as possible in the petroleum states.
6. Preventive measures by the police and military
It was US President Jimmy Carter who formulated the
1979 American foreign policy doctrine according to which
any attempt by a foreign power at gaining control over
the Persian Gulf would be regarded as “an assault on the
vital interests of the United States of America” that would
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be countered by any means necessary, including military
action.252 Ever since, the United States has considered it
a top priority to secure the energy lifelines, i.e. the un
interrupted flow of Middle Eastern oil and gas. There may
undoubtedly be good reasons to be critical of specific political and military measures undertaken by Washington in
this context. Nonetheless, it is a fact that Europeans have
benefitted at least as much as the United States from
American commitment to securing the energy routes. Free
movement by tankers through straits, protection against
pirates and terrorists, the gathering of intelligence on
terrorist groups and the fight against them domestically
– all these tasks call for continued protective action by
the police and the military. Europe will in all probability
have to increase its contribution in this domain, given that
the United States’ readiness to carry out military action
overseas will probably decline as a result of the shale
revolution in North America.
7. Disaster control
Finally, the design of resilient energy supply systems
should incorporate adequate emergency measures that
can be rapidly deployed in the event of a catastrophic
supply crisis following a terrorist or cyber attack on the
energy infrastructure, as well as in the case of an accident or natural disaster. In countless calamities ranging
from Chernobyl and Fukushima or storms such as Katrina
and Sandy to Deepwater Horizon, it transpired that very
few emergency plans were in place e.g. for evacuations,
medical care, emergency shelters, etc. In particular, there
were no clear guidelines allocating responsibilities. But
our ability to quickly restore supply security depends on
how swiftly we are able to respond in the event of an
emergency.
Former State Secretary Prof. Dr. Friedbert Pflüger is the director of the European Centre for Energy and Resource Security (EUCERS) at King’s College London and a Senior
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 on-resident Fellow at the Atlantic Council. At acatech, he is
N
responsible for energy issues within the Resilien-Tech project
group; he also chairs the Natural Resources working group
at the Atlantik-Brücke. Prof. Pflüger is owner and CEO of two
management consultancy firms.
Appendix
The first of the five round table discussions (held in March
2013) addressed the subject of “Europe’s Vulnerability to
Energy Crises”. The keynotes were given by Dr. Frank Umbach (EUCERS) and Dr. Thomas Rid, Department of War
Studies, King’s College London, who recently published a
book entitled “Cyber War Will Not Take Place”.
BThe title of the second event was “Building Resilient Energy Infrastructure Beyond Europe’s Borders”. The keynotes
were given by acatech member and Director of the Fraunhofer Institute for High-Speed Dynamics, Prof. Dr. Klaus Thoma, and Dr. Yolanda Garcia-Mezquita, DG Energy, European
Commission.
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Under the title of “The Danger of Blackouts – Electricity
Security as the Achilles Heel of Resilient Energy Infrastructure?”, the third round table featured keynotes by
Jörg Asma, former KPMG Partner and former member of
acatech’s Resilien-Tech Working Group and Sarah Mandar,
Tyndall Energy Programme, University of Manchester.
The fourth event was entitled “Challenges and Prospects for
an Integrated Energy Infrastructure in Europe”. The keynote addresses were given by Dr. Anita Orban, Ambassadorat-Large for Energy Security, Hungary, Thomas J. Dimitroff,
Partner, Infrastructure Development Partnership LLP, and
Tora Leifland Homström, Government Affairs Advisor, Trans
Adriatic Pipeline (TAP). In the run-up to the southern corridor
decision, the participants discussed the political significance
of the European energy infrastructure.
The final round table in the series was held at the end of
October 2013. Jennifer Giroux of the Center for Security
Studies (CSS), ETH Zürich, Dr. Frank Umbach (EUCERS) and
Prof. Dr. Alexander Fekete (Cologne University of Applied
Sciences) spoke on the subject of “Terror Attacks on Energy
Infrastructure – A Growing Threat?”.
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6 SUMMARY
BENJAMIN SCHARTE, DANIEL HILLER, TOBIAS LEISMANN, KLAUS THOMA

Fukushima, 9/11, hurricanes Katrina and Sandy – all have
become bywords for disaster. No longer are they just a
town in Japan, a date on the calendar or a couple of girl’s
names. Instead, they have come to symbolise the dangers
of modern technology, the destructive rage of ideologies
with no respect for human life and the untameable power
of nature. They have also become synonymous with societies that failed to prepare properly – if they prepared at
all –, societies whose defence mechanisms failed, whose
emergency precautions were inadequate and whose basic
ability to keep functioning was fully or partially impaired if
not completely destroyed. In a nutshell, they are all classic
examples of a serious lack of resilience.
What can our societies do to prevent serious adverse
events like these from having such a devastating impact?
How can they avert loss of life, minimise the financial
losses suffered by private and public property owners and
keep their basic functions up and running? Resilience can
provide an answer to these questions. The key feature of
resilient societies is that they are able to keep the damage caused by adverse events to an absolute minimum.
This is the one principle shared by everyone who comes
into contact with the complex concept of resilience, be it
in their capacity as academics, practitioners, policymakers or indeed anything else. On the other hand, the best
ways of delivering these goals, which measures can and
should be taken, what the pitfalls and problems are and
exactly what the concept does and does not include are
all far more controversial questions that are the subject
of complex debates in various different academic disciplines all over the world. This is at least partly due to the
long history of the term “resilience”. Over the course of
the past 60 years, the term has been adopted by a variety of completely different scientific disciplines, beginning
with developmental psychology and going on to include
ecology, the social sciences and engineering. Chapter 1
provides a brief overview of the term’s origins. Contemporary researchers tend to focus on different specific aspects

of the concept, depending on which of these traditions
they belong to.
For the “Resilien-Tech” project, we consciously chose to focus on resilience in the context of applied security research.
The project’s goal was to achieve a better understanding of
the concept of resilience as applied in the field of security
research, so that concrete recommendations could be formulated for decision-makers in government, business and
society as a whole. The recommendations contain proposals
for how a resilience by design approach can be integrated
into future research strategies so that critical infrastructure
resilience can be increased and resilience can become a
fundamental principle of technological and societal security solutions. Although the project did not focus on the
legal and psychological aspects of the concept, these aspects are of course extremely important for the implementation of appropriate measures to increase the resilience
of technological and social systems and should therefore
be systematically taken into account. The focus of the “Resilien-Tech” project, however, was on the actors addressed
by the field of applied security research and the question
of how the public, the people affected by disasters, emergency responders, end users, policymakers and the research
and academic communities can contribute to increasing society’s resilience, as well as the concrete solutions that they
require at their respective levels in order to do so.
The project began by developing a working definition of
resilience based on a thorough review of the literature.
According to this definition, resilience can be understood
as the “the ability to repel, prepare for, take into account,
absorb, recover from and adapt ever more successfully to
actual or potential adverse events. Those events are either
catastrophes or processes of change with catastrophic outcome which can have human, technical or natural causes.”
Adverse events include a wide range of phenomena, from
terrorist attacks and waves of organised crime to natural
disasters and large-scale industrial accidents. They also
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include gradual, long-term change processes that can have
a devastating impact on society once they cross a certain
undetermined threshold. Examples of such processes are climate change, the population decline in Germany or – conversely – the growth of the global population.
The working definition and review of the literature provided
a platform for organising and running three expert workshops. The outputs of the workshops were consolidated
into a number of “lessons learned” that form the basis of
the study’s recommendations. The first workshop sought to
explore national perspectives on the concept of resilience
and clarify where the German security research community
currently stands with regard to this interesting concept. It
is clear from the content of Chapter 2 that the national
perspective on resilience is still relatively strongly focused
on theoretical social science discourse. At the same time,
however, there is also a trend towards using resilience to try
and bridge the gap between the apparently contradictory
social and technological approaches to addressing security
problems.
The second workshop broadened the perspective by taking
a look at research initiatives and practical examples from
around the world from which the debate in G
 ermany stands
to benefit enormously. It became apparent that the international debate is some way ahead of the debate in Germany and that the concept of resilience has already been
incorporated into government research strategies and emergency plans in other parts of the world (see Chapter 3). In
particular, there is a pronounced focus on the adoption of
a holistic approach to making societies more resilient. More
over, methodologies such as resilience engineering and resili
ence responsibilisation are the subject of intensive research
and development, offering the prospect of enabling social
subsystems – from critical infrastructure to local communities – to increase their specific resilience. In this context,
resilience engineering refers to a new understanding of the
role of engineering in security research. It involves making
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greater use of innovative technological solutions to security
problems in the planning, implementation and operation of
critical infrastructure. Meanwhile, the “Resilien-Tech” project
uses “resilience responsibilisation” as an umbrella term for
strategies geared towards helping the public to take more
responsibility when adverse events occur. This involves e.g.
the relevant government agencies and the public engaging
in a dialogue as equal partners.
Finally, the third workshop sought to identify and assess
the specific challenges, problems and opportunities associated with resilience in a business context. For example, the
abovementioned dialogue and efforts to raise awareness
of the relevant threats would appear to constitute valuable
measures that the State should consider implementing for
businesses, particularly small and medium-sized enterprises
(see Chapter 4). Many businesses are currently not even
aware of the problem. Moreover, the majority of businesses
are unlikely to invest in measures to increase resilience unless they are given good reason to do so. Indeed, it appears
that they are most likely to take action if they have been
forced to “learn the hard way”. In other words, it is only after an adverse event has caused them serious damage that
businesses take appropriate contingency measures to prevent a recurrence. Other promising short- to medium-term
strategies for increasing the resilience of businesses include
a carrot-and-stick approach based on financial incentives
and penalties. In keeping with the conclusions of Chapter
3, a review of international trends in this area revealed that
Germany is still some way behind other countries in the
field of Business Continuity Management (BCM). In the US,
for example, company law in particular contains extensive
BCM regulations that place various risk prevention and
management requirements on enterprises. German companies can expect to see an increase in this type of regulation
over the next few years.
The findings described in the “lessons learned” have been
consolidated into ten wide-ranging recommendations that
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very consciously address completely different aspects of
the complex concept of resilience. Some are also aimed at
different target groups and they operate on various different abstraction levels. The aim is to ensure that resilience
really is implemented as a holistic concept so that it can
provide the field of applied security research with enough
value-added to justify the substantial amount of work invested in its study. Taken together, the recommendations
can be seen as an agenda for creating the resilient society
of the future. They set out the first few steps that need to
be taken, whilst also raising several questions that will have
to be answered before the goal of a more resilient society
can be delivered.

RECOMMENDATION 1
Resilience should be employed as a holistic strategy for minimising the harmful impacts of adverse events on our society.
This will facilitate a sustainable improvement in the ability
of complex systems to keep functioning, adapt, endure and
learn in the face of external or internal shocks. In order for
this to be possible, it will be necessary to research, develop
and implement appropriate and coordinated technological,
social and economic measures and to ensure that they are
combined in an integrated manner.
What does this mean?
Since resilience is in itself a rather vague concept, the adoption of a holistic approach is the key long-term benefit that
the use of this term can bring to German society. Why is
this the case? Because of its origins and the way it has been
used in the past, there is a danger that the word “resilience”
could degenerate into just another buzzword that is devoid
of any real meaning and is intentionally used in completely
different ways by different actors to suit their own particular
ends. This danger can be averted through a consistent and
clear understanding of the core features at the heart of resilience. In essence, resilient societies must be able to keep

the human, economic and environmental damage caused
by adverse events to an absolute minimum. They do this
by making use of every realistically conceivable solution,
irrespective of whether it involves technology, social tools
– such as education or engaging as equal partners in a dialogue with the public – or economic incentives. One of the
features that marks out a resilient society is the adoption
of a holistic approach and the targeted, combined deployment of these different types of solution before, during and
after an emergency. Resilient societies are distinguished by
their ability to respond dynamically to the constant changes in their environment and adapt to unforeseen adverse
events. Rather than being a static condition, resilience is
in fact a property of dynamic and adaptable systems that
are able to learn from past events. This understanding of
resilience is already being employed in countries such as
the US, the UK and Switzerland both as a basis for their
research programmes and in concrete government policies.
Serious consideration should be given to adopting a similar
approach in Germany.

RECOMMENDATION 2
Metrics and indicators should be developed for evaluating vulnerability and resilience. It is essential to develop
well-designed and practical tools for producing quantitative comparisons of the vulnerability and resilience of societies and their subsystems. These tools will improve our
ability to systematically identify weaknesses, establish the
effectiveness of investments and determine how specific
measures impact on resilience. The German research community should therefore take up the challenge of developing a practical method for measuring resilience.
What does this mean?
Vulnerabilities can be identified, categorised, measured,
described and compared. The vulnerability to specific
threats of certain geographical, technological or other
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e ntities is already assessed both in Germany and in other
countries such as the US. The challenge is to consolidate
these efforts and systematically extend them across different disciplines to cover all the systems that could potentially be affected and all the different types of threats. The
need for further research is evident in view of the complex
phenomena involved. The challenge of developing a suit
able method for measuring resilience is even more difficult
and a fully satisfactory solution has yet to be found. Researchers are confronted with numerous conceptual problems and methodological pitfalls, for example questions
about the most important variables, about which indicators can best be used to measure them, whether it is possible to compare the resilience of different systems, which
dimensions should be included and how should they be
weighted, and whether the indicators should be qualitative or quantitative and absolute or relative. And, given its
dynamic nature, how can resilience be meaningfully evalu
ated by making an assessment or taking a measurement
at a single point in time? Despite all these unanswered
questions, however, measuring resilience remains a worthwhile endeavour. Moreover, the measurement of resilience
does not need to produce perfect results. The ability to
make only a reasonably accurate comparison of the resilience of different entities would be enough to identify
particularly resilient systems that can be used as models
and particularly unresilient systems that are in need of
help. The German security research community – with firm
backing from policymakers – should therefore take up this
challenge in partnership with all the relevant actors such
as the operators of critical infrastructure.

RECOMMENDATION 3
Methods should be developed for modelling and simulating complex socio-technical systems that are critical to
our society. Security research should place greater emphasis on research initiatives that develop existing modelling
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approaches and help to simulate the impacts of adverse
events, particularly in terms of cascading effects. It will be
especially important to guarantee reliable identification of
system-critical nodes and interfaces that could trigger cascade effects if damaged, as well as to predict the system’s
potential for self-organisation.
What does this mean?
In order to make targeted improvements to the resilience
of complex systems, the relevant actors require a detailed
and accurate understanding of the systems’ behaviour
and how they work, particularly under extreme conditions.
Since they can obviously not afford to simply wait and
see what happens when an external or internal shock occurs, they need the ability to simulate extreme events as
realistically as possible before they occur, both during the
system planning stage and during normal operation when
the system is working as intended. This allows them to
identify weaknesses, plan counter-measures, correct faults
and do everything in their power to prepare the system as
fully as possible for the occurrence of adverse events. This
is exactly what the ability to simulate and model complex
systems enables them to do. A wide variety of modelling
techniques already exist today. However, as the complexity of systems continues to increase and the interdependencies between previously discrete subsystems multiply,
even more comprehensive, ultra-advanced methods are required in order to reliably model how systems will behave
when unforeseen events occur. More research is therefore
needed into methods that go beyond merely computing
the outcomes of predetermined scenarios. Future modelling techniques should be capable of modelling the entire system without relying on pre-established scenarios.
The aim is to produce multimodal simulations that use
an integrated approach to model technological and social
systems and the complex interactions between them. This
will require investment in R&D, including efforts to standardise different modelling approaches and make them
compatible with each other.
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RECOMMENDATION 4
Resilience engineering should be established as an independent discipline. Research, development and implementation of resilient critical infrastructure design and construction should be promoted. Innovative technology should be
employed to ensure that infrastructure is capable of meeting the needs of the 21st century. Resilience engineering
involves the development of customised technological and
interdisciplinary methods and solutions for building resili
ence into systems that are critical to our society.
What does this mean?
The sustained and reliable functioning of critical infrastructure in our modern society is, as the name suggests, critical
to its survival. Society as we know it simply could not exist
without energy, water, food, transport, communication, etc.
Resilience engineering is the best way of guaranteeing and
indeed increasing the ability of critical infrastructure to keep
functioning, adapt, endure and learn in the face of different
types of adverse events. The term “resilience engineering”
refers to interdisciplinary engineering R&D into procedures
and methods for increasing the ability of systems that play
a key role in our society to endure, adapt and self-organise.
It involves the consistent incorporation from an early stage
of technological solutions to all kinds of security problems
into every aspect of the planning and implementation of
major social projects – from the individual level to the overall
system level. Its goal is to maintain the critical sub-functions
of these systems in a controlled manner, even when damage
to the system forces them to operate outside their normal
parameters, thus allowing catastrophic total system failure
to be averted. It requires customised technological solutions
for increasing the resilience of individual infrastructures. At
the same time, the effectiveness of these solutions and their
impact on the system as a whole must be optimised and
they should be complemented by smart solutions from o ther
fields such as economics, ecology and the social sciences.
Examples might include technologies such as self-healing,

adaptive materials or smart, adaptable buildings that use
energy self-sufficient automated sensor networks. Resilience
engineering also prevents the development of incompatible
isolated solutions. This is where the holistic aspect of resili
ence comes in, since future technologies will need to be
compatible both with each other and with any other potential external solutions. This new understanding of the role
of engineering in terms of ensuring and increasing the resilience of society and in particular its critical infrastructure
should play a greater part in Germany’s national security
research programme and in particular the German government’s security-related strategies such as the National Plan
for Critical Infrastructure Protection (KRITIS).

RECOMMENDATION 5
Strategies should be developed and implemented for sustainably strengthening people’s self-reliance in the face
of adverse events. In order to ensure that they are actively
involved in shaping resilient societies, the public should
be engaged in a dialogue as equal partners and provided
with wide-ranging opportunities to participate at a variety
of different, decentralised levels. Government can encourage
people to take precautions against risks and promote their
acceptance, for example through school curriculum content,
by supporting volunteering with the fire service, Red Cross,
humanitarian aid organisations such as Germany’s THW and
other emergency services, or through other concrete measures.
What does this mean?
The first step is to create a responsible awareness among
the public of the dangers that exist. People need to recog
nise the threat of adverse events before they can make
the mental and practical preparations that will allow
them to withstand any shocks with as little damage
as possible. Regular emergency and disaster exercises
are one example of the measures needed to create this
awareness and e nable efficient emergency planning and
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p reparedness. The procedures that they rehearse and the
routine behaviours that they establish can help to save
lives in the event of an emergency. Regular rehearsal of
what to do in the event of a disaster also gives people the
belief that they are well equipped and prepared to cope
with any type of disaster. And the mere fact of believing
means that they are to some extent better able to do so.
Many people in Germany already volunteer with the fire
service or other emergency services. It is important to sustain their involvement, attract still more recruits and use
these people as a resource for raising awareness about
disasters among the general public. Another avenue that
will need to be explored more thoroughly going forward
is the incorporation of the relevant learning content into
school curricula and continuing professional development
provision. This focus on educating and training people in
order to increase their resilience is an extremely important
part of creating a more resilient society. In this context, it
is essential to prevent information overload from causing
people to become blasé about the dangers, as well as to
ensure that they do not descend into a state of permanent
panic because of the enormity of the threats involved.
By combining different methods for enhancing people’s
self-reliance it should, in the longer term, be possible
not only to increase individual empowerment but also to
strengthen social capital and social cohesion within local communities. In the event of a disaster, these factors
could ultimately have a major say in how well different
geographical locations manage to cope with the relevant impacts. Research initiatives and practical strategies
aimed at strengthening the public’s self-reliance should
therefore be promoted at different levels.

RECOMMENDATION 6
The case should be made for the long-term value-added that
resilience can bring to our society. We need to adopt a wider perspective, abandoning short-termist and short-sighted
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cost-benefit optimisation in favour of strategic, long-term
thinking and actions. Future research initiatives should
therefore incorporate the economic aspects right from the
outset, demonstrating why it is worth investing in resilience
and making the business case for why resilience should not
simply be regarded as a cost.
What does this mean?
In market economies, investment decisions are fundamentally based on cost-benefit analyses of varying degrees of
sophistication. Government investment decisions are to
some extent exempt from this principle, since in many cases
they are not expected to generate direct monetary benefits.
Nevertheless, within the constraints of the pre-defined requirements that it is subject to, even the State tries to get
the best possible return from its limited resources. In other
words, it attempts to ensure that its resources are used as
efficiently and effectively as possible. In this context, the
method used to assess whether the resources have been employed efficiently and effectively is absolutely key. Measures
geared towards increasing society’s resilience cost money,
be it necessary investment in R&D, the additional cost of
building resilient critical infrastructure or the introduction
of the concept into school curricula. Nevertheless, resilience
is more than just a “costly add-on” or unnecessary luxury – it
is in fact a key requirement of sustainable investments. In
view of the ever greater challenges confronting our societies, systems which collapse at the first tiny sign of trouble
because they were designed according to radical cost-cutting principles hardly constitute a sustainable long-term
model. In a sustainability-based approach, the extra initial
outlay required to create resilience soon pays for itself, not
only in terms of the human suffering that it prevents in the
event of a disaster but also financially. According to a report by the Multi-Hazard Mitigation Council, for every dollar
spent on pre-event mitigation related to earthquakes, wind
and flooding, about four dollars were saved in post-event
damages (see 3.2.2). This does, of course, require a detailed
knowledge of the exact pay-back of specific investments

Summary

in different locations. Future research initiatives geared
towards increasing resilience should thus build in the economic aspects right from the outset.

RECOMMENDATION 7
Incentives should be created for businesses to increase
their resilience. Consideration should be given to the introduction of a standardised resilience monitoring system
that would be supported and, if necessary, coordinated
by the State. The system would provide appropriate incentives to socially critical businesses that were able to
demonstrate an increase in their resilience. It would also
seek to influence the behaviour of those socially critical
businesses that failed to take measures to improve their
resilience by penalising them with higher insurance pre
miums, additional levies, etc.
What does this mean?
In essence, the purpose of a company is to maximise the
profits obtained from its business. In order to do this, it
needs the business to run as smoothly and with as little
disruption as possible. The majority of companies therefore
make some kind of provision for risks, at least implicitly.
In other words, they take contingency measures to protect
them against certain adverse events. The key drivers are the
extent of the losses that they are likely to suffer and the
probability of the event actually occurring. However, the
business world is no different to anywhere else insofar as
resilience still concerns unforeseen events that are highly
unlikely to occur. Even though natural disasters, for example, can cause huge losses, only a handful of businesses
are prepared for this type of threat. The impression is that
any investments will not be cost-effective because of the
low probability of such events. Consequently, it will be necessary to find ways of helping businesses to increase their
resilience with regard to low-probability adverse events that
can nonetheless have a serious impact. One promising idea

is the introduction of compulsory insurance against adverse
events, although it will be necessary to give insurers incentives to provide this type of policy. Another option would
be to introduce government monitoring of the measures
taken by companies to increase their resilience. This would
require regulation of what businesses are expected to do
in order to become more resilient, for example carrying out
emergency and disaster exercises or the introduction of certain redundancies and buffers into their business processes.
The State would then reward compliance with these regulations or penalise companies that failed to observe them.
More work is required to establish how this system could be
effectively implemented without jeopardising companies’
competitiveness.

RECOMMENDATION 8
An early warning system should be established, featuring
compulsory reporting of adverse events. While the probability of major adverse events may be low, they do nonetheless occur from time to time. A national early warning
system should therefore be established, together with industry-specific compulsory reporting arrangements (i.e. the
criteria for reporting events would vary from industry to
industry). Businesses would thus be under an obligation to
report security-critical events.
What does this mean?
Most companies do not anticipate sudden major shocks
in their day-to-day business and many are therefore un
aware of the relevant threats. The roll-out of compulsory
reporting for certain types of incident would help to raise
awareness on this issue. It would act as an early warning system and contribute significantly to better prevention. It is likely that companies will be concerned that
compulsory reporting could lead to them being publicly
named and shamed, causing damage to their business.
These concerns should be taken seriously and should
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be addressed through the design of the compulsory
reporting system. Furthermore, thorough research should
be carried out before the regulations are introduced in
order to establish which events should be subject to compulsory reporting in different industries, exactly what information needs to be provided and who it should be
reported to. The system should only apply to companies
if a partial or total collapse of their business could have a
serious negative impact on the local, regional or national
economy. Compulsory reporting could also prove to be
especially valuable for combatting the growing threat
of cybercrime, since it would alert people to probable or
imminent attacks and enable targeted counter-measures
to be taken. Once again, it would be necessary to design
the system in such a way as to prevent any risk of the
companies involved suffering damage to their reputation
or any other disadvantage.

RECOMMENDATION 9
A national resilience strategy should be developed. In the
broader context of sustainable development, it will be necessary to develop an overarching vision of resilient societies.
The holistic concept of resilience is not something that can
simply be ordained by law. A national resilience strategy, on
the other hand, can provide a consistent and comprehensive
basis for addressing the numerous challenges associated
with an increasingly complex, high-tech world, serving as a
platform for the subsequent development of targeted solutions for specific problems.
What does this mean?
It will only be possible to maximise the benefits that the
holistic concept of resilience can provide to society if
policymakers buy into the concept, recognising it as necessary and giving it their full support. The first step towards this goal is the formulation of a national resilience
strategy. By developing such a strategy, government and
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the responsible authorities would be sending out a signal
that they recognise that increasing the resilience of society
and its relevant subsystems is absolutely key to enabling
them to continue functioning successfully. The strategy
would also provide a framework for developing specific
plans to implement measures geared towards increasing
resilience, for example in the critical infrastructure sector.
It would also involve continuous monitoring of individual
government departments – including e.g. the emergency
planning authorities that report to them – in order to assess whether they have adequately adopted resilience as
an organising principle in their work and whether they
cooperate sufficiently with other responsible agencies on
implementation actions. Resilience could constitute the
underlying principle of all future research initiatives, particularly in the field of applied, solution-oriented security
research. This would allow innovative ideas and approaches to be identified more rapidly and effectively, gaps in the
research to be filled and the potential value-added that
individual solutions contribute to the overall resilience of
society to be reliably evaluated. Recommendations 2 to
8 can thus be understood as the topics and fields where
further R&D will enable Germany and Europe as a whole
to become more resilient.

RECOMMENDATION 10
Resilience should be established as a key component of sustainable development. Sustainability means finding a way
of living together that meets the needs of the people alive
today without jeopardising future generations’ ability to in
turn meet their own needs. For this to be possible, societies
must be capable of surviving major challenges. The fundamental characteristics of resilient systems are the ability to
keep functioning, adapt, endure and learn. These are all
key to a society’s ability to survive. The concept of resilience
thus bridges the gap between security and sustainability
research.

Summary

What does this mean?
Over the past two decades, sustainability has become one
of the most important policy areas throughout the world.
This is particularly true in Germany, where the “Energiewende” (energy transition concept) is already attempting
to put one of the core principles of sustainable development into practice. Of course, sustainability means much
more than simply switching a society’s energy supply from
fossil fuels to renewables. The United Nations, for example, has identified seven key components of sustainable
development which provide a basis for the content of the
concept’s three key dimensions. Development is sustainable
if it meets the environmental, economic and social needs
both of the people alive today and of future generations.
This model is known as the “three pillars of sustainability”. The seven key components underpinning this model
of sustainable development are decent jobs, a sustainable
energy supply, food security and sustainable agriculture,
sustainable urban development, access to clean drinking
water, sustainable use of our oceans and resilient societies.
Each of these key components must be broken down still
further to allow concrete recommendations for increasing
the sustainability of our societies to be formulated. Nonetheless, it is clear that it will be necessary to implement all
seven of these key components with equal care if global
development is to be truly sustainable. In this context, resili
ence involves maintaining the ability to keep functioning,
adapt, endure and learn in the face of underlying change
processes and concurrent major adverse events. This ability
is critical to sustainability, i.e. human society’s capacity to

survive in the future. In other words, resilience must form
an integral part of any successful model of sustainability.
Both security and sustainability researchers should therefore incorporate resilience into their work and carry out the
corresponding research projects.
Taken together, these ten recommendations constitute a
blueprint for how to build a more resilient society. Furthermore, they provide a valuable toolkit for decision-makers.
As mentioned above, they cover an extremely wide range
of completely different aspects of the complex concept of
resilience. Without unnecessarily narrowing the perspective and undermining the usefulness of the concept, many
of the recommendations do nonetheless focus on ways
of increasing critical infrastructure resilience, in keeping
with the goals of this project. In this context, it is important to understand complex and interdependent critical
infrastructures as socio-technical systems. For both critical
infrastructure and for society as a whole, it will be necessary to integrate a resilience by design approach into
future research strategies so that resilience can become
a fundamental principle of all technological and societal
security solutions. This will be key to ensuring that there is
no repeat of 9/11 or Fukushima. It will be key to limiting
the human and material cost of future Katrinas, Sandys
and Haiyans, even though the storms themselves will be
no less powerful. And it will be key to ensuring that Germany can respond resiliently should it ever be affected by
such a serious adverse event.
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